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Abstract—The increasing demand for wireless communication
introduces efficient spectrum utilization challenge. To adress
this challenge, cognitive radio has emerged as the key tecbi
ogy, which enables opportunistic access to the spectrum. €h
main potential advantages introduced by cognitive radio ae
improving spectrum utilization and increasing communicaion
quality. These appealing features match the unique requirments
and challenges of resource-constrained multi-hop wireles sen-
sor networks (WSN). Furthermore, dynamic spectrum access
stands as very promising and spectrum-efficient communicain
paradigm for WSN due to its event-driven communication natue,
which generally yields bursty traffic depending on the event
characteristics. In addition, opportunistic spectrum ac@ss may
also help eliminate collision and excessive contention dsl
incurred by dense deployment of sensor nodes. Clearly, it ison-
ceivable to adopt cognitive radio capability in sensor netwrks,
which, in turn yields a new sensor networking paradigm, i.e.
cognitive radio sensor networks (CRSN). In this paper, the rain
design principles, potential advantages and application reas,
and network architectures of CRSN are introduced. The exishg
communication protocols and algorithms devised for cognite
radio networks and WSN are discussed along with the open
research avenues for the realization of CRSN.

Index Terms—Cognitive radio, sensor networks, opportunistic
spectrum access, efficient spectrum sensing.

|. INTRODUCTION

over the new channel, i.e., spectrum handoff. This sequence
of operation outlines a typical cognitive cycle [2], whichrc
also be applied over an unlicensed band by all cognitiveoradi
users with the same priority to access the channel.

The capabilities of cognitive radio may provide many of the
current wireless systems with adaptability to existingcspen
allocation in the deployment field, and hence improve ovVeral
spectrum utilization. Among many others, these features ca
also be used to meet many of the unique requirements and
challenges of wireless sensor networks (WSN), which are,
traditionally, assumed to employ fixed spectrum allocatiod
characterized by resource constraints in terms of communi-
cation and processing capabilities of low-end sensor nodes
In fact, a WSN comprised of sensor nodes equipped with
cognitive radio may benefit from the potential advantages of
the salient features of dynamic spectrum access such as:

« Opportunistic channel usage for bursty traffidpon the
detection of an event in WSN, sensor nodes generate a
traffic of packet bursts. At the same time, in densely
deployed sensor networks, a large number of nodes
within the event area try to acquire the channel. This
increases probability of collisions, and hence, decreases
the overall communication reliability due to packet losses

NCREASING usage of wireless communications triggered

the development of dynamic spectrum access schemes.
The key enabling technology providing dynamic, i.e., op-
portunistic, spectrum access is the cognitive radio (CR) [1
Cognitive radio has the capability to sense the spectrum and
determine the vacant bands. By dynamically changing its
operating parameters, cognitive radio can make use of these
available bands in an opportunistic manner surpassing the
traditional fixed spectrum assignment approach in terms of
overall spectrum utilization.

With these capabilities, cognitive radios can operate in
licensed bands as well as in unlicensed bands. In licensed
bands, wireless users with a specific license to communicate
over the allocated band, i.e., the primary user (PU), has the
priority to access the channel. Cognitive radio users,edall

leading to excessive power consumption and packet delay.
Here, sensor nodes with cognitive radio capability may
opportunistically access to multiple alternative chaanel
to alleviate these potential challenges.

Dynamic spectrum accesB1 general, the existing WSN
deployments assume fixed spectrum allocation. However,
WSN must either be operated in unlicensed bands, or
a spectrum lease for a licensed band must be obtained.
Generally, high costs are associated with a spectrum
lease, which would, in turn, amplify the overall cost of
deployment. This is also contradictory with the main de-
sign principles of WSN [3]. On the other hand, unlicensed
bands are also used by other devices such as IEEE802.11
wireless local area network (WLAN) hotspots, PDAs and
Bluetooth devices as shown in Table I. Therefore, sen-

secondary users (SU), can access the channel as long as theysor networks experience crowded spectrum problem [4].

do not cause interference to the PU. Upon the natural hdbitan
of a specific frequency band, i.e., PU, start communicatios;
cognitive radio users must detect the potentially vacantba

i.e., spectrum sensing. Then, they decide on which channels
to move, i.e., spectrum decision. Finally, they adapt their «
transceiver so that the active communications are condinue

Hence, in order to maximize the network performance
and be able to co-operate efficiently with other types
of users, opportunistic spectrum access schemes must be
utilized in WSN as well.

Using adaptability to reduce power consumptidrime
varying nature of wireless channel causes energy con-



TABLE |

OPERATING SPECTRUM BANDS OF COMMERCIAMWSN TRANSCEIVERS AND OVERLAPPING WIRELESS SYSTEMS

Sensor node platforms

Radio chip

Operating bands

Overlapping wireless systems

Bean [5], BTnode [6], Mica2
[7], MANTIS Nymph [8]

Chipcon (Tl Norway) CC1000

315, 433, 868, 915 MHZ

Fixed, Mobile, Amateur, Satellite, Radiolocation,
Broadcasting, Telemetry, ZigBee

IMote [9], Micaz [10],
SenseNode [11], XYZ [12]

Chipcon (Tl Norway) CC2420

2.4 GHz

Fixed, Mobile, Amateur Radio as secondary,
802.11b/g/n, Telemetry, Bluetooth, ZigBee

Sentilla Mini [13], TelosB

[14]

Mica [7], weC RF Monolithics TR1000 916.3 - 916.7 MHz Fixed, Mobile, Broadcasting, Telemetry, ZigBee

ANT [15] Nordic nRF24AP1 2.4 GHz Fixed, Mobile, Amateur Radio as secondary,
Telemetry, 802.11b/g/n, Bluetooth, ZigBee

EyesIFX v1 and v2 [16] Infineon TDA5250 868 - 870 MHz Fixed, Mobile, Broadcasting, Telemetry, ZigBee

Iris [17] Atmel AT86RF230 2.4 GHz Fixed, Mobile, Amateur Radio as secondary,

Telemetry, 802.11b/g/n, Bluetooth, ZigBee

sumption due to packet losses and retransmissions. Cdgsign of low-cost and power-efficient cognitive radio sen-
nitive radio capable sensor nodes may be able to charsgg nodes, efficient opportunistic spectrum access in diense
their operating parameters to adapt to channel conditiomeployed sensor networks, multi-hop and collaborative -com
This capability can be used to increase transmissiomunication over licensed and unlicensed spectrum bands are
efficiency, and hence, help reduce power used for trarn@imary obstacles to the design and practical deployment of
mission and reception. CRSN.

o Overlaid deployment of multiple concurrent WSNith Despite the extensive volume of research results on WSN
the increased usage of sensor networks, one specific gi@aand considerable amount of ongoing research efforts on
may host several sensor networks deployed to operagnitive radio networks [2], CRSN is vastly unexplored
towards fulfilling specific requirements of different apfield. In [18], an energy-efficient and adaptive modulation
plications. In this case, dynamic spectrum managemesthnique is introduced for CRSN in order to achieve high
may significantly contribute to the efficient co-existencpower efficiency towards maximizing the lifetime of resoetc
of spatially overlapping sensor networks in terms ofonstrained sensor networks. In [19], CRSN is discussed for
communication performance and resource utilization. applications such as health care and tele-medicine, wigich r

» Access to multiple channels to conform to different speguire timely delivery of critical information. Authors ppmse
trum regulations: Each country has its own spectruma centralized spectrum allocation scheme with game thieoret
regulation rules. A certain band available in one countpproach in order to achieve fair allocation of spectrumdsan
may not be available in another. Traditional WSN with aith maximum spectrum utilization and energy efficiency.
preset working frequency may not be deployed in cas@stential of dynamic spectrum access in sensor networks is
where manufactured nodes are to be deployed in differesitown in [20] to achieve high power efficiency in sensing ap-
regions. However, if nodes were to be equipped with coglications by reducing interference of concurrent trarssioins
nitive radio capability, they would overcome the spectrunthrough distributed channel selection and power allocatio
availability problem by changing their communication Clearly, only a handful of studies reviewed above do not
frequency. suffice to open the road towards the realization of cognitive

Therefore, it is conceivable to provide wireless senseoadio networks. The abovementioned fundamental challenge

networks with the capabilities of cognitive radio and dymamand many others need to be precisely determined and effec-
spectrum management. This defines a new sensor netwtivkly addressed in order to exploit the potential advaesaof
paradigm, i.e., Cognitive Radio Sensor Networks (CRSN). BRSN. In this paper, we introduce the main design challenges
general, a CRSN can be defined aglistributed network of and principles, potential advantages and applicationsaeead
wireless cognitive radio sensor nodes, which sense an eveatwork architectures of CRSN. The existing communication
signal and collaboratively communicate their readingsalyn protocols and algorithms devised for cognitive radio ne&so
ically over available spectrum bands in a multi-hop mannexs well as WSN are explored from the perspective of CRSN
ultimately to satisfy the application-specific requirertsen and the open research avenues for the realization of CRSN

While the above potential advantages and the definition afe highlighted. Our objective is to provide a clear pictafe

CRSN stand as a significant enhancement of traditional senpotentials of cognitive radio sensor networks, the curstaie-
networks, the realization of CRSN depends on addressiafjthe-art and the research issues on this timely and exiti
many difficult challenges, posed by the unique characiesisttopic.

of both cognitive radio and sensor networks, and further am-The remainder of the paper is organized as follows. In Sec-
plified by their union. Among many others, inherent resourd®n Il, we present the CRSN architecture including cogsmiti
constraints of sensor nodes, additional communication aratlio sensor node structure, and possible architectupalde
processing demand imposed by cognitive radio capabilityies of CRSN. Potential applications of CRSN are explored
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Fig. 1. A typical cognitive radio sensor network (CRSN) atetture.
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and cognitive radio ad hoc networks are explored in Section — g h :—nA
IV along with the open research challenges for dynamic Unit e

. . . A A
spectrum management in CRSN. In Section V, we discuss
the communications layers of CRSN in bottom-up approach —
and present the open research issues for the design of CRSN | ey i |
communication protocols. Finally, we state the concluding ry I
remarks in Section VI. T __fedagngum___— "™
1. CRSN ARCHITECTURE Fig. 2. Hardware structure of a cognitive radio sensor node.

Cognitive radio sensor nodes form a wireless communica-
tion architecture of CRSN as shown Fig. 1 over which th
information obtained from the field is conveyed to the sinE
in multiple hops. The main duty of the sensor nodes is to
perform sensing on the environment. In addition to this con-
ventional sensing duty, CRSN nodes also perform sensing &n CRSN Node Structure
the spectrum. Depending on the spectrum availability, @ens CRSN node hardware structure is mainly composed of
nodes transmit their readings in an opportunistic manner $ensing unit, processor unit, memory unit, power unit, and
their next hop cognitive radio sensor nodes, and ultimatelyognitive radio transceiver unit as abstracted in Fig. 2. In
to the sink. The sink may be also equipped with cognitivepecific applications, CRSN nodes may have mobilization and
radio capability, i.e., cognitive radio sink. In additioa the localization units as well. The main difference between the
event readings, sensors may exchange additional infommathardware structure of classical sensor nodes [3] and CRSN
with the sink including control data for group formationesp nodes is the cognitive radio transceiver of CRSN nodes.
trum allocation, spectrum handoff-aware route deternmat As discussed in Section V-A, cognitive radio unit enables
depending on the specific topology. the sensor nodes to dynamically adapt their communication

A typical sensor field contains resource-constrained CRrameters such as carrier frequency, transmission pawndr,
nodes and CRSN sink. However, in certain application seenarodulation.
ios, special nodes with high power sources, i.e., actorgstwh CRSN nodes also inherit the limitations of conventional
act upon the sensed event, may be part of the architectsemsor nodes in terms of power, communication, processing
as well [21]. These nodes perform additional tasks like llocand memory resources. These limitations impose restnistio
spectrum bargaining, or acting as a spectrum broker. Thems the features of cognitive radio as well. For example, as
fore, they may be actively part of the network topology. Iwill be discussed in Section IV-A, CRSN nodes may perform
is assumed that the sink has unlimited power and a numisgectrum sensing over a limited band of the spectrum due to

cognitive transceivers, enabling it to transmit and reze
ultiple data flows concurrently.



processing, power, and antenna size constraints. Constdgjue 4) Mobile CRSN:When some or all of the architectural
CRSN nodes are generally constrained in terms of the degedements of a CRSN are mobile, this yields a more dynamic
of freedom provided by the cognitive radio capability aslweltopology, i.e., a mobile CRSN. For example, the sensor nodes
actors if exist, and even the sink might be mobile depending
on the specific application and deployment scenario.
B. CRSN Topology Clearly, mobility amplifies the existing challenges on most
. . . . .of the aspects of CRSN. First of all, the dynamic nature
According to the application requirements, cognitive cadi . I )
of the topology requires mobility-aware dynamic spectrum

sensor n(_etworks may exhibit different network topologies 8rlnanagement solutions over resource-constrained CRSNsnode
explored in the following.

' . Moreover, cognitive radio communication protocols for QRS
1) Ad Hoc CRSN:Without any infrastructural element

. ) "must consider mobility as well. Therefore, this specific GRS
inherent network deployment of sensor networks yields an ﬁf}éhitecture needs a thorough investigation of the chgéen

hoc cogpnitive radio sensor network as shown in Fig. 1. Nod&s, <o ution techniques

send their readings to the sink in multiple hops, in an ad-hoc, yeneral, the physical characteristics of a CRSN node and
manner. i diverse set of CRSN network topologies discussed abovd yiel
In ad hoc CRSN, spectrum sensing may be performechny open research issues outlined as follows.

by each node individually or collaboratively in a distribdt | ~pgN node developmefitearly, one of the fundamental
yvay..SimiIarIy,. spectrum allocation can qlso be base_d on the cques for the realization of CRSN is the development
individual decision ,Of sensor nodes._ This topology imposes of efficient and practical cognitive radio sensor nodes.
almost no communication ove_rhead in terms of control da_ta. Considering the basic design principles and objectives of
However, due to hidden terminal problem, spectrum sensing  gongor networks, and hence, the inherent limitations of
results may be inaccurate, causing performance degradatio sensor nodes, hardware and software design for sensor

the primary user network. o _ _ nodes with cognitive radio capability must be extensively
2) Clustered CRSNIn general, it is essential to designate gt died.
a common cha_nnel to exchange various Co_ntrol data, SL_Jch 8§ Node deployment strategielst cases where primary user
spectrum sensing results, spectrum allocation data, bergh  statistics are available, node deployment strategies con-
discovery and maintenance information. Most of the time, it sjdering spectrum availability characteristics may pdavi
may not be possible to find such common channel available  considerable improvements on the lifetime and transmis-
throughout the entire network. However, it has been shown gjgn efficiency of the network. Therefore, the mathe-
in [22] that finding a common channel in a certain restricted  atical analysis for optimal node deployment in CRSN
locality is highly possible due to the spatial correlatioh o topologies, and hence, practical yet efficient deployment

channel availability. Therefore, a cluster-based netvandhi- mechanisms must be investigated.
tecture as in Fig. 3(a) is an appropriate choice for effectiv , cjystering in CRSNClustering and forming hierarchy
operation of dynamic spectrum management in CRSN. incur additional communication overhead in the network.

In this case, cluster-heads may also be assigned to handle This overhead may be amplified due to node mobility
additional tasks such as the collection and disseminatfon 0 or spectrum handoff which vary the neighboring con-
spectrum availability information, and the local bargagniof stellation of nodes. Hence, for the applications requiring
spectrum. To this end, new cluster-head selection andeclust  clyster-based and hierarchical CRSN topologies, dynamic
formation algorithms may be developed for CRSN which  spectrum aware group formation and maintenance tech-

jointly consider the inherent resource constraints as asthe niques must be developed.
challenges and requirements of opportunistic access iNCRS , Coordinated vs. uncoordinated network operati@pec-
3) Heterogeneous and Hierarchical CRSht some cases, trum sensing, spectrum detection and allocation, spectrum

CRSN architecture may incorporate special nodes equipped handoff as well as medium access may be performed
with more or renewable power sources such as the actor nodes either individually by the nodes or cooperatively in
in wireless sensor and actor networks (WSAN) [21]. These CRSN. A detailed efficiency analysis for the comparison
nodes may have longer transmission ranges, and hence, be of coordinated and uncoordinated schemes is required for
used as relay nodes much like the mesh network case. This various network topologies.
forms a heterogeneous and multi-layer hierarchical togwlo « Optimal network coverageSpatial locations of CRSN
consisting of ordinary CRSN nodes, high power relay nodes, nodes may vary even in case of manual uniform de-
e.g., cognitive radio actor nodes, and the sink as showngn Fi  ployment due to node failures and primary user activities
3(b). rendering some of the cognitive radio nodes disconnected.
While the presence of capable actor nodes may be exploited Hence, to maintain maximum network coverage, certain
for effective opportunistic access over the CRSN, the asso- nodes may have to transmit with more radio power, which
ciated heterogeneity brings additional challenges. Amitegy in turn, increases power consumption. On the other hand,
others, sensor and actor deployment, increased commiamicat ~ connectivity at longer ranges may be achieved with lower
overhead due to hierarchical coordination, and the need for frequencies which also help save transmission power.
cognitive radio capability over the actor nodes need to be Therefore, optimal network coverage must be analyzed
addressed. considering dynamic spectrum management, and new
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Fig. 3. Possible network topologies for CRSN (a) Clustetgdheterogeneous hierarchical.

topology formation schemes which address the traded Multimedia Applications

between network lifetime and communication coverage rejiable and timely delivery of event features in the form
must be introduced. of multimedia, e.g., audio, still image, video, over resmir
constrained sensor networks is an extremely challengirg ob
[Il. POTENTIAL APPLICATION AREAS OFCRSN jective due to inherent high bandwidth demand of multimedia
Traditional sensor networks already have a diverse rangeld8]. At the same time, the capacity provided by the sensor
application domains from smart home with embedded senditwork varies with the temporal and spatial charactessif
and actuators to large-scale real-time multimedia suareie the channel.
sensor networks. With the ingression of cognitive radioasap Unlike the traditional sensor networks, CRSN may provide
bility to sensor networks regime, CRSN might be the prefiérrdhe sensor nodes with the freedom of dynamically chang-
solution for some specific application domains exploredwel ing communication channels according to the environmental
due to its potential advantages introduced in Section I.  conditions and application-specific quality-of-servic@oS)
requirements in terms of bandwidth, bit error rates, angssc
delay. Hence, for multimedia communication over sensor
networks, CRSN may improve the performance of multimedia
Indoor applications, e.g., tele-medicine [19], home moRpmmunication as well as overall spectrum utilization. For
itoring, emergency networks, factory automation, gergralexample, as the packet travels through multiple hops, each
require the deployment of many sensor nodes within a smadlaying node may use higher frequencies and the highest
area. In some cases, such as industrial operation automat'&ssime data rate to provide required bandwidth.
smart building, actor nodes may be also part of the deploy-Fyrthermore, when multiple nodes need to transmit at
ment. the same time, they try to acquire the same channel which
The main problem with indoor sensing applications is thgcreases the contention delay in WSN. However, nodes in a
the unlicensed bands, e.g., ISM bands, for indoor usage @IRSN have access to multiple available channel and can send
extremely crowded [4]. Consequently, conventional sens@fejr data through different channels concurrently. T

networks may experience significant challenges in ach@evigRsN is more suitable to sensing applications that invaive i
reliable communication due to packet losses, collisiond ap,yitimedia communication.

contention delays. Here, opportunistic spectrum access of

CRSN may help mitigate these challenges due to crowded ) . o

spectrum and extreme node density. For example, with the Multi-class Heterogeneous Sensing Applications

cognitive radio capability, emergency networks may cdexis Some applications may require multiple sensor networks
with other indoor wireless systems. Critical informatiarhich  with distinct sensing objectives to coexist over a common
requires real-time reliable communication, may exploi¢ tharea [24]. Various information gathered from these network

potential advantages of dynamic spectrum management evesty be fused to feed a single decision support. Similarly,
in crowded environments. in a single sensor network, different sensor nodes may be

A. Indoor Sensing Applications



deployed over the same area to sample the event signal o&erSpectrum Sensing

multiple dimensions including scalar measurements, baat, . £ th or § ionalities di
humidity, location, motion, as well as audio visual reading Sp.ect.rum SENsINg 1S oné o the major u.nct|0na|t|es IS-
the target being monitored. tinguishing CRSN from traditional WSN. Since nodes can
. optgerate on spectrum bands of the licensed primary users in

Clearly, readings of these heterogeneous sensor networks o
. . L . an opportunistic manner, they must gather spectrum usage
impose heterogeneity in terms of communication requirdmen

. : . - information via spectrum sensing prior to transmissionthie
as well. For example, a multimedia sensor node, prOV|d|r|1ig

streaming video data, has more bandwidth requirement angrature, there exist various spectrum sensing methobiih

less delay tolerance compared to a magnetic sensor. With fhe examined below in terms of how they can apply to CRSN.

help of dynamic spectrum management, multi-class hetero- Matched filter:It has been shown that the optimal spec-
geneous sensor networks may overlap with minimum inter- trum sensing method for the cognitive radio with the
ference to each other. Furthermore, through the coordinati presence of Gaussian noise is the matched filter method
and cooperative spectrum management among these multiple [25]. However, this approach requires a priori knowledge
cognitive radio sensor networks, their individual perfamae about the transmission of the primary user. Since it is
as well as the overall spectrum utilization may be improved. —a coherent detection method, it requires synchronization
with the primary user. In cases, where PU transmis-
sion characteristics are available, matched filter-based

D. Real-time Surveillance Applications detection may be employed. However, most of the time,
such assumption is unrealistic. Furthermore, CRSN nodes
Real-time surveillance applications like target detecand need additional dedicated circuitry for each encountered

tracking require minimum channel access and communication primary user type. This considerably increases the cost
delay. In traditional WSN with fixed spectrum allocation,  and complexity for low-end sensor nodes.
this objective may not be always achieved, especially if the. Energy detectioninherent constraints of CRSN nodes
operating spectrum band is crowded. Furthermore, addition  mandate for a simpler spectrum sensing technique such as
communication latency may occur in WSN in case of re- energy detection method. This method is popular even in
routing due to a link failure caused by degrading channel cognitive radio networks, where nodes are typically less
conditions. power constrained and have more computational power
In CRSN, sensor nodes may opportunistically access to [26]. The idea is to measure the received energy on
the available channel in order to maintain minimum access the specific portion of the spectrum, i.e., channel, for a
and end-to-end communication delay for effective reaktim  certain period of time. If the measured energy is below
surveillance applications. As discussed in Section V-Ghwi a threshold value, the channel is considered available. Its
the development of new delay-constrained joint spectrum simplicity and low signal processing requirement make
allocation and routing algorithms for CRSN, performance of this method very attractive for CRSN. However, it has a
real-time sensing applications may be further improved. At number of drawbacks. Energy detection requires longer
the same time, statistical information of primary user ober measurement duration to achieve a certain performance
spectrum band in use can be exploited in order to minimize level compared to matched filter method. Furthermore,
the probability of spectrum handoff so as to avoid incregsin  the performance of this method highly depends on vari-

communication delay due to frequent spectrum mobility. ations of the noise power level. Therefore, in case of

One typical real-time sensing application example is mili- @ small increase in detected energy, it is impossible to
tary surveillance applications which are highly delaystve understand whether the reason is a primary user activity
and also require high reliability. In general, tactical s@n or an increase noise power level.

networks are densely deployed to assure network connective Feature detectionThis method can be used when certain
ity and maximize reliability within a certain delay bound.  features of the primary user transmission such as carrier
As mentioned above, such dense deployment can also ex- frequency and cyclic prefixes are known [27]. Feature
ploit the potential advantages of dynamic spectrum access. detection method takes advantage of the cyclo-stationary

Furthermore, with the spectrum handoff capability, taaitic ~ features of the PU signal. Unlike noise, the PU signal has
surveillance CRSN may be less susceptible to interception a  Spectrum correlation due to its inherent cyclo-staticyari
jamming threats. By making use of this correlation, the PU signal inside

the noise can be detected. Thus, feature detection method
is very robust against variations of noise. However, this
IV. DYNAMIC SPECTRUMMANAGEMENT IN CRSN additional capability comes with the cost of increased
complexity, which typical CRSN nodes may not be able
The realization of cognitive radio sensor networks primar-  to provide. Hence, feature detection is more suitable to
ily require an efficient spectrum management framework to special CRSN cases where the network includes nodes
regulate the dynamic spectrum access of densely deployed with greater computational power.
resource-constrained sensor nodes. The major challemgks a « Interference temperaturdhe sensing method introduced
open research issues regarding such dynamic spectrum man- by the FCC is the interference temperature measurement
agement framework for CRSN are explored in this section. method [28]. An interference temperature level above



TABLE Il

OVERVIEW OF SPECTRUM SENSING METHODS

Spectrum sensing Method Disadvantages

Advantages

Matched Filter [25]

Requires a priori info on PU transmissions, and extr&8est in Gaussian noise. Needs shorter sensing

hardware on nodes for synchronization with PU.

duration (less power consumption)

Energy detection [26]

Requires longer sensing duration (high power consu

niRequires the least amount of computational

tion). Accuracy highly depends on noise level variationpower on nodes.

Feature detection [27]

Requires a priori knowledge about PU transmissio
Requires high computational capability on nodes.

naviost resilient to variation in noise levels.

Interference temperature [28]

Requires knowledge of location PU and imposes pdlyRecommended by FCC. Guarantees a predeter-

nomial calculations based on these locations.

mined interference to PU is not exceeded.

the noise floor is determined. CRSN nodes calculate
how much interference they would cause at the primary
user receiver. Then, they adjust their power such that
their interference plus the noise floor is not greater than
the interference temperature level. This method requirese
CRSN nodes to know the locations of the primary users
for precise interference measurement. Furthermore, it

ods can be performed over selected potential channels.
Therefore, hybrid sensing techniques addressing the trade
off between sensing accuracy and complexity must be
investigated.

Cooperative sensingWhen nodes rely only on their
own spectrum sensing results, they may not be able
to detect the primary user due to shadowing. Spectrum

may be too computationally intense for a low-end sensor
node.

Following these main approaches above as outlined in Table
II, there is a substantial amount of work in literature on
spectrum sensing methods for cognitive radio. Clearly, tmos
of these methods are not suitable for CRSN as they are
designed without considering the unique challenges poged b
the resource constraints of sensor nodes as follows:

« Hardware limitations -It is not feasible to equip CRSN
nodes with highly capable processors and A/D units. ®
Thus, complex detection algorithms cannot be used.
Spectrum sensing must be performed with limited node
hardware.

o Minimum sensing duration Keeping the transceiver
on even just for spectrum listening causes excessive
power consumption. While sensing accuracy increases
with duration, spectrum sensing must be achieved in short
sensing duration.

« Reliable sensing Secondary users can operate on li-
censed bands, unless they do not interfere with primaB; Spectrum Decision
users. For avoiding interference on primary user, spec-
trum sensing must be reliable.

sensing duty may be distributed among the nodes to
increase sensing accuracy [26]. Achieving sensing in a
distributed manner is calledooperative sensing29],
[22]. While cooperative sensing yields better sensing
results, it also imposes additional complexity and com-
munication overhead. New cooperative sensing method,
requiring minimum amount of extra packet transmission
and having minimum impact on the sleep cycles of the
node, is an open research issue.

Sensing based on collaborative PU statistidk:it is
possible to obtain channel usage statistics of the primary
users, it may be possible to develop more efficient sensing
methods. Even if PU statistics are not available, nodes
may collectively obtain these statistics by continuously
sharing their distributed spectrum sensing results. lintel
gent and collaborative methods, which estimate and then
make use of primary user channel usage statistics, must
be studied.

CRSN nodes must analyze the sensing data and make
a decision about channel and the transmission parameters,
The first two of these challenges are unique to CRSM.g.  transmission power and modulation. Spectrum detcisio

The last one is a concern for cognitive radio networks togaethods proposed for cognitive radio networks considergrow
hOWeVer, due to limitations of the COgnitiVe radio Sensade]o Consumption as a Secondary issue and the amount of extra
techniques developed for cognitive radio networks canngntrol packets to transmit is almost never taken into astou
be directly applied to CRSN. Therefore, additional resear¢-yrthermore, nodes in a cognitive radio network have more
must be conducted on spectrum sensing for CRSN along {i@mory and computational power. More complicated schemes
following open research issues: for coordination of spectrum decision, which incur higher
« Hybrid sensing techniquesA possible way to obtain communication overhead, may be used in cognitive radio
spectrum information with minimum sensing duratiometworks. However, these solutions are not feasible for CRS
and low computational complexity is to use hybridlue to additional challenges posed by the ad hoc multi-hop
sensing techniques, which is a balanced combinatioature as well as the inherent constraints of sensor nodes.
of the sensing approaches above. For example, energyirst, in any given locality, it has been shown that the
detection may be used on a broader band to have an idg&ctrum sensing results will be similar [22]. Thus, most of
about which portions of the spectrum may be availabléhe time, spectrum decisions of the nodes, which are close to
Based on this information, more accurate sensing metbach other, will be the same. If nodes try to access the channe



depending only on their individual spectrum decision ressul ~~ <mme!? ﬂ Py [
.. - . . Channel 2 \{ ‘ ‘
collision probability increases. Furthermore, since reoden channel3
the same algorithm, when a collision occurs, they all try  chaneis :Lh—‘;
to switch to another channel, leaving the previous channel
empty and colliding again on the new channel. This negates. 4. Spectrum handoff in CRSN.
the advantage of multiple channel availability brought bg t
cognitive radio capability. Therefore, spectrum decision
CRSN must be coordinated to increase overall utilizatioh an  is more important than path loss. Hence, novel decision
maximize power efficiency. schemes which consider heterogeneity in energy-efficient
Coordination can be handled by a centralized method. manner must be developed.
Nodes send their spectrum sensing results to the sink along Distribution of control data:Coordinated spectrum deci-
with their event samples and sink decides on optimal spectru ~ sion schemes also need mechanisms to share essential
usage. Based on this decision, corresponding sharing rules control data. The method vastly used in conventional
are sent to the nodes. Furthermore, centralized methods are multi-channel networks is to use a common control chan-
also suitable for hierarchical topology given in Sectio+BB. nel. However, in general, CRSN do not have channels
Centralized methods may yield optimal spectrum utilizatio  allocated specifically to them. It was shown in [22] that
since central decision unit has global network information most of the time, finding a channel that is available
which enables it to perform global optimization methodsrove  through the whole network may be impossible for a
the multi-hop paths from the event field to the sink. However, secondary user. On the other hand, finding such a channel
the additional traffic imposed on the nodes may result in  within a given locality has a large probability and small
excessive power consumption. local group based approaches, in which each group has its
An alternate is to use distributed coordination approaches own local control channel may be more practical. There-
where nodes share their spectrum sensing and decisionsresul fore, energy efficient central and distributed methods
only with their immediate neighbors or within small cluster of sharing spectrum decision data must be investigated.
Such distributed methods are more suitable for ad hoc and Furthermore, analysis and comparison of these central
mobile topologies discussed in Sections 1I-B1 and 1I-B4. and distributed methods must be studied.
Based on shared local spectrum availability informatimdes
follow simple rules to decide on spectrum usage on their
own. Even though this method yields suboptimal utilizatior™: SPectrum handoff
compared to the centralized approach, it is considerabfy si When a PU starts using a previously available channel,
pler to implement and incurs less communication and hen€&®SN nodes must detect primary user activity within a
power overhead as data is shared among a small numbertain time through spectrum sensing methods as discirssed
of nodes. In [22], authors propose a distributed spectrugection IV-A. Then, as illustrated in Fig. 4, they immedigate
decision scheme based on a clustered architecture and shoove to another available channel decided by an effective
that the provided suboptimal solution is indeed close to tlspectrum decision mechanism as explored in Section IV-B,
global optimal solution. This proves that properly designeeven if they have ongoing transmission. Nodes may also want
distributed solutions may also yield performance closeh® tto switch channels if channel conditions get worse, redycin
optimal. communication performance. This fundamental functidpali
Clearly, there exist many open research issues for tbé&cognitive radio is called aspectrum handoff30].
development of new spectrum decision techniques for CRSNWhen spectrum handoff is needed, first an alternate chan-
as outlined below. nel must be determined. Then, receiver-transmitter haaddsh
« Spectrum decision parameterBetermining which pa- must be performed on the new channel. Only then can nodes
rameters to include in the decision process is essentiagbntinue their transmissions. All of these additional @piens
Parameters such as signal to noise ratio, path loss dndur long delays, and hence, buffer overflows which lead
channel capacity of the channel are easier to obtai. packet losses, degradation in reliability, and ultirhate
On the other hand, parameters such as wireless lirgsource waste in CRSN.
errors, link layer delays and holding times of PU may be Various spectrum handoff methods have been proposed in
more challenging to obtain by constrained sensor noddigerature for cognitive radio [31], [32]. There are alsaidies
Therefore, parameters to use in spectrum decision fon the analysis of the effect of spectrum handoff on overall
CRSN must be explored and new algorithms, which yieldommunication [33], [34]. However, none of these works
optimal spectrum decision based on these parametemnsider the challenges posed by the inherent limitatidns o
as well as application-specific requirements, must KERSN.
developed. In [19], a central spectrum allocation scheme, which tries
o New decision methods handling heterogendityhetero- to minimize spectrum handoff, has been proposed for CRSN.
geneous networks with more than one sensor node typtgwever, this single work clearly comes short in addressing
some of the channel parameters may be more importarther fundamental issues pertaining to spectrum handoff in
than others. For example, for a multimedia sensor no@RSN. First, minimizing the effect of spectrum handoff on
which provides streaming video data, channel capaciarious communication layers must be analyzed. For example
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open research issues on the physical layer design for CRSN
as outlined below:

o Software defined radio-based transceivers providing

Fig. 5. Interaction between the communication and dynanpiectsum
management functionalities.

at the time of spectrum handoff queuing of packets in a
memory limited node is an open issue to be researched. At
the same time, the development of central and distributed®

energy-efficient dynamic spectrum access must be de-
signed for CRSN.
Low-cost and practical digital signal processing (DSP)

hardware and algorithms must be developed for wide-
band spectrum sensing and reliable detection of primary
user overlapping with CRSN.

Since fully capable SDR is not feasible for CRSN, multi-
ple waveforms cannot be maintained in hardware. Hence,
design of an optimal waveform, which can be adaptively
used in multiple channels with different transmission
parameters, needs to be studied.

o Adaptive methods, which address the trade-off between
transmission power and interference, must be designed to
solve the interference problem that may arise in densely
deployed CRSN.

Methods to map application-specific QoS requirements to
adaptable transmission parameters of the physical layer
must be investigated.

spectrum handoff solutions for CRSN must be investigated. |
addition, precautions must be taken to meet QoS requirement
over multi-hop paths from the event field to the sink when
spectrum handoff occurs. Hence, methods must be developeel
to move control traffic to another channel in case of primary
user arrival to control channel.

V. COMMUNICATION IN CRSN

The performance of communication in CRSN is tightly
coupled with how effectively dynamic spectrum management
issues discussed in Section IV are addressed. There exists
a close relation and interaction between the requirements
and functionalities of dynamic spectrum management and®
communication techniques in CRSN as illustrated in Fig. 5.

In this section, we investigate the specific design consider
ations of each communication layer, and explore the exjstin
networking solutions of cognitive radio and wireless sens®. Data Link Layer
networks along with the open research issues for effectivepaia Jink layer is responsible for reliable transmission

communication in CRSN. and reception of frames between sensor nodes. In general,

efficient medium access control (MAC), and error control and

A. Physical Layer correction are the main functionalities of link layer to &afe

Physical layer regulates interaction between data linkdayits goals. In CRSN, these objectives must be achieved in
and physical wireless medium. It is also responsible f@ccord with the principles of dynamic spectrum management
spectrum sensing and reconfiguration of the transmissien @ad in an energy-efficient manner.
rameters according to spectrum decisions in CRSN. 1) Error Control: The main error control schemes assumed

A CRSN node can reconfigure its operating frequencly WSN are forward error correction (FEC), and automatic
modulation, channel coding and output power without hardepeat request (ARQ). Despite the simplicity of ARQ ap-
ware replacement. This is the most significant differenggoaches, its retransmission-based mechanism causes extr
between cognitive radio sensor network and wireless sensmergy consumption and reduces bandwidth utilizationr&he
network physical layer. Software defined radio (SDR) basddre, similar to traditional WSN, FEC schemes are promising
RF front-end transmitters and receivers [35] are requid ffor resource-constrained cognitive radio sensor nodes.
reconfigurability of cognitive radio sensor nodes. However In FEC approaches, a certain amount of redundancy is
implementing RF front-end for cognitive radio sensor nade i included in the packet to be used by the receiver to recover
significant challenge due to low cost and resource-comstdhi bit errors. The amount of error that can be corrected depends
nature of sensor nodes. on the complexity of the error correction algorithm and the

On the other hand, limited capabilities of A/D converteramount of redundancy. In addition to reduced channel uti-
used in the nodes and heavy-weight signal processing al¢jpation due to redundancy, CRSN have further challenges fo
rithms, make spectrum sensing a challenging issue as wellror control because of its multiple frequency accesstgbil
Detecting weak signals, and hence, presence of PU, whBace each channel may have different conditions, a fixed
there are secondary users, are significant sensing problem&EC scheme may not yield optimal results for every channel.
CRSN [36]. Furthermore, when channel conditions are good, ARQ may
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TABLE Il
OVERVIEW OF MAC APPROACHES DEVELOPED FOR MULFICHANNEL AD HOC NETWORKS

MAC approach Disadvantages in CRSN Reasons to adopt for CRSN Open research issues

On-demand negotiai Contention due to single channg¢lOn-demand reservation is suitable fprCoordination of multiple control channels
tion [37] for all negotiations bursty traffic required for heavy traffic

Home channel [39] | Multiple transceiver requirement| Does not require negotiation for eaghMechanisms to make this scheme work
packet (helps power conservation) with single transceiver needed

Time division-based Requires network-wide synchrg- Simple and very few rules imposed gnNeed for network-wide synchronization
negotiation [38] nization for negotiation intervals| nodes must be eliminated

yield better performance compared to FEC schemes. Hence, protocol must include mechanisms to distribute sensing
the error correction method should consider this tradeantt results and sharing information with higher priority.

may use a combination of both schemes. Unfortunately, there exists no complete MAC solution
2) Medium Access Controlin general, a MAC protocol which addresses above requirements for CRSN. The existing
aims to provide the sensor nodes with means to access th&C solutions for WSN are not designed for dynamic spec-
medium in a fair and efficient manner. This is a challengingum access, and hence, they simply cannot address above
objective considering the resource limitations of the r®ydessues. On the other hand, the previous work on ad hoc
dense network deployment, and application-specific QoS gnitive radio networks can be broadly divided into three
quirements. categories based on how they perform channel reservation as
In CRSN, according to the specific CRSN topology asutlined in Table III.
explored in Section Il, sensor nodes may perform handshaken on-demand reservation approach, a channel, i.e., the
to negotiate on the channel before transmitting packetth Bgontrol channel is used to exchange channel reservation
topology forming and channel negotiations require some coformation on demand. Then, nodes switch to the negotiated
trol packet exchange. Therefore, compared to conventiogita channel for transmission [37]. The main problem with
WSN, MAC layer of a cognitive radio sensor node must handiis approach is that, it cannot handle cases where large
additional challenges due to the coordination of dynamifumber of nodes attempt to transmit in a short amount of
spectrum access as outlined below. time. Since a single channel is used for channel resention

. Silent periods -CRSN nodes need to perform spectrurif 96tS congested very quickly. In fact, this is highly likeh
sensing in regular intervals. When a node performs serfsRSN due to its bursty traffic nature and dense deployment.
Furthermore, this approach causes a high end-to-end {atenc

ing on a channel, other nodes must refrain from transmft. : ] a
ting on that channel to avoid inaccurate spectrum sensifffj/€ t0 contention delay. Since CRSN generally operates in
multi-hop manner, this delay may exceed tolerable delay

Therefore, special control messaging may be employed3o .
inhibit potential transmission of other nodes that areeloound of some applications.

to the node currently sensing the spectrum. These sensin@ne of the challenges for on-demand approaches is to
periods are calledsilent periods For efficient medium Provide means to move control channels smoothly and in an
access control and spectrum sensing, these silent peri§8§rgy-efficient manner in case of PU arrival. Having mistip
must be coordinated among neighboring nodes. control channels can also improve the performance for these
Broadcasting -Due to opportunistic medium access irfases such that the rest of the control channels can be used

CRSN, broadcasting cannot be done by conventioritil @ new vacant band is found for the effected control
means. At time of broadcast, neighbors may have thé&pannel.
transceivers tuned to various other channels. Hence, acThe second approach is to use each available channel as
quiring the channel and successful transmission withotlite home channebf one or several nodes [39]. This approach
collision do not necessarily imply the successful recepticdssumes nodes to have more than one transceiver. One of these
of the packet by the neighbor nodes. Second, as point&ansceivers is fixed to its home channel. When a node wants to
out earlier, assumption of a common channel globalgend data to another node it switches its non-fixed transceiv
available throughout the whole network is not practicdp the home channel of the destination node and send the data.
in cognitive radio networks. Thus, broadcast messagd@wever, multiple transceiver assumption is not practfoal
cannot simply be forwarded through the received chann€lRSN. The main challenge for this approach would be to
Clearly, an efficient MAC layer scheduling is imperativeealize the core idea of the home channel method without
so that all nodes can switch to a local broadcast chanteultiple transceiver requirement.
in the time of transmission. The third approach is based on the use of time division
« Distribution of spectrum sensing and decision resullfs - techniques to divide time into frames, in which nodes trahsm
cooperative methods for spectrum sensing and decisithreir data in a round-robin fashion [38]. Channel reseorsi
mentioned in Section IV are to be used to increase sensimg made at the beginning of each frame and nodes perform
accuracy and sharing efficiency, extra control informatiotieir transmission in their reserved slots. Due to netwoitte
should be shared among nodes. In such cases, MAGict synchronization requirement, this approach cartmt
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£ gF’U Fs é/ﬁﬂ_gpu however, do not consider the inherent resource constraints
é CRSN. At the same time, routing schemes developed for WSN

A2 . . . .
Event ® <>/€m/';‘;"“\'\? Prnogez P mainly aim to minimize energy consumption [42] and do not
| w 4 s é\u

handle dynamic spectrum access.

- “F\“’s\é/x&l{ Sinké) In fact, there are various energy efficient routing algo-
sehamg rose? rithms proposed for WSN with fixed allocation scheme [42].
Area However, predetermined routing is not suitable for dynamic

topology caused by opportunistic channel access. Hence,
on-demand routing is advised for cognitive radio networks
[43]. Despite the communication overhead and increased con

directly employed by a CRSN. Moreover, as the number {ﬁntion, dynamic spectrum-aware on-demand routing can be

nodes increase the reservation time at the beginning of edg¥estigated for CRSN. _ _

frame increases, leading to overall performance degradati CRSN are also energy-constrained, hence, hop count is an
Clearly, none of these existing approaches can be direciijportant metric to be minimized in routing process. Howeve

employed in CRSN. Hence, the main open research issues $8gCtrum mobility introduces additional challenges. Hiaised
data link layer in CRSN are outlined as follows. channel characteristics like channel access delay, ertite,

« When a degradation in channel conditions is detecte;clper‘fmng frequency, and bandwidth are new metrics. There-
FEC schemes with more redundancy may be used R;re, new route determination algorithms, which considathb
decrease the error rate. Therefore, dynamic spectr portunistic spectrum access and sensor networks medres

FEC schemes with miniﬁwum energ;} consumption mu ?quired. In addition, number of channel switches alongth pa
be developed. Furthermore, impact of packet size etween source to sink affects route decision since swigchi
the transmission efficiency ,and hence optimal packé m one channel to another does not have zero delay. Hence,
size for CRSN must be anélyzed under varying Channrauting algorithms should select minimum channel switghin

characteristics. paths [30]. . .
« Adaptability to the channel conditions enable CRSN to On the other hand, spectrum decision can change neighbor-

employ novel error prevention schemes. For examplI g status of CRSN node as path loss chqnges with o_perating
if channel availability permits, transmission bandwidtf) - J4ency [40). Therefore, spectrL_Jm <_jeC|S|on and_ ‘?SS'@“‘I me
and constellation size can be changed, keeping the |td'r_e(_:tly related to route determlnat_|0n. In [41], it is

rate constant while decreasing error probability. Henc ,at joint route and specirum selection outperiorms discre

dynamic spectrum access based novel error control me{:ﬂgte and spectrum selection in cognitive radio networks. |
anism must be investigated ig. 6 this situation is depicted, where primary and seconda

« Novel MAC solutions, which can handle the additionar)‘(%‘Sers are in the sensing area. Here, 3 frequenciesFi.ef,

Fig. 6. Effect of spectrum availability on potential rowdipaths.

challenges above and make full use of the multiple®’ with different transmission rangesiy, i, an_ng, such
alternative channel availability, must be developed. that By > Ry, R, are availableFs is used by primary users.

. Home channel-based MAC seems to be promising asl—'gnce, if node 1 selects; for transmission, it connects to
requires minimum communication overhead for chann de 2 directly, or over nodes 3 and 4. However, if it selects

negotiation. However, it is not feasible for CRSN since it 2! |ttc;n le conntec: 0 n((j)dezZ over n(;)deg)s 3 or 3] It it
requires two transceivers. Methods to adopt home chanﬁS’eCS 8 It CONNECES 10 hode = Over node o as path over

idea with a single transceiver in CRSN must be studieapd_e_4 cannot be used due to Pl.J ac_tivity. Therefore, unlike
« Another issue that must be addressed by the link Iayert@d'tIonal WSN, frequency selection is directly relateatia

the power saving methods as CRSN nodes have "mitgbust be jointly considered with route determination in CRSN
power like in WSN [2]. However, due to frequency In addition, spectrum handoff introduces re-routing chal-

agility of cognitive radio sensor nodes new challengé ngelstlndCRSN. Due tot spectrum hanc:joff, routes Taﬁ be
arise. One is the coordination of spectrum sensing wi ftso cte turlng New spec trum _Setf‘s'”_g ar? ass;ggm;r;t phases
sleep/wake up cycles. Another challenge is to provi €T Specirium assignment, variation In channel charaties

connectivity to a sensor node after it wakes up. Sinégandates fpr re-calpglaﬂon .Of routes accordm_g to thelpmtr
there is no fixed channel to transmit, new duty cyclg] use. Unlike cognitive radio network, re-routing algbrits

methods jointly considered with neighbor discovery, anﬁqog!d also be h'?hlly inerg%-gﬁlqentthln CRSL\I' Forr] ex:;nﬁple,
spectrum sensing and allocation must be investigated. 00ding over control channeét during the spectrum handatl, o
pre-determined route establishment with pre-spectrundfn

signaling may be incorporated into new network layer solu-
C. Network Layer tions for CRSN.

CRSN inherits major network layer issues from WSN such Furthermore, as discussed in Section V-B, the absence of a
as ad hoc and multi-hop networking, the need for energglobal common channel makes neighbor discovery and mes-
efficient data-centric routing, attribute-based addregsand saging for route establishment quite challenging for CRSN.
location-awareness. Therefore, heavy-weight and high maintenance routing-algo

Existing ad hoc cognitive radio routing schemes [48], [43}ithms may not be practical for CRSN.

[30] aim to provide joint spectrum and routing decisions, Clearly, there is a need for extensive research for the
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development of effective network layer solutions addmggsi objective extremely challenging. In addition to the event-
the challenges above for CRSN along the open issues outlirieesink forward path, effective transport layer solutioae
below. also required for reliable delivery of packets in the reeers

. New energy-efficient cognitive radio multi-hop routingPath, i.e., from the sink to the sensors, in CRSN. Delivery
protocols as in Fig. 5, which consider the requiremen® queries, commands, and code updates may impose even
and challenges of both dynamic spectrum access ditghter reliability requirements, which are difficult to idle
sensor networks such as spectrum mobility, resouriéth conventional fixed solutions due to large variations of
constraints, dense deployment, must be developed. channel characteristics over the entire CRSN.

« Unlike conventional WSN, on-demand routing may be Although there exist several transport layer solutions for
employed in CRSN. Hence, energy-efficient on-demaM{SN [45], [46], [47], which address reliable delivery with
multi-hop cognitive radio sensor network routing protominimum energy consumption and congestion avoidance, none
cols must be investigated. of them considers dynamic spectrum access. At the same time,

« Analytical framework for routing optimization in termsthere exists no transport layer solution for ad hoc cogeitiv
of efficiency and complexity in conjunction with oppor-radio networks either. Hence, all of the challenges elaiedra
tunistic spectrum access must be studied, which wouddove, which are inherited from WSN and amplified by
lead to optimal networking solutions for CRSN. cognitive radio, must be addressed through the design alnov

« Adaptive and priority-based routing schemes, which alséynamic spectrum-aware CRSN transport protocols. To this
consider application-specific QoS requirements for vargnd, the open research issues for transport layer in CRSN can
ing channel conditions, need to be designed for real-tinf¢ outlined as follows.

multimedia surveillance CRSN. « New reliability definitions, objectives, and metrics must
be studied in order to incorporate the fundamental vari-
D. Transport Layer ables of dynamic spectrum access.

« Adaptive, energy-efficient spectrum-aware transport pro-
tocols, which can effectively handle opportunistic spec-
trum usage challenges, must be developed for both event-
to-sink and sink-to-sensor communication in CRSN.
Analytical modeling of communication capacity, relia-
bility, congestion, and energy consumption should be
studied for CRSN. Furthermore, queuing and network in-
formation theoretical analysis of reliable communication
must be explored for CRSN.

Cross-layer interactions with spectrum management and
congestion control mechanisms must be investigated to
address large variations in channel characteristics over
multi-hop paths.

Adaptive real-time transport solutions must be devel-
oped to address real-time reliability requirements and
application-specific QoS needs under varying spectrum
characteristics.

In sensor networks, transport layer is mainly responsibie f
end-to-end reliable delivery of event readings and congest
control to preserve scarce network resources while corisigle
application-based QoS requirements. With the detection of
an event, sensor nodes inject high and bursty traffic into®
the network. To achieve successful detection and tracking
of an event signal, sufficient number of event readings must
be reliably delivered to the sink. At the same time, if the
capacity of multi-hop network is exceeded, this would lead t
congestion which wastes power and communication resource$
in sensor networks.

Clearly, there is a delicate balance between reliabilitg an
energy-efficiency, which has been the main focus of trarispor
layer solutions proposed for sensor networks thus far [44].°
While the same balance is also inherited by CRSN, dynamic
spectrum management brings additional factors affectiigy t

trade-off as outlined below. . . . .
New mechanisms to exploit the multiple channel avail-

« There is no fixed frequency set over the path from the iy towards reliable energy-efficient communicatian i
sensing node to the sink in CRSN, which may signifi- CRSN must be developed

cantly vary the channel characteristics, e.g., link delay,
channel bit error rate, capacity, over each hop.
« At the time of the spectrum handoff, performance degr&- Application Layer
dation may occur due to extra delays, buffer overflows Application layer algorithms in sensor networks mainly ldea
and packet losses. Furthermore, spectrum mobility duriR@th the generation of information and extracting the feesu
active communication or along the path may incur largéf event signal being monitored to be communicated to the
variances and inaccuracy in end-to-end delay and packgik. Other services provided by the application layertidel
loss measurements. methods to query sensors, interest and data disseminetta,
« CRSN nodes must sense spectrum periodically to contegigregation and fusion [2].
PU activity. Since, nodes in the spectrum sensing phaseClearly, each of these services must utilize the capadsliti
cannot transmit and receive; extra sensing delay aglcognitive radio sensor network while conforming to itsi
buffer overflows may trigger additional packet losses. ijtations. Therefore, existing application layer protacahust
Furthermore, some applications such as target trackibg revisited with these capabilities and limitations in chin
and surveillance may also impose additional real-timeydel&or example, in a CRSN, solutions regulating queries must
bounds on the reliable communication requirements. Aboeensider broadcast limitations of CRSN due to unavailbbili
challenges posed by opportunistic spectrum access relmider bf a global common channel as discussed in Section IV.
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As stated in Section Ill, CRSN has a wide range of appliems caused by the dense deployment and bursty communica-
cation areas. However, there is no application-layer malto tion nature of sensor networks. In this paper, we investigat
developed specifically for CRSN. One of the potential areasgnitive radio sensor networks; a new sensor networking
that needs an application layer protocol is overlay, multparadigm formed by adopting cognitive radio capabilities
class heterogeneous sensor networks described in Sectiorwireless sensor networks. We discussed advantages and
[1I-C. In such applications, multiple kinds of sensor nodelimitations of CRSN and explored the applicability of the
coexist over the sensor field, each collecting data witreddifit existing networking solutions for cognitive radio and sans
communication requirements. An application layer protocametworks in CRSN along with their shortcomings. Even though
that analyzes and organizes user queries in a heterogenamgmitive radio and wireless sensor networks have indidigtu
network for efficient transmission is needed. Similarlyr fobeen studied extensively, there exist significant chatéerfor
multimedia sensor applications an open research issueths realization of CRSN. We anticipate that this paper will
adaptive coding schemes which can employ various codipgovide better understanding of the potentials for CRSN and
methods depending on the channel conditions and handeff rahotivate research community to further explore this prangs

On the other hand, there is a significant amount of reseangaradigm.
in the literature on data aggregation and fusion technidoies
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