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Abstract

Data mining is frequently obstructed by privacy concerns.
In many cases data is distributed, and bringing the data
together in one place for analysis is not possible due to
privacy laws (e.g. HIPAA) or policies. Privacy preserving
data mining techniques have been developed to address
this issue by providing mechanisms to mine the data while
giving certain privacy guarantees. However, when these
techniques are built on cryptographic primitives, while
providing strong privacy, they are often too inefficient to
be used in practical settings. To this end, we address the
problem of efficiency by investigating trade-offs that can be
made in the trust model. By making reasonable concessions
in the trust model, that is, by adding a non-collaborative
third party, we can achieve great gains in efficiency.
We show this by creating a novel protocol for privately
computing dot product, a foundational primitive for many
private data mining activities. We also investigate how to
extend our protocol in the case when a third party cannot
be completely trusted by both participating parties, thus
reducing the amount of trust needed in the third party. We
then show experimentally the gains in efficiency that can be
realized in the computation of the private dot product using
this model.

1. Introduction
Techniques for Privacy Preserving Data Mining were intro-
duced to address concerns by privacy advocates. The grow-
ing need to analyze data leads to greater access to the data.
If this data contains private information, steps must be taken
to ensure that the privacy is not breached.

This concern, while having a beneficial effect on the pro-
tection of private information, can have a negative effect on
the analysis of the data. In many cases data is distributed,
and bringing the data together in one place for analysis is
not possible due these privacy laws or policies. Now it is
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not the (honest) data miner’s intention to compromise any
private information. In fact, the results of the data min-
ing rarely compromise privacy. This is due to the fact that
data mining itself is concerned with retrieving high level
data and trends about the data. The main purpose of the
data mining is to take the large amounts of information, that
would be impossible to analyze on an individual record by
record basis, and extract some interesting trends or statis-
tics.

To this end, a large amount of research has focused on
addressing the problem of how to extract this high level in-
formation from the distributed data sets, while providing
guarantees on the protection of the privacy of the data. This
field of research, called Privacy Preserving Data Mining,
typically concerns itself with one of two problems. The first
is preparing the data for release. That is, the private data
will be released to the data miner (or the public), and thus
the data must first be altered in such a way so as to prevent
any privacy breaches. The second angle of attack for pri-
vacy preserving data mining research is to modify the data
mining algorithm itself to allow it to be run in a distributed
way such that no private information is released to the other
participating parties. This second method, which is the fo-
cus of this work, typically makes use of secure multiparty
computation techniques from the field of cryptography.

This second approach, while typically being able to pro-
vide superior privacy guarantees, has a major limitation.
Since it relies on techniques from Secure Multiparty Com-
putation, the underlying primitives upon which these al-
gorithms are built are usually very inefficient. Typically
these underlying primitives are built upon public key en-
cryption techniques, which have significant computation re-
quirements. Now when performed infrequently, these tech-
niques are very useful. However, due to the nature of data
mining problems, that is that they are built to examine vast
amounts of data, these underlying primitives must often be
executed many times, leading to algorithms that are unable
to be applied practically on large data sets.

In this paper we investigate what compromises can be
made in order to achieve a practical scheme for privacy
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preserving data mining. In this work, we focus on one of
the most important cryptographic primitives used in pri-
vacy preserving data mining - the private computation of
dot product. By examining the underlying trust model of the
private computations, we can introduce a non-collaborative
third party to the effect of greatly simplifying the computa-
tions. Previous works [19, 18, 46] have investigated a simi-
lar trust model, yet the schemes built were inflexible in the
amount of trust required in the third party, in that the third
party cannot be distributed. For more details, we refer the
reader to Section 5.

The contributions of this work are as follows. First, we
modify the trust model to include a semi-trusted third party
and examine the practicality of this modification. We then
develop a protocol to privately compute the dot product. We
also discuss how the dot product protocol can be distributed
across multiple “third parties”, thus reducing the amount of
trust in any single “third party”. Finally, we implemented
the polynomial-based dot product protocol and evaluated it,
comparing it to the current state of the art in secure dot prod-
uct computation, based on homomorphic encryption.

The remainder of this paper is organized as follows. First
we discuss the modification of the trust model and its impli-
cations in Section 2. We then discuss the improved proto-
cols in Section 3, including a discussion of its limitations
and how they can be address by distributing the third party,
reducing the amount of trust required in the third party. We
then show in Section 4 the details of the implementation and
the results of comparing it with the other main dot product
primitive. Finally, we discuss related work in Section 5 and
conclude in Section 6.

2. Modified Trust Model

One of the main reasons why efficient secure primitives
have not been achieved is because most attempts have been
made to ensure that the algorithm is secure in a general set-
ting. This is a desirable goal, but frequently renders the
resulting algorithm too inefficient for practical situations.
This section, however, addresses the question of what com-
promises can we make to allow us to construct an efficient
and usable dot product algorithm. If there are some rea-
sonable trade-offs that we can make, while not sacrificing
security or trivializing the problem, which allow us to con-
struct efficient primitives, then we can enable cryptographic
privacy preserving data mining techniques to be more use-
ful in practical settings. It is our claim that, by making the
trade-off of a third party, trusted only to not collaborate with
others, then we can obtain an efficient protocol for privately
computing dot products, comparisons, and divisions. Fur-
ther, the construction of the dot product protocol allows the
non-collaborating third party to be distributed across multi-
ple hosts, reducing the amount of total trust needed in any

single extra party.
At this point the question becomes, is the introduction

of a non-collaborating third party really a realistic assump-
tion that we can make? Since we are interested in making
cryptographic approaches workable for practical settings, it
is important that the model for the problem is a realistic one
as well. We claim that this model is in fact realistic in many
application scenarios. One situation where this would be
a realistic model is one in which the participants are in a
cooperative relationship and are mainly prevented from ob-
taining access to other data by privacy laws. An example
of this would be medical data, where doctors or medical re-
searchers are using the data to, for example, diagnose a pa-
tient. In this case the third party could be another hospital
or even a government agency, such as the Centers for Dis-
ease Control and Prevention (CDC) [13], which would be
interested in having the results be accurately computed, and
could be trusted not to actively try to compromise the data
of the patients. Another possibility would be that the third
party could be played by an unbiased organization, such
as a consumer advocacy group. For example, if the par-
ticipants were insurance companies trying to perform dis-
tributed fraud detection, the third party could be played by
the Coalition Against Insurance Fraud [12], which would
have an interest not only in participating correctly (to fur-
ther work against insurance fraud), but also in protecting
the privacy of the insured (as they are made up, in part, of
consumers and consumer groups).

Attempts have been made in the past to introduce a non-
collaborating third party [19, 18, 46]. One of the major lim-
itations of these past approaches is that the third party can-
not be distributed. This limits the applicability of the pro-
posed schemes to ones in which the trust to not collude can
be placed in a single party. However, in our approach for
dot product, the proposed protocol easily distributes from a
single non-collaborating party to many, where the trust as-
sumption is that the majority of the parties do not collude
with one of the protocol participants (i.e. Alice or Bob).

3. Dot Product Protocol

This primitive is the foundation for many other higher level
computations, especially the computation of Euclidean dis-
tance shares [47]. In addition, many private data mining
protocols have been built using dot product as the main
component (e.g. [45]). Thus many private data mining com-
putations can benefit directly from this protocol. The dot
product calculation simply computes the value of the dot
product of two vectors, where each party has one vector as
its input. In this work, we are interested in the computation
of additive shares of the result. In other words, we are com-
puting the function PDP : (

→
x,

→
y ) �→ (c1, c2) where both

c1 and c2 are uniformly distributed in Zp when viewed in-
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dependently, and c1 + c2 =
→
x · →

y mod p, for sufficiently
large p.

3.1 Polynomial Secret Sharing

Our approach is built upon the technique of polynomial se-
cret sharing [42], in which a number (i.e. the secret) is
shared by creating a random polynomial over a field which
has as its y intercept the secret, and the shares are simply
the values of the polynomial evaluated at different x val-
ues. The degree of the polynomial determines the number
of shares required to reconstruct the secret.

Polynomial secret sharing was introduced by
Shamir [42] as a method to efficiently share secrets in
a way that the secret can be reconstructed when a threshold
number of parties collaborate. This is done, informally,
by constructing a random polynomial f , with the degree
t equal to the desired threshold minus 1, and the free
coefficient equal to the secret s. The secret is then shared
by evaluating the polynomial at different points i, and
sending the values f(i) to different players. Now as a
property of polynomials, given any w shares, where w ≤ t,
a player cannot learn any information about the secret
s, since there are an infinite number of polynomials of
degree t passing through those w points. However, with the
addition of just one more share, the secret can be retrieved,
by reconstructing the unique t-degree polynomial that
passes through those t + 1 points.

Furthermore, it has been shown that simple arithmetic
(i.e. addition and multiplication) can be done using polyno-
mial shares [8, 23]. If the polynomial f shares the secret s,
and the polynomial g shares the secret r, then the polyno-
mial f + g shares the secret s + r, and thus addition of two
shares can be done by locally summing shares. Multiplica-
tion is similar, in that multiplication of shares results in a
polynomial that shares the product of the secrets, however
the resulting polynomial is of greater degree and has coef-
ficients that are not independently random. This, however,
can be addressed efficiently, by using simple arithmetic and
two rounds of communication.

For completeness, we will briefly describe how this can
be achieved. Let us assume that A (with an ID of 1) has
the secret s and that B (with an ID of 2) has the secret r.
Also, let us assume that the party C (with an ID of 3) is
another participant in the protocol. A first sends shares of
its secret to B and C, namely f(2) and f(3), and stores its
own share f(1). B also sends shares of its secret to A and
B, namely g(1) and g(3) and stores its share g(2). Now
each party can compute the multiplication of their shares,
i.e. A computes f(1)g(1), B computes f(2)g(2), and C
computes f(3)g(3). Now these values are re-shared with
new polynomials, that is hA(x) shares the value f(1)g(1),
hB(x) shares the value f(2)g(2), and hC(x) shares the

value f(3)g(3). Thus, hB(1) and hC(1) are sent to A, and
so on. Now each party can take the shares that they have
to compute new shares of the multiplication, by multiplying
the shares with the value from the first row of the inverse
of the (2t + 1) × (2t + 1) Van Der Monde matrix defined
by aij = ij−1. In our case, t = 1, and the values are
λ1 = 3, λ2 = −3, and λ3 = 1. Thus, for example, A com-
putes its share as λ1hA(1) + λ2hB(1) + λ3hC(x). This is
shown in Figure 1.

Thus, given polynomial shares of secrets, simple addi-
tion and multiplication can be done efficiently, using only
multiplications and not modular exponentiations.

3.2. Basic Protocol
Since we are able to perform multiplication and addition of
numbers that are shared in this fashion, we can compute the
dot product. We assume that there are two parties and each
has n vectors, each with d dimensions. Since there are two
parties, we can set the degree of the random polynomials to
1 (thus requiring 2 shares to reconstruct the secret).

In a general case, we will want to compute all n2 pair-
wise dot products (i.e. if we want to compute all pairwise
distances between the data points in two data sets), and thus
we describe how to compute these dot products in parallel.
For applications that only require single dot products, it is
straightforward to set n = 1, and our technique will reduce
to that case. Since the multiplications are done first, and
since polynomial secret shares can be added locally, with-
out any interaction, we can compute all the multiplications
in parallel first, followed by the local additions, to compute
all the needed shares. Since the polynomial secret share
multiplication scheme requires two rounds of communica-
tion, and we can do all the multiplications in parallel, then
we only need two rounds of communication to compute all
n2 dot products.

More formally, let us assume that A has n vectors
→
x1, . . . ,

→
xn and that B has n vectors

→
y1, . . . ,

→
yn. Each

vector has d dimensions, which will be denoted as
→
xi=

〈xi1, . . . , xid〉. Together they are trying to compute
→
xi · →

yj

for 1 ≤ i, j ≤ n. Thus, they need to compute the multipli-
cations xikyjk for 1 ≤ i, j ≤ n and 1 ≤ k ≤ d. These
values can be computed using the scheme from [8, 23],
given that the individual components are first shared poly-
nomially. Let us call A’s (resp. B’s) shares resulting
from this multiplication (xikyjk)A (resp. (xikyjk)B). Once
these are computed, the dot product shares (

→
xi · →

yj)A and
(
→
xi · →

yj)B can be computed by locally computing (respec-
tively)

∑d
k=1(xikyjk)A and

∑d
k=1(xikyjk)B . This, when

done for each i and j will give the polynomial shares for
each pairwise dot product.

The specification of the dot product requires that the out-
put be additively shared, so we must convert from poly-
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Figure 1: Polynomial Share Multiplication Protocol

nomial shares to additive shares. However, this is a well
known technique [2]. Since this dot product protocol is sim-
ply a repeated application of the secure polynomial secret
share multiplication protocol, the security proof that this
dot product protocol is information-theoretically secure is
straightforward, and thus is omitted.

3.3 Distributing the Third Party

One of the most obvious drawbacks from this trust model
is the fact that it requires the use of a third party. In order
to multiply the polynomial shares [8, 23] for a polynomial
of degree t, we need to have at least 2t + 1 players. In our
case t = 1 (since there are two parties), and thus we re-
quire 3 parties. In making this observation, we must discuss
what role this extra player must play, and how must trust is
required for this player. It turns out that this player needs
only to be trusted to not collaborate with either of the other
parties. If the third player does not collaborate, he only sees
uniformly distributed random values, and thus learns no in-
formation about the other parties’ data. However, since the
degree of the polynomial is 1, any two shares of a given se-
cret are sufficient to recover the secret. Thus, the security
of our scheme relies on the non-collaboration of the third
party that is used.

However, it would be desirable to reduce the amount of
trust in this third party. This can be achieved by using more
than one “third” party. By the nature of polynomial secret
sharing schemes, we can simply use a higher degree poly-
nomial. The effect of increasing the degree of the polyno-
mial is such that more parties would need to collaborate to
break the security of the protocol. In fact, in order to break
the protocol, a majority of the third parties will need to col-
laborate. Of course, increasing the number of parties also
increases the required communication. For m = 2t+1 par-
ties, the communication requirement is O(m2). Thus the
level of trust required in the additional parties can be dis-
tributed across several entities.

4. Dot Product Protocol Efficiency

In this section we compare the efficiency of the proposed
dot product protocol with the standard protocol based on
homomorphic encryption, followed by a discussion on the
limitations of this approach as opposed to other approaches.

In this section we examine how the performance of our
dot product protocol compares to the standard method of
computing dot product [25], which is based on homomor-
phic encryption. When computing the dot product using
homomorphic encryption, one party encrypts each vector
component individually, which it then sends to the other
party. Due to the homomorphic properties of Paillier’s cryp-
tosystem [39], both addition and multiplication can be per-
formed on the plain-texts, without ever decrypting. This
enables the dot products to be computed without decrypt-
ing, and a random value added, with this resulting encrypted
value sent back to the original party. This party can then
decrypt, thus providing both parties with additive shares,
which appear random when viewed independently. We have
implemented both this scheme and the polynomial based
scheme (using the GMP [24] library).

One of the most intensive uses of this dot product pro-
tocol are those in which all pairwise dot products are
computed between two (horizontally partitioned) sets of
data [43, 47]. This is the situation that we emulate in our
experimental analysis. In our experiment, we generate n
vectors (randomly) with d dimensions. We then execute the
dot product protocol to compute shares of all n2 pairwise
dot products. This time is measured and plotted for the dif-
ferent values of n. We kept d constant, equal to 10 through-
out these experiments. Both protocols are linearly depen-
dent on d, and one can extrapolate the results to see how the
performance would compare when d is increased. The most
important item in the performance is that while the number
of additions and multiplications are somewhat higher for the
polynomial scheme, the additions and multiplications done
in the homomorphic scheme are executed using modular
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exponentiation, whereas the polynomial scheme computes
them with regular addition and multiplication.

Before looking at the results from the experiments, let
us take a look at the expected results, based on a theoreti-
cal analysis. First, for the communication we can see that
the number of elements that are sent (total bandwidth) for
the homomorphic scheme is nd + n2, as first each vector
component is encrypted and sent by the first party to the
second party, and then the n2 dot product shares are sent
back to the first party. The polynomial scheme has a higher
required number of elements, with 4nd + 4n2d1. However,
since the elements for the homomorphic scheme are cipher-
texts (from Paillier’s scheme), and we are using an RSA
modulus of 1024 bits, then the elements are each 2048 bits.
On the other hand, the elements in the polynomial scheme
are simply elements from the field we are working in, which
is fixed at 2m + d + 1 bits. Unless the data mining applica-
tion requires very large numbers, or (more likely) very high
number of dimensions, the polynomial scheme will in fact
require less overall bandwidth.

For the computation requirement, we see a much larger
difference between the two schemes. Let us assume that, for
the homomorphic scheme, party A encrypts all of its com-
ponents and sends them to B, who performs the homomor-
phic operations, and finally A decrypts the shares. We also
assume that each party has m vectors with d dimensions.
Also, we assume that Paillier is optimized through the use
of precomputation, where the encryptions are partially com-
puted ahead of time, which reduces the number of modular
exponentiations from 2 to 1 per encryption. Finally, we will
ignore modular additions, as they will be vastly overshad-
owed by the modular multiplications and exponentiations.

We can see that the total computational load for A is md
encryptions and m2 decryptions. Similarly, for B the load
is m2d homomorphic multiplications, m2d+m2 homomor-
phic additions, and m2 encryptions. Now to express this in
terms of modular exponentiations, we note that each Paillier
encryption requires 1 modular exponentiation and 1 mod-
ular multiplication, and each decryption requires 1 modu-
lar exponentiation and 2 modular multiplications. Also, a
homomorphic multiplication under the Paillier scheme re-
quires 1 modular exponentiation and a homomorphic addi-
tion requires 1 modular multiplication. This all adds up to a
load of m2 + md modular exponentiations and 2m2 + md
modular multiplications for A and m2d + m2 modular ex-
ponentiations and m2d + 2m2 modular multiplications for
B. We also point out here that the modular operations are
done using the value n2 as the modulus, where n is an RSA
modulus. Thus, for a 1024 bit RSA modulus, the operations

1This assumes a certain optimization where the third party does nothing
that it does not need to do. In particular, it does not compute shares of the
product as the two main parties do, but rather participates at a minimum
level.

are done using a 2048 bit modulus. Now for the polynomial
scheme, let us assume that we are using polynomials of de-
gree 1, since we are evaluating a two-party function. Thus,
a polynomial evaluation is equivalent to 1 modular multi-
plication. In the first round of the protocol, both A and B
are required to perform 3md polynomial evaluations, and
thus 3md modular multiplications. In the second round of
the protocol, all three parties are required to perform 2m2d
polynomial evaluations, with A and B performing an addi-
tional 4m2d modular multiplications. Thus, A and B have
to perform a total of 6m2d + 3md modular multiplications
and the third party must perform 2m2d modular multipli-
cations. Also note here that the modular operations are
done within the field specified above, which is larger than
the largest possible dot product. The computational load is
summarized in Table 1.

We can see that while the polynomial scheme requires
a small constant factor more modular multiplications, there
are no modular exponentiations. As such, the polynomial
scheme will vastly outperform the homomorphic encryption
based scheme in terms of computational load.

Note that in [48] various comparisons were performed
using some optimizations that were mentioned in [25]. We
did not implement these optimizations, however we refer
the interested reader to [48] for details about how these
optimizations can improve the efficiency of the homomor-
phic encryption based dot product protocol. The majority
of these optimizations are proposed for binary vectors, and
as we are targeting a more general solution, these are not
included in this comparison.

4.1. Experimental Evaluation

We implemented both the polynomial scheme described in
this paper and the standard homomorphic scheme [25]. We
used Paillier’s cryptosystem [39] as the homomorphic en-
cryption scheme required, which we implemented using the
GMP Library [24]. The homomorphic scheme required two
parties, for which we used two computers. The second
party, which performs the homomorphic operations, was
run on a 3.8 GHz dual-processor 64-bit machine, with 2
MB cache and 2 GB memory. The first party, which per-
forms the initial encryption and final decryption, was run
on a 2.2 GHz single processor 32-bit machine with 512
KB cache and 1 GB memory. These two machines were
both located on the University of Minnesota network, sep-
arated by 2 hops, with a mean ping time of approximately
0.6 milliseconds. For the polynomial scheme, the parties
designated A and B were both run on the dual processor
machine, with the non-collaborating third party run on the
single processor machine.

The first graph (Figure 2) shows the comparison between
the homomorphic scheme and the polynomial scheme. The

5

Proceedings of the 43rd Hawaii International Conference on System Sciences - 2010



Table 1: Comparison of Computation Requirements
Homomorphic Scheme Polynomial Scheme

Party Mod. Exp. Mod. Mult. Mod. Exp. Mod. Mult.
A m2 + md 2m2 + md 0 6m2d + 3md
B m2d + m2 m2d + 2m2 0 6m2d + 3md
C - - 0 2m2d

numbers shown are for the party that took the longest2. As
we can see, the polynomial scheme provides a speedup of
over three orders of magnitude, around 1000X (for n =
100) to 1500X (for n = 500). This is quite significant in
that for n = 500, i.e. where each party has 500 vectors,
it takes only about 13 seconds for the polynomial scheme,
as opposed to 5.5 hours for the homomorphic encryption
scheme. We can see this as well in the projected run times,
shown in Figure 3, which shows projected run times based
on the experimental results for values of n from 1, 000 to
1, 000, 000. For n equal to 1, 000, 000, the homomorphic
scheme will take almost 2, 500 years to complete while the
polynomial scheme takes just 1.68 years. Now obviously
neither scheme is really feasible for such a large input, and
we discuss future work to approach this in Section 6. How-
ever, as we look at smaller sized problems, we see that
the proposed dot product scheme can realistically be used.
For example, for n = 100, 000, the polynomial scheme
will finish in (projected) 6 days, whereas the homomorphic
scheme will take (projected) 24 years. For n = 10, 000,
the polynomial scheme will take (projected) 1.5 hours to
complete, whereas the homomorphic scheme will take (pro-
jected) over 90 days. Thus, using this scheme, we can see
that sizable problems can be tackled using this scheme in
realistic amounts of time.

5. Related Work
Much work has been done in the field of Secure Multiparty
Computation, starting with the seminal work by Yao [49],
when he posed the Millionaire’s Problem. This led to the
proposal of the general solution [26] which states that any
computable functionality can be computed securely. At a
high level this works since every computable functionality
can be reduced to the evaluation of a circuit, and the gen-
eral solution gives protocols for computing a logically com-
plete set of Boolean circuit gates. However, this is typically
too inefficient for computations of any significant size, and
thus much work has been done to reduce problems to cer-
tain primitives and to provide solutions for those primitives.
These primitives include protocols such as Oblivious Trans-

2Since the messaging was asynchronous, the parties can have different
(though similar) run times, and thus the longest run time was selected in
each case as representative of the worst case scenario.

fer [40, 22, 16, 38, 44, 1, 36], Oblivious Polynomial Evalua-
tion [37], Homomorphic Encryption [39], and Secure Com-
parison [28, 31, 9, 35] (i.e. solutions to Yao’s Millionaire
Problem).

In addition to general secure primitives, there are prim-
itives that are highly applicable to data mining. The most
prominent of these is the dot product, to which we proposed
an improvement in this work. Many solutions to the dot
product have been proposed [19, 18, 29, 45, 25, 17, 41], and
since it is of such importance in this work we will highlight
some of the proposed solutions.

The most closely related work is by Du and Zhan [19, 18]
in which they propose a similar trust model, in which a third
party is introduced that is trusted to not collaborate. This
third party sends random values to the two parties partic-
ipating in the dot product protocol, which they can use to
compute the shares of the dot product. The efficiency gain
is similar to ours. However the main difference is that since
the third party sends random values which are used to blind
the vector components, the third party cannot be distributed
to reduce the trust, while our solution for dot product has
the ability to increase the degree of the polynomial and in-
clude multiple third parties, with the stipulation that a ma-
jority of them are trusted to not collaborate. Thus, while
the two solutions are similar in the case of three parties, our
dot product solution has a distinct advantage in that it can
be extended to five or more parties to reduce the amount of
trust in any given party.

Other dot product protocols have been proposed that
make use of random matrices to blind the data [29, 45].
These protocols require only two parties to be involved and
do not require public key techniques for their computation
and thus are efficient. However, they do not have security
proofs, and thus it is difficult to guarantee that they do not
leak information. In fact, one [45] has been proven to be
insecure [25]. Also, dot product protocols have been pro-
posed that make use of Oblivious Transfer [17]. This too
was proven insecure [25], and thus stresses the importance
of using provably secure protocols, instead of protocols that
have security arguments without an associated proof of se-
curity. Without these proofs, we cannot be certain that the
protocols are indeed secure.

Dot product protocols have also been proposed that make
use of public key techniques, most notably Goethals et
al. [25], where homomorphic encryption is used to construct
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a provably secure dot product protocol. The major limita-
tion however of this approach is that it is computationally
intensive, and too inefficient to be used in computing large
numbers of dot products. Other techniques for computing
dot products include using stochastic processes [41].

6. Conclusion and Future Work

In this work we have explored the benefits that can be
gained from a change in the trust model. By introducing a
semi-trusted (non-collaborative) third party, we can achieve
significant gains in performance, bringing many applica-
tions of cryptographically secure data mining much closer
to being practical on data sets of useful size.

For future work we intend to continue to investigate
trade-offs that can be made to improve performance, in par-
ticular for the area of nearest neighbor search, a higher level
data mining computation that relies on the primitives dis-
cussed in this paper, and forms the basis of many other data
mining algorithms, such as LOF outlier detection [10, 11],
kNN classification [15], and SNN clustering [20, 21, 30].
The main trade-off we intend to investigate is in accuracy.
Much work has been done in the area of approximate near-
est neighbor search [5, 3, 4, 6, 7, 14, 27, 32, 33]. We in-
tend to investigate if these methods can also be applicable
in a privacy preserving setting. Another method of achiev-
ing a performance gain in nearest neighbor search is to re-
duce the search space. By searching a subset of the remote
data set for neighbors of a given point, we can reduce the
complexity of the search, with the obvious implication that
some true neighbors may be missed. However, if the search
space is reduced in such a way that mainly nearby points
are searched and remote points are ignored, then the missed
neighbors will be minimized, and the erroneous neighbors
that are found may be close enough. However metrics to
accurately measure the effectiveness of the search need to
be developed and ideally, guarantees need to be provided,
so that there are firm bounds placed on the loss of accuracy,
and quantitative measures in place of the actual effects of

the accuracy loss.
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