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Secrecy Throughput of MANETs Under
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Abstract—The secrecy throughput of mobile ad hoc networks
(MANETs) with malicious nodes is investigated. The MANET
consists of legitimate mobile nodes and malicious nodes.
Transmissions between legitimate nodes are subject to a delay
constraint . A model under passive attack is first studied, in
which the malicious nodes are assumed to be eavesdroppers that
only listen to transmission without actively injecting signals. An
information-theoretic approach for security is applied to achieve
secure communication among legitimate nodes in MANETs with
transmissions being kept perfectly secure from eavesdroppers. A
critical threshold on the number of malicious nodes is iden-
tified such that when , i.e., ,
the optimal secrecy throughput equals that of MANETs without
malicious nodes, i.e., the impact of the presence of malicious
nodes on the network throughput is negligible; and when

, i.e., for
a positive constant , the optimal secrecy throughput is limited
by the number of malicious nodes. A model under active attack
is further studied, in which the malicious nodes actively attack
the network by transmitting modified packets to the destination
nodes. It is shown that to guarantee the same throughput as the
model under passive attack, the model under active attack needs
to satisfy more stringent condition on the number of malicious
nodes.

Index Terms—Erasure channel, mobile ad hoc network
(MANET), mobility model, secrecy, throughput scaling, wiretap
channel.

I. INTRODUCTION

M OBILE ad hoc networks (MANETs) represent one of
the most innovative emerging networking technologies,

with broad potential applications in personal area networks,
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emergency and rescue operations, military applications, etc. The
unique features of MANETs, such as mobility and peer-to-peer
connectivity, make MANETs a very flexible technology for es-
tablishing communication in areas with limited infrastructure.
However, providing secure communication over MANETs
using traditional cryptographic methods presents significant
challenges due to: 1) the open nature of the wireless medium,
which allows eavesdroppers and attackers to intercept informa-
tion transmission (in particular, transmission of secret keys) or
to degrade transmission quality; 2) the lack of infrastructure,
which makes key distribution and management required for
traditional symmetric-key cryptographic approaches difficult;
and 3) energy and complexity limitations at terminals that may
prohibit the use of alternative cryptographic methods, such as
public key cryptography. New approaches to achieving security
in MANETs are thus of considerable interest.
In this paper, we propose to achieve secure communication

over MANETs via an approach developed based on informa-
tion-theoretic security. The idea is to apply the powerful secure
coding developed in information-theoretic security to prepro-
cess messages being transmitted through the network to guar-
antee secure communication in the presence of malicious nodes.
The contributions of this paper are summarized below.
• We identify equivalent wiretap models for MANETs
with malicious nodes, which facilitate the application of
the information-theoretic security approach for securing
MANETs, and the corresponding theoretical analysis of
fundamental secrecy rate limits.

• The messages transmitted securely between legitimate
nodes can be viewed as secret keys, and hence sym-
metric keys are established between legitimate nodes
over MANETs. This solves the open problem of key
distribution for MANETs under a two-dimensional (2-D)
independent and identically distributed (i.i.d.) mobility
model [1], [9].

• The fundamental limits of the secrecy rate can be charac-
terized in terms of the order of the numbers of legitimate
and malicious nodes in networks. These limits apply to all
possible secure transmission schemes, including those im-
plemented via cryptographic approaches.

• The information-theoretic approach we proposed provides
provable secure transmission (or key distribution) over
MANETs.

More specifically, the MANET model we consider consists
of a number of legitimate nodes transmitting information
among themselves, and also a number malicious nodes, which
can receive information that is transmitted between the legit-
imate nodes. We assume that the malicious nodes follow the
same mobility behavior as legitimate nodes. For MANETs, a
virtual (or an equivalent) channel representation was developed

0018-9448/$26.00 © 2011 IEEE



LIANG et al.: SECRECY THROUGHPUT OF MANETS UNDER PASSIVE AND ACTIVE ATTACKS 6693

in [1] to model the impact of mobility on packet delivery via an
erasure channel, in which the erasure probability at the receiver
corresponds to the probability that a packet could not get close
enough to its destination before its deadline. The virtual channel
representation enables a holistic information-theoretic view for
the design of capacity-achieving algorithms in MANETs [1].
In this paper, we show that the behavior of malicious nodes
can also be included in the virtual channel representation by
introducing an additional eavesdropper, and hence the entire
system of MANETs with malicious nodes is modeled by a
wiretap channel with a destination (legitimate) receiver and an
eavesdropper as studied in [2] and [3]. A review of informa-
tion-theoretic security can be found in [4].
We first consider the passive attack model, in which the mali-

cious nodes are assumed to be passive eavesdroppers, which do
not send signals over the communication channels. In this case,
the equivalent model is an erasure wiretap channel, in which
both the channels to the destination and to the eavesdropper are
erasure channels, i.e., each bit is successfully transmitted with
a certain probability and otherwise gets erased (lost). Using
information-theoretic approaches, the best secrecy rate (i.e.,
the secrecy capacity) at which information can be transmitted
successfully while being kept secret from an eavesdropper in
the basic wiretap channel is characterized in [2], and coding
schemes designed to achieve this rate are developed in [5]
and [6]. Thus, these coding schemes can be applied to achieve
secure communication in MANETs, and the secrecy capacity
of the wiretap channel provides a way to characterize the
fundamental limits on the secrecy throughput in MANETs.
The goal of this paper is to explore these information-theoretic
approaches to investigate MANETs.
Although the performance limits of MANETs in terms of

performance bounds on throughput and delay have been ex-
tensively studied (e.g., in [1] and [7]–[17]), performance limits
of MANETs under secrecy constraints have not been studied
much before although with exceptions [18]–[21]. This is in gen-
eral a challenging problem, because traditional cryptographic
approaches are not easy to quantify for optimality analysis. In
this paper, we first explore information-theoretic approaches to
provide an upper bound on the secrecy throughput, which is the
largest throughput possible over the network under secrecy con-
straints no matter what kind of schemes are used for achieving
security. Hence, this upper bound also provides a fundamental
performance limit for approaches based on encryption. We
then propose joint coding, scheduling, and routing schemes
to achieve this upper bound. Our results demonstrate that the
scaling of throughput is separated into two regimes charac-
terized by how the number of legitimate nodes compares
with the number of malicious nodes , and correspondingly
two different transmission schemes need to be implemented
for these two regimes. The two regimes are separated by a
threshold on ,1 where denotes the delay
constraint and scales with . In particular, we show that when

1We adopt the following notation in the paper. For nonnegative functions
and , means there exist positive constants and

such that for all means there exist pos-
itive constants and such that for all
means that both and hold;
means that means that

and means that is a
polynomial in .

, the secrecy throughput equals the throughput
of MANETs without malicious nodes and can be achieved by a

multihop secrecy scheme; and when ,
the secrecy throughput is limited by the number of malicious
nodes, and can be achieved by a single-hop scheme.
We then extend our approach to study the active attack model,

in which the malicious nodes can transmit modified packets
to the destination nodes in addition to eavesdropping. We first
show that this model is equivalent to a wiretap channel with
the channel to the legitimate receiver being a binary symmetric
erasure channel (i.e., each bit may be successfully received
with a certain probability, modified with a certain probability
and erased otherwise) and the channel to the eavesdropper
being an erasure channel. Hence, the active attack is charac-
terized by the properties of the legitimate receiver’s channel
in the equivalent wiretap channel, while the passive attack is
characterized by the eavesdropper’s channel. By applying the
secrecy rate and achievable secrecy schemes for the wiretap
channel, we also characterize the secrecy throughput for the
active attack model for MANETs in two regimes. Compared to
the passive attack model, the difference lies in that, to guarantee
the same throughput, the model under active attack needs to
satisfy more stringent condition on the number of malicious

nodes. However, when holds, the
same secrecy throughput is achieved as the passive model
because the single-hop scheme dominates the contribution to
the secrecy throughput.
We would like to comment that the secrecy throughput of

static ad hoc wireless networks has recently been studied in
[18]–[21]. In particular, Koyluoglu et al. [18] show that if the
eavesdropper density is on the order of , then the
secrecy rate scales as . The networkmodel we consider as-
sumes the nodes are mobile, and hence the network has dynamic
structure. In a static ad hoc wireless network, multihop trans-
missions (routing) are needed to deliver packets from sources
to their corresponding destinations; while in mobile ad hoc net-
works, the mobiles can physically carry the packets to their des-
tinations instead of using routing. Therefore, both the transmis-
sions strategies and throughput scaling of MANETs are funda-
mentally different from those of static ad hoc networks. The re-
sults and analysis of this paper, hence, are different from those
in [18]–[21]. For example, compared to [18], our model allows
the density of eavesdroppers to be larger than , and the secrecy
throughput depends on not only and , but also , the delay
constraint.
The paper is organized as follows. In Section II, we introduce

the MANET model with the secrecy constraint on the system.
In Section III, we introduce the basic concepts and definitions
of information-theoretic security, and provide the main result on
the secrecy capacity of the block erasure wiretap channel, which
is very useful for analyzing the secrecy throughput of MANETs.
In Sections IV and V, we provide the main results on MANETs
under passive attacks. In Section VI, we provide the results for
MANETs under active attacks. Finally, in Section VII, we give
a few concluding remarks.
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Fig. 1. An example MANET with eavesdroppers.

II. MANET MODEL

In this section, we describe our models for network config-
uration, communications, and security attacks. We consider a
wireless MANET that consists of legitimate wireless nodes
and malicious nodes positioned in a unit square (see Fig. 1
for an illustration). We assume the legitimate nodes know the
value of or at least the order of . We adopt the 2-D i.i.d. mo-
bility model [1], [9]. As such, each node is uniformly, randomly
positioned in the unit square, and the node position changes in-
dependently across time slots. The positions of different nodes
are independent. That the mobility behavior of malicious nodes
is the same as that of the legitimate nodes is justified by the
fact that the malicious nodes can be easily detected if they be-
have differently. We assume that there are source–destination
(S–D) pairs in the network, and each legitimate node is both a
source and a destination. Without loss of generality, we assume
that the destination of node is node , and the destination
of node is node .
We adopt the well-known protocol model [22] to model trans-

missions between nodes in the network. We assume that all mo-
bile nodes use a common transmission radius . Let
denote the Euclidean distance between node and node . Node
can successfully transmit to node if and

for each node which transmits
at the same time, where is a protocol-specified guard zone
whose purpose is to prevent interference. We further assume a
fast mobility model [1] in which only one-hop transmissions are
feasible and each transmission can send bits, which is inde-
pendent of .
We study both passive and active attacks in this paper. The

first model considers passive attacks, in which the malicious
nodes do not transmit in the network, but can receive packets
transmitted between legitimate nodes. A malicious node can
successfully receive a packet from a transmitter if it is within the
transmitter’s transmission radius. We consider the worst case
scenario, in which all malicious nodes collaborate to decode
messages transmitted in the network by exchanging their re-
ceived outputs. Hence, in this case, the malicious nodes can be
viewed as one super-eavesdropper, which receives a packet as

long as one of the malicious nodes receives this packet. The
second model considers active attacks, in which a malicious
node not only can receive packets as assumed for passive at-
tacks, but also can modify and deliver the packets to a destina-
tion if the destination is within transmission radius of this ma-
licious node. We note that the secrecy capacity of static ad hoc
networks with colluding eavesdroppers has been studied in [19]
and [20], which, however, is fundamentally different from the
problem considered in this paper.
Given a delay constraint , a packet is said to be successfully

delivered if the destination obtains the packet within time
slots after it is sent out from the source. Let denote the
number of information bits being successfully delivered to node
in time interval and being kept perfectly secret from the
malicious nodes (the definition of perfect secrecy will be given
in Section III). A secrecy throughput per S–D pair is said to
be achievable under the delay constraint and loss probability
constraint if there exists such that for every ,
there exists a joint coding, scheduling, and routing algorithm
such that

The goal of this paper is to characterize how the secrecy
throughput scales with the numbers of legitimate nodes and
malicious nodes.

III. INFORMATION-THEORETIC SECURITY

In this section, we provide some basic background on infor-
mation-theoretic security including the basic wiretap channel
model, definitions, and information-theoretic characterization
of secrecy capacity, which are useful in our study of MANETs.
The basic model to study information-theoretic security is

the wiretap channel introduced and studied by Wyner [2]. This
channel includes a source node that wishes to transmit a mes-
sage to a destination node (legitimate receiver) and wishes
to keep this message as secret as possible from an eavesdropper
(see Fig. 2 for an illustration). The channel is characterized by a
transition probability distribution , where denotes the
channel input, and and denote respective channel outputs at
the legitimate receiver and the eavesdropper. The secrecy level
of the message at the eavesdropper is measured by the equiv-
ocation rate defined as

(1)

where denotes the outputs at the eavesdropper for codeword
length . The equivocation rate indicates the eavesdropper’s un-
certainty about the message given the information available
to it. Hence, the larger is the equivocation rate, the higher is the
level of secrecy.2

A rate is achievable with perfect secrecy if there exists a
block coding and decoding scheme such that the average error

2We note that the secrecy defined based on the equivocation rate in (1) is
referred to as weak secrecy in the sense that information is secure at the level of
the (encoding) block, i.e., encoded messages. There is also a notation of strong
secrecy [23] that concerns security at the level of the transmission bit. This paper
focuses only on weak secrecy. The problems considered in this paper can also
be studied in the sense of strong secrecy.
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Fig. 2. The wiretap channel.

Fig. 3. A block transmission of the block erasure wiretap channel.

probability converges to zero as the codeword length goes to
infinity and

(2)

The secrecy capacity is the largest rate achievable with per-
fect secrecy.
The general form of the secrecy capacity for the wiretap

channel is characterized by Csiszár and Körner [3], and is given
by

(3)

where themaximization is taken over all joint distributions
between the channel input and an auxiliary random variable
satisfying the Markov chain condition .
Based on the result (3), we now study the secrecy capacity

of the block erasure wiretap channel, which will be useful for
studying MANETs. For the block erasure wiretap channel, each
channel input symbol takes values in . A block of input

may be successfully received at the re-
ceiver with probability , and may be erased completely
with probability , where . Hence, the distribution
of a block channel output for any given input is

with probability
with probability

where denotes erased bits. From one block to another,
channel inputs are erased independently with the same param-
eter . The channel to an eavesdropper is assumed to be the
same as that to the legitimate receiver, but with a different era-
sure parameter . An illustration of this channel for one block
is given in Fig. 3. This channel models packet transmission in
practice with each packet contains a block of coded information
bits.

Theorem 1: The secrecy capacity of the block erasure wiretap
channel with block length is given by

(4)

where equals if and equals otherwise.
Proof: We view a block of transmission as one channel use,

and hence the input alphabet takes values .
Assume we choose the input probability distribution to be

for , where .
We first note that if , the receiver’s channel is stochasti-
cally degraded with respect to the eavesdropper’s channel, and
hence the secrecy capacity is zero. If , the eavesdropper’s
channel is stochastically degraded with respect to the receiver’s
channel. In this case, choosing in (3) is optimal. We
hence compute

(5)

The above rate is maximized by choosing for
, i.e., the uniform input distribution. We further nor-

malize the rate computed above and obtain the desired secrecy
capacity given by

which concludes the proof.

It is clear that the block erasure wiretap channel has the same
secrecy capacity as the erasure wiretap channel (with block-
length ). Hence, correlation between bits within blocks does
not affect the secrecy capacity of the erasure wiretap channel.
Thus, in this paper, we do not specifically distinguish between
the two channels in terms of the secrecy capacity. One way to
achieve the secrecy capacity of the block erasure channel is to
apply interleaving, i.e., assigning symbols within each block to
different codewords so that each bit in one codeword sees an in-
dependent erasure channel. In this way, secure coding design for
the erasure wiretap channel (with the blocklength as the channel
parameter ) can be applied.
Secure coding design to achieve the secrecy capacity for the

binary erasure wiretap channel with was first studied by
Ozarow and Wyner [5], in which a nested code structure was
proposed. Based on this structure, Thangaraj et al. [6] provided
an explicit code design to achieve the secrecy capacity for the
binary erasure wiretap channel. For the passive attack model,
we will explore the secrecy capacity given in (4) to study the se-
crecy throughput for MANETs, and we will also propose strate-
gies to apply the secure codes given in [6] to achieve the secrecy
throughput.

IV. MANETS UNDER PASSIVE ATTACKS

In this section, we study MANETs under passive attacks. We
first characterize the secrecy throughput of MANETs in this
case, and then present a heuristic argument to illustrate the intu-
ition of our result. We delegate the rigorous proof to Section V.

Theorem 2: For the MANET model under passive at-
tacks described in Section II, if and
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Fig. 4. An equivalent wiretap channel representation.

, then the optimal secrecy throughput of MANETs

is , and if , then

the optimal secrecy throughput of MANETs is .

Remark 1: From this theorem, it can be seen that the behavior
of the secrecy throughput of MANETs falls into two different
cases. i) When the number of malicious nodes is , the
secrecy throughput is a function of the number of nodes and
the delay constraint , which is at the same order as the one
without malicious nodes. Thus, the presence of malicious nodes
has negligible impact on the network throughput. ii) When the
number of malicious nodes is , the secrecy
throughput is limited by the number of malicious nodes.

Remark 2: The additional constraint on achievability is to
guarantee that , i.e., the number of bits that can be
transmitted within time slots (the delay constraint) is at least a
constant number, so that the throughput has a practical meaning.

A. A Heuristic Argument

In this section, we provide a heuristic argument to demon-
strate the main idea of achieving secure communication and an-
alyzing secrecy throughput for MANETs, which provides key
intuition for Theorem 2. We also demonstrate the interplay of
security, throughput, and delay in MANETs.
Consider a packet sent out by its source node. With some

probability, say probability , the packet is delivered to
its destination. At the same time, the packet may also be heard
by the eavesdroppers with a certain probability, say probability

. Thus, we model each S–D pair as a virtual system (see
Fig. 4), in which is the rate at which a source can send out
packets. The system also includes two erasure channels, one
to the destination with erasure probability , and the other to
a super-eavesdropper with erasure probability . The erasure
channel at the bit level is shown in Fig. 5. As we mentioned
earlier, the super-eavesdropper sees outputs of all eavesdroppers
since all eavesdroppers collaborate. Hence, a packet is erased at
the super-eavesdropper only when none of the eavesdroppers
receive the packet. Clearly the two erasure channels form an
erasure wiretap channel. From Section III, it is clear that the
secrecy capacity of the erasure wiretap channel is the largest
communication rate achievable with perfect secrecy, and hence
can be applied to derive the fundamental secrecy throughput for
the corresponding MANET.
To derive the secrecy throughput, we classify the packets sent

out from a source into the following two types, respectively
corresponding to single-hop and multihop transmissions, and
hence respectively corresponding to two virtual erasure wiretap

Fig. 5. An erasure channel.

channels. Furthermore, these two type of packets correspond
to major contributions to secrecy throughput in two network
regimes, respectively.
• Type-I packets: packets that are directly sent to their
destinations;

• Type-II packets: packets that are sent to their destinations
via relay nodes.

We next heuristically compute the erasure probabilities and
for the above two types of packets, and analyze the corre-

sponding secrecy throughputs.
1) Secrecy Throughput of Type-I Packets: According to the

definition of Type-I packet, the source node sends out a Type-I
packet only when the corresponding destination is in the com-
munication range of the source node. Hence, . Such a
packet is obtained by the super-eavesdropper if the packet is
heard by at least one of the malicious nodes. The probability of
this event is given by . Furthermore, the
probability that an S–D pair is within the communication range
is , which implies that the rate at which the source can send
out a Type-I packet is given by .
We let denote the secrecy throughput of Type-I packets.

Based on the secrecy capacity of the erasure wiretap channel
given in (4), we obtain

2) Secrecy Throughput of Type-II Packets: The delivery of a
Type-II packet contains three phases:
• the packet is transmitted from the source to one or multiple
relays;

• the mobile relays physically carry the packet near the
destination;

• some mobile relay transmits the packet to the destination.
We consider a super-time-slot consisting of time slots, and

assume that each source sends out packets over the super-
time-slot. We note that each broadcast generates relay
copies in the network with a high probability. We say a packet
is deliverable if it is within distance from the destination. We
have the following observations.
• Assume that there are relay copies for each packet.
Each copy becomes deliverable at time with probability

. Thus, the probability that the packet is deliverable in
one of the time slots is at most
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• Each packet has to be transmitted at least once before being
delivered, so the erasure probability of the super-eaves-
dropper is upper bounded by

• At each time slot, the network can support at most
simultaneous transmissions. Thus, during one super-time-
slot, at most packets can be sent out from the sources.
Then, the rate for each S–D pair is upper bounded by

Based on the secrecy capacity of the erasure wiretap channel
given in (4), we obtain the following approximate (in fact, upper
bound on) secrecy throughput of Type-II packets:

(6)
By further analyzing (6), we obtain the following lemma on

the secrecy throughput of Type-II packets.

Lemma 1: If , the secrecy throughput is given
by

otherwise, if , then the secrecy throughput is
given by

Proof: See the Appendix.

3) Total Secrecy Throughput: To combine the secrecy
throughputs of Type-I and Type-II packets, we note that the
total throughput satisfies

and we need to guarantee that the throughput is
achievable for Type-II packets. Thus, we conclude that if

, then

otherwise

where denotes equality in the sense of being of the same
order. Otherwise, if , we have that

Hence, we conclude that if , then

; otherwise, if , then

.

We note that the above argument is heuristic. For example,
is the probability that a packet becomes deliverable.

However, it is not equal to the probability that the packet is
actually delivered because when multiple packets to the same
destination become deliverable at the same time, one packet
is delivered. Nevertheless, the heuristic argument still reveals
some important information that will guide our mathematical
proofs given in the next section, in which we will first prove
that the above heuristic results are upper bounds on the secrecy
throughput, and we will then present algorithms that achieve
the upper bounds and hence achieve the optimal secrecy
throughput under certain conditions.

V. PROOF OF THEOREM 2

The proof of Theorem 2 consists of three parts: an upper
bound and two achievable algorithms for two network regimes

with and , respectively.

A. Upper Bound

We provide an upper bound on the secrecy throughput in the
following lemma.

Lemma 2 (Upper Bound): If , then the secrecy
throughput of MANETs is and if

, then the secrecy throughput of MANETs is

.
Proof: It follows from [1] that is the

maximum throughput for MANETs without malicious nodes,
and hence without secrecy constraints. It thus serves as an
upper bound on the secrecy throughput. For the case when

, we separately bound the throughputs
of Type-I and Type-II packets. The details are as follows.
We first consider Type-I packets transmitted between a spe-

cific S–D pair. Assume that the source sends out Type-I
packets during a time period of time slots such that

. We also note that the probability that a S–D pair is within
the communication range at a given time slot is , and the
source can send packets in one time slot, where is the
packet size. Without loss of generality, we assume that ,
so the source can send one packet per time slot. Hence, by the
Chernoff bound, we obtain that

which converges to as goes to infinity. Thus, we have that

(7)

We next consider Type-II packets. We further classify Type-II
packets into the following two subtypes:
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1) Type-II-1 packets have more than relay
copies;

2) Type-II-2 packets have no more than relay
copies.

Note that to generate a Type-II-1 packet, the source needs to
have more than relays in its communication range
when the source sends out the packet. This event occurs with
probability no more than . Thus, the probability that
there are more than Type-II-1 packets for a
specific source over time slots is lower bounded by

The probability that there are no more than
Type-II-1 packets is lower bounded by

which converges to one as goes to infinity. We note that each
Type-II-1 packet has at most relay copies, and the probability
that a Type-II-1 packet becomes deliverable before its deadline
is no more than , and each packet will be heard
with probability by one of the malicious nodes
(i.e., the super-eavesdropper). Thus, defining to be the
secrecy throughput per S–D pair contributed from Type-II-1
packets, we have

(8)

To guarantee that the equation above is positive, ,
and hence we have

(9)

We next consider Type-II-2 packets. The probability that a
Type-II-2 packet becomes deliverable before its deadline is no
more than . With transmission radius
, at most packets can be transmitted sources during one
time slot. Thus, the number of Type-II-2 packets in the network
is upper bounded by . Therefore, defining to be
the secrecy throughput per S–D pair contributed from Type-II-2
packets, we have

(10)

To guarantee that the right-hand side of the equation above is
positive, we require , and hence we obtain

(11)

We also note that we need for
to guarantee that the secrecy throughput is achievable. Com-
paring (9) and (11) with (7), we conclude that (7) provides the

dominant term for the secrecy throughput for the case when
, which concludes the proof.

B. Achievable Algorithm I for

In this section, we describe secure communication algorithms
for the case in which . To create an equivalent dis-
crete memoryless erasure wiretap channel, we need to guarantee
that symbols in one codeword (that encodes one message) see
independent erasure channels. This requires: 1) symbols in one
codeword must be in different packets; and 2) relay copies that
contain symbols from one codeword do not collide to transmit
to the same destination. The first condition is guaranteed by
message interleaving and the second condition is guaranteed by
scheduling relay copies that contain symbols from one code-
word to different super-time-slots. We outline our algorithm as
follows.

1) Stochastic secure coding and message interleaving: We
apply the secure codes [6] and stochastic encoding schemes
proposed in [2] for the erasure wiretap channel to encode
each message. In particular, each message corresponds to
a set of codewords. If a message is chosen to be sent to its
destination, one of the codewords in the set is randomly
selected to be sent. Such a stochastic encoding process is
implemented to confuse the eavesdropper. We let the codeword
length be bits. Group codewords
(corresponding to messages) for interleaving, i.e., generate
super-packets with each super-packet consisting of one

symbol from each codeword. Hence, each super-packet
contains bits. We then break each
super-packet into packets, each with bits. An
illustration is depicted in Fig. 6. We note that each codeword
in the figure is the randomly selected one under the stochastic
encoding schemes.

2) Cell scheduling: We set the transmission radius of each
node to be . The unit torus is divided into cells
such that the side length of each cell is . We group every

set of cells into a super-cell, and index the cells from
to . We divide each time slot into minislots, and at

minislot , the cells with index are chosen to be active. If a
cell is active, one mobile in the cell is selected to transmit.
It is easy to verify that under this cell scheduling algorithm,
simultaneous transmissions do not cause interference under
the protocol model.

3) Two-hop transmission scheme: Consider time-slots,
where we group every set of time slots into a super-time-slot.
Thus, we have super-time-slots. At the th super-time-slot,
the packets belonging to the th super-packet are transmitted
using the following scheme:
a) Broadcasting: This step consists of time slots.
At each time slot, in each cell, we randomly choose
a mobile. The mobile checks other mobiles within its
transmission radius. If there are more than
mobiles in the cell, and the selected mobile has not
broadcast all packets belonging to the th super-packet,
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Fig. 6. An illustration of message interleaving.

then a packet that was not previously sent is broadcast
in the cell. Recall that our choice of packet size and cell
scheduling allow one node in each cell to transmit during
each time slot.

b) Receiving: This step consists of the remaining
time slots. At each time slot, each destination checks
whether there are deliverable packets within its cell.
During the minislot allocated to a certain cell, if there
is only one deliverable packet in the cell, then the
packet is transmitted to the destination using a one-hop
transmission. At the end of this step, all undelivered
packets are dropped.

4) Decoding: Each destination decodes the super-packets.
Namely, the destination groups the th bit from all
super-packets, and then decodes the th source message.

The probability of packet loss for the legitimate destination
can be computed, which corresponds to the erasure probability
for the channel from the source to the destination. The super-
eavesdropper (all malicious nodes) may get hold of packets in
the broadcasting and receiving steps in the two-hop transmis-
sion scheme. The probability of the packet loss for the super-
eavesdropper based on the above scheme can be computed as
well. These two erasure probability parameters are used to de-
sign the secure code to encode the messages so that perfect se-
crecy can be guaranteed. The following lemma specifies the se-
crecy throughput achieved by the above scheme.

Lemma 3 (Lower Bound I): If and
, then there exist and

such that each S–D pair can communicate messages within
time slots with perfect secrecy.
Proof: We consider the probability that a packet is received

by one of the malicious nodes (the super-eavesdropper). Under
the secure communication algorithm, each packet will be trans-
mitted at most twice, and each transmission will be heard by a
malicious node with probability . Thus, the probability that
a packet is not received by the super-eavesdropper, i.e., the era-
sure probability of the virtual channel between the source and
malicious nodes, is given by

where we have used the assumption that and

. As shown in [1], is achiev-

able and is a constant when . Hence, the
existence of the malicious nodes does not change the order of
the throughput.

C. Achievable Algorithm II for

In this section, we consider the case in which
. We consider only Type-I packets, which

dominate the secrecy throughput. We describe our algorithm as
follows.

1) Stochastic secure coding and message interleaving: Each
message is coded into bits using secure codes and is
transmitted via stochastic encoding. Group coded
messages and generate super-packets (each with bits)
similar to the procedures in step 1) of Algorithm I.

2) Cell scheduling: We set the transmission radius of each
node to be . The unit torus is divided into cells such that

the side length of each cell is . The cell scheduling is the
same as that in Algorithm I.

3) One-hop transmission scheme: At each time slot, each
destination checks whether its source is within its cell. During
the minislot allocated to a certain cell, if there is only one
S–D pair within the cell, then the packet is transmitted to the
destination directly from the source.

4) Decoding: Each destination groups the th bit of all
super-packets and decodes the th source messages.

We specify the secrecy throughput achieved by the above al-
gorithm in the following lemma.

Lemma 4 (Lower Bound II): If , then
there exists such that each S–D pair can commu-
nicate messages within time slots with perfect se-
crecy.

Proof: We choose and

. We consider a specific S–D pair within a fixed super-
time-slot.
It is clear that based on Algorithm II, the corresponding era-

sure probability of the channel to the destination is zero.We also
note that the eavesdropper can obtain a packet during the broad-
cast phase or the delivery phase. The probability that packet
is obtained by the eavesdroppers is lower bounded by

Thus, the secrecy throughput is given by

We comment that due to the i.i.d. mobility assumption, the
probability of successful delivery of a packet depends on the
number of relays that carry the packet, and is independent of
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which nodes are the relays. Therefore, it is sufficient to con-
sider single-hop or two-hop transmissions because a source can
broadcast a packet to sufficiently many relays using one broad-
cast instead of using multiple-hop transmissions.

VI. MANETS UNDER ACTIVE ATTACKS

We now consider the MANET model under active attacks, in
which the malicious nodes not only can receive the packets
that are transmitted in their reception range, but also can modify
and deliver the packets to the destination if the destination is
within its transmission range. We assume that the malicious
nodes modify every bit in the codewords, which can be argued
to be the best active attack strategy, given that message inter-
leaving is adopted by the transmitters. This is because different
bits in a packet belong to different codewords, and hence are
independent. Therefore, modifying every bit in a packet maxi-
mally reduces decodability at the destination.
In the rest of this section, we will first provide a heuristic ar-

gument on the secrecy throughput for the model under active
attacks. We will then present the main theorem on the secrecy
throughput followed by a proof. Similar to the passive attack
model, we identify an equivalent wiretap channel for the active
attackmodel.We first note that bit modification affects only des-
tinations, and hence packet reception of malicious nodes (i.e.,
the super-eavesdropper) is the same as that for the passive attack
model and can be modeled as an erasure channel with erasure
probability . To model packet delivery at legitimate destina-
tions, we assume that whenmultiple copies of a coded packet are
received by a destination, the destination keeps only the first one
and drops the others. Similarly to the passive attack model, we
consider Type-I and Type-II packets. For Type-I packets, which
are directly sent to their destinations, it is clear that active at-
tacks do not affect packet delivery, because these packets are
directly sent from source nodes and are the first copies received
by the corresponding destinations. Hence, the packet delivery at
destinations can be modeled as a perfect channel, i.e., an erasure
channel with erasure probability zero, which is the same as the
passive attack model.
We next focus on Type-II packets, which are first sent to

relay nodes, and are then delivered to their destinations via relay
nodes. Unlike the passive attack model, the malicious nodes can
modify received packets and deliver them to destinations. We
consider a super-time-slot consisting of time slots, and as-
sume that each source sends out packets over the super-time-
slot. We note that each broadcast generates with a high proba-
bility relay (legitimate) copies and modified (by
malicious nodes) copies in the network. We have the following
(heuristic) observations.
• For the relay (legitimate) copies of a packet, each
copy becomes deliverable at time with probability .
Thus, the probability that the packet is delivered correctly
in one of the time slots is at most

• For the modified copies of a packet, each copy be-
comes deliverable at time with probability . Thus, the

Fig. 7. An equivalent wiretap channel representation for active attacks.

Fig. 8. A binary symmetric erasure channel.

probability that the modified packet is delivered in one of
the time slots is at most

• If none of relay (legitimate) and modified copies of a
packet are delivered at the destination within time slots,
the packet is erased with probability .

• At each time slot, the network can support at most
simultaneous transmissions. Thus, during one super-time-
slot, at most packets can be sent out from the sources.
Then, the rate for each S–D pair is upper bounded by

• Each packet has to be transmitted at least once before being
delivered, so the erasure probability of the super-eaves-
dropper is upper bounded by

In summary, the MANET under active attack can be mod-
eled as an equivalent wiretap channel as depicted in Fig. 7. The
channel to the super-eavesdropper (all malicious nodes) can be
modeled as an erasure channel with erasure probability , and
the channel to the legitimate receiver can be modeled as a binary
symmetric erasure channel (BSEC), in which an input symbol
may be correctly received with probability , modified with
probability , and erased with probability . The
BSEC at the bit level is depicted in Fig. 8. We note that although
malicious nodes can perform active attacks by modifying the
packets, the equivalent model has only a passive eavesdropper,
in which the active attack is modeled into the statistics of the
channel to the legitimate receiver.
The secrecy capacity of the above wiretap channel can be de-

rived by using (3). The channel input is binary, and the auxil-
iary random variable has a cardinality constraint. Hence, the
optimal joint input distribution can be obtained numeri-
cally to compute the secrecy capacity. However, it is difficult
to obtain any analytical properties from such numerical results.
We will hence approach this in a different way. Namely, we will
first compute an achievable secrecy rate obtained by choosing
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and a uniform distribution for , and then show that
this special choice of the input distribution does not affect the
optimality in terms of the order of nodes.
Based on (3), an achievable secrecy rate is given by

(12)

where is the binary
entropy function. We then have the following theorem based on
(12).

Theorem 3: If and ,
then the optimal secrecy throughput of MANETs is

, and if , then

the optimal secrecy throughput of MANETs is .
Proof: We first note that the upper bound obtained in

Lemma 2 continues to be an upper bound.
We now consider achievable schemes. If
and , then and hence

. Thus, applying an algorithm similar
to the achievable scheme proposed in Section V-B (with the
secure coding scheme designed for the BSEC wiretap channel),
it can be shown that as , which implies that

(13)

Now if , then we apply the algorithm proposed in
Section V-C, in which all packets are directly transmitted from
sources to destinations. Since each destinations accepts only the
first copy when multiple copies of a packet are received, the
network is immune to active attacks under this scheme. The
secrecy throughput is hence achievable.

If we compare our results for the models under passive and
active attacks, it is clear that the secrecy throughput is the same
when the number of malicious nodes is large. This is a little
counterintuitive, because having a large number of malicious
nodes would seem to strengthen active attacks. However, this is
not true, because in this case, the dominant contribution to the
secrecy throughput is via single-hop transmissions from sources
to destinations directly, which avoid active attacks in the first
place. The difference between the models under passive and ac-
tive attacks lies in the case when the number of malicious nodes
is small. In this case, the dominant contribution to the secrecy
throughput is via two-hop transmissions, during which mali-
cious nodes may send modified packets to destinations. There-
fore, to guarantee the same throughput as the model under pas-
sive attacks, the model under active attacks needs to satisfy a
more stringent condition on the number of malicious nodes.

VII. CONCLUSION

In this paper, we have studied the secrecy throughput of
MANETs with malicious nodes under both passive attacks and

active attacks. For the model with passive attacks, we have
modeled communication in MANETs by the erasure wiretap
channel, and have applied the secrecy capacity of the wiretap
channel to characterize the secrecy throughput for MANETs.
We have then explored secure coding design for the erasure
wiretap channel to construct secure communication algorithms
to achieve the optimal secrecy throughput. For the model under
active attacks in addition to passive attacks, we have modeled
communication in MANETs by the BSEC wiretap channel,
and obtained the secrecy throughput via an approach similar
to the model under passive attacks. We have also compared
the secrecy throughput of the two models, and discussed the
connections and differences between the two.
In this paper, we have considered a simple mobility model:

the 2-D i.i.d. mobility model, in which the nodes are indepen-
dently reshuffled at the beginning of each time slot. This mo-
bility model assumes that the mobiles move fast enough such
that they canmove from one location to any other location in one
time slot. This simple mobility model enables us to connect net-
work transmissions under security constraints to an equivalent
discrete memoryless wiretap channel in order to quantify the
scaling behavior of the secrecy throughput. One future research
problem of interest is to investigate the secrecy throughput of
more realistic mobility models such as the random walk model
and the random waypoint model. The approach adopted in this
paper may be applicable for these models if correlation in mo-
bility models decays as time increases so that a block-memo-
ryless wiretap channel may be a good approximation. Alterna-
tively, more complicated wiretap models may need to be devel-
oped for studying these more realistic mobility models.

APPENDIX
PROOF OF LEMMA 1

To guarantee must satisfy the following
condition:

(14)

To further analyze , we first note that

if

if

where is a positive constant.
Assuming inequality (14) holds and defining

we evaluate for the following three cases:
Case 1) , which implies that

due to (14). We then obtain

Case 2) and . We obtain
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Case 3) , which implies that
. We obtain

It can be shown that if , then all of the above
three cases are feasible and the secrecy throughput is given by

Otherwise, if , then only Case 3 is feasible, and
the secrecy throughput is given by
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