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Abstract—This paper presents the first mediated hierarchical insurance numbers or IP-addresses. On the other hand, each
identity-based encryption and signature schemes. Both schemesjdentity-based private key is generated as a combination of
are designed to support information access control in hierar- 5 sar public key and a system-level secret key that is kept
chically structured communities of users whose access privileges _ . . .
change very dynamically. prlvate_ by a central tru;ted authquty. Thus, public keys can

be derived from any string and private keys must be securely
|. INTRODUCTION generated and delivered to users by a central authority (also

In order to effectively deal with their complexity, largeknown as thePrivate Key Generatoor PKG). Since 2001,
organizations (including hospitals, banks, universities, amfauch research has been conducted to investigate applications
governmental and military bodies) are often hierarchicalgnd extensions of the first efficient identity-based encryption
structured. Moreover, their members are often dynamicaf@id signature schemes, which were presented by Boneh and
grantedtemporary access to confidential information, on aranklin [4] on this same year.
need-to-knovibasis. Consequently, cryptographic schemes areOne such extension is the hierarchical identity-based en-
needed both to handle the structural disposition of thegg/ption schemeHIDE) of Gentry and Silverberg [7], which
organizations’ members and to allow fast revocation of tHt@as a related hierarchical signature scheme [7]. These two
members’ privileges. Concretely, it should be possible f@€hemes allow secure communications in hierarchically struc-
certain privileged members to access confidential documefitéed communities of users. The schemes’ major benefit is to
which are already accessible by less privileged members, Bigvide a method for a central trusted authority to delegate
it should not be possible for (recent and oldyokedusers the computation and delivery of user decryption keys to lower
to access confidential documents to which they formerly hégvel authorities. Consequently, the schemes are very scalable
access. to large structured communities of users. However, some

To deal with these requirements, certificate-based publinitations of the schemes should be noted. First, they induce
key infrastructures are commonly used. In such infrastructur@slinear expansion of ciphertexts’ and signatures’ length with
digital certificates bind identities to their public keys. Thus thééspect to the depth of recipients and signers in the hierarchy.
authenticated and up-to-date certificate of a person is need&fond, the schemes are restricted to tree-shaped hierarchies
in order to encrypt information for that person. Moreover, &S opposed to general-graph type of hierarchies). Third, they
whole privilege management infrastructuRM]) is needed to cannot quickly disable the capability of a revoked user to
handle the hierarchical disposition of organization’s membefgcrypt ciphertexts which are encrypted after the user has been
Unfortunately, the management (creation, storage, deploymd@yoked, without binding cryptographic keys with very short
revocation, updating) of digital certificates can be extremelifne periods. Fourth, they are unable to prevent revoked users
cumbersome, in some environments. who have accumulated valid decryption keys from continuing

In this paper, we describe a mediated hierarchical identit@ use them, after revocation, in order to decrypt previously
based encryption scheme and a related signature sched§g€essible documents. Fifth, they suffer from the fact that the
as two alternative and efficient ways to support informatiofPmpromise of aPKG jeopardizes the confidentiality of all
access control in hierarchically structured communities &fPhertexts intended for its lowd?KGs In particular, the last
users whose access priv"eges Change very dynamica”y_ Twe limitations can be disastrous when access to confidential
next two subsections discuss work related to our cryptograpl§igta is to be controlled in a distributed system, in which the

schemes, and outline the contributions of this paper. protection ofall PKGs (especiallyall high-level PKGS is
difficult to ensure.
A. Related Work Another extension of Boneh and Franklin's schemes is

Identity-based cryptography was originally suggested lkie mediated identity-based encryption scheme of Libert and
Shamir [10], in 1984, as a method to avoid the exchange Qliisquater [8], which also has a related signature scheme.
public keys and the use of digital certificates in public kellediated cryptography [5], [3] is predicated on the idea
infrastructures. The underlying idea is to derive public keythat each user's private key can be split into two random
directly from users’ identifiers, such as email addresses, soghhres, one of which is given to the user and the other to
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an online entity called aecurity mediato(SEM). Thus, any [9], we adapted arguments found in [7] and [2], and leveraged
decryption or signature must be performed as a cooperatibie security results of [1].

between a user and his/her associgd&d Moreover,SEMs Note also that, in theéSEM paradigm, eaclSEM is as-

are typically associated with a small number of local users asdciated with many users. Consequently, one cannot simply
can be instantly instructed to revoke any of their associatddplicate a user hierarchy to produc&EM hierarchy, since
users’ decryption or signature privileges. Consequently, teach a duplication would require the use of too m&iMs
SEM architecture allows fine-grained instarmevocation of Hence, one has to deal with an inherent asymmetry between
user security capabilities. Moreover, this architecture allowise user hierarchy and tHeEM hierarchy, in order to design

a system'sPKG to delegate its decryption- and signatureefficient mediated hierarchical schemes.

related duties to theéSEMs Furthermore, the schemes of Finally, remark that our schemes have the following two
Libert and Quisquater alloEMsto be semi-trusted entities, limitations (inherited from the hierarchical schemes of Gentry
in the sense that their compromise only affects the usemd Silverberg): first, the linear length expansion of ciphertexts
associated with them. Recently, Baek and Zheng [1] hased signatures with respect to the depth of recipients and
improved the encryption scheme of Libert and Quisquateigners in the hierarchy; second, the restriction to tree-shaped
[8] by ensuring that the compromise of a user's private kdyierarchies.

share does not compromise the confidentiality of plaintex&‘ outline

encrypted for that user, provided the associ®€&dMs private

key share is not compromised. However, one limitation of The remainder of this paper is organized as follows: section

the above mediated schemes is their inefficiency at handliHgPresents our encryption and signature schemes. Section Ill
hierarchically structured user communities. discusses operational aspects of the schemes and outlines their

security guarantees. Finally, section IV concludes the paper.
Fundamental mathematical definitions are presented in the
Appendix.

Our main contribution is to extend and combine the above-
mentioned hierarchical schemes and the mediated identity-
based scheme of Baek and Zheng [1], by designing the firstThis section describes a novel mediated hierarchical
mediated hierarchical identity-baseshcryption and signature identity-based encryption scheme denoted roIDE. The
schemes. Due to the hierarchical nature of our schemes an§¢beme assumes the existence of a two disjoint tree-shaped
the instant revocation capability offered by tBEM architec- hierarchies ofSEMsand users, respectively. To ea8EM
ture, we obtain a method to Cryptographica”y Support infoi's associated a set of users. Moreover, the root node of the
mation access control in hierarchically structured communiti840 hierarchies is a common entity, called theot PKG,
of users whose access privileges change very dynamicallydenoted byrPKG. The set of nodes located at thé’

A challenging aspect of our work consists in designing lgvel of b(_)th hierarchies is denoted li_;evelt_._ Furthermore,
mechanism which allowSEMsto generate the private key€Very entity located at.evel, can be identified by a tuple
shares of other (childrer$EMs This allows to buildSEM Dt = (IDy,---,ID;) corresponding to the pathPKG-
hierarchies and solves the inefficiency of previous identity-”1- - -/ D: from the rootPKG to the entity.
based mediated schemes at handling user hierarchies. Ind@edzncryption Scheme
these previous schemes required sysRiGsto generate the
private key shares ofll SEMs which imposed both a high
computational burden on tHeKGsand a high communication
cost betweerPKGsand SEMs

Note that, to combine Baek and Zheng's mediated scheme
with Gentry and Silverberg’s hierarchical schemes, one needs
to deal with two different ciphertext formats. Indeed, the first
scheme uses a format that allows to publicly check the \{alidity group [4]. See appendix for precise definitions.

o_f ciphertexts, while the secor_1_d s_cheme uses a _dlfferent. Root Setup Given a security parametér> 0, the root
ciphertext format based on Fujisaki-Okamoto padding [6]. PK
In order to design our schemes, we decided to use Gentry
and Silverberg’s methodology as a tool to expand Baek and
Zheng's type of ciphertexts, so that the requirements of the

B. Contributions

Il. ENCRYPTION AND SIGNATURE SCHEMES

« Instance Generator This procedure, denoted %4, is

a randomized algorithm which takes a security parameter
k > 0, runs in time polynomial irk, and outputs not only
the description of two group8; andg, of prime ordery,

but also the description of an admissible [4] (i.e. Bilinear,
non-degenerate and computable) paidngj; xG; — Go

with respect to whiclj; andG, are Gap-Diffie-Hellman

1) runsZg@ with input k in order to generate grougs
and G, of prime orderg and an admissible pairing

) i 3 . é . Ql X Ql — gg.
hierarchical setting could be met. Then, for security proofs 2) chooses an arbitrary generat € Gi.
3) picks, randomly and uniformfy

INote that, byinstant revocationwe mearrevocation without delagfter an
authoritative entity becomes aware that privileges must be revoked. By way
of comparison, note that technologies suchGastificate Revocation Lists
and their variants (e.gdeltaCRLs) do not provide such amstantaneous 2In the sequel, we shall use the notation€r X to indicate that the
revocation of user security capabilities. elementz is chosen uniformly at random from the sEt

5(0,user)s S(0,sem) € Z; and
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computes  sg = S(0,user) + 5(0,sem)»
Q(O,user) = S(O,user)POl Q(O,sem) = s((),sem)PO
and QO = Q(O,user) + Q(O,sem)-
4) computest = poly(k), wherepoly is a polynomial
over the positive integers.
5) chooses cryptographic hash functions:
Hay: {Ov 1}* — G1, Hy : Gy — {0, 1}"
Hs : (GH)T x {0,1}" — G}
whereG; denotes the set of non-identity elements
of G, and (G})" denotes the set of arbitrary long
tuples whose entries are @i'.

The message space .lgl = {0,1}™ and the ciphertext
space isC = Gi x {0,1}", wheret is the recipient’s
level in the tree hierarchy. The system'’s public parameters
are params = (n, é, Py, Qo, H1, Ha, H3); they must be
certified by a certification authorityC@). The root PKG
keepsso» 8(0,user)s S(0,sem) secret.
« Key Generation
— Root-Level Key Generation

x User Key Generatian
For each first level useil D), rPKG:
- computesP; = Hy1(ID,) € G;.
- COMPUESS(1 yser) = S(0,user)P1 @nd secretly
gives S(1 user) to the childID;.

x SEM Key Generatian
For each first leveBEM (say SFE M;) associated
with a first level user (sayD;), rPKG:
- computesP; = Hy(ID,) € G;.
- COMPUESS(1 sem) = S(0,sem)P1 @nd secretly

gives S(1 sem) 10 SEM;.
— Lower-Level Key Generation

Let User, € Level, be a user identified by the tuple

(IDy,---,1ID,) (wherea > 1).

x User Key Generation
For each of its child-user ID,,; =
(IDy,--+,1Dg,IDg41), User,:

: piCkS S(a,user) €R ZZ:

- computes P, =
Hi(IDa|[ -+ [ Dal[IDay1) € Gu;
- computes Siiiuser)y = Sauser) +

S(a,user) Pay1 @nd secretly gives, 1 yser) 10
its child IDyy1 = (IDy,-+-,IDy,IDgy1);

- COMPULES Q(quser) = S(a,user)Fo, and, for
1 < j < a, publicly givesQ; sy to its child
IDyv1 = (IDy,--,IDy,IDgy1).

x SEM Key Generatian

Let SEM, be the SEM associated witiJser,,

and letSEM,, be the childSEMof SEM, as-

sociated WithI D,y = (ID1,--+,1D4,IDg1).

ThenSEM,:
© PIcKS $(4,sem) €R Zj;
- computes Pota =

H1(ID1\| U ||IDa||IDa+1) €0
- computes Saiisem) = Sasem) T+

S(a,sem) Pay1 @nd secretly givesS(,41,5em) 10
SEMaJrl;

- computes) 4 sem) = S(a,sem)Fo, and, forl <
J < a, publicly gives Q; sem) to its child
SEMg41.

« Encryption. Combining the encryption schemes of [7]

and [1], the encryption of a messagec M for ID, =
(IDy,---,1D,) is performed as follows:
1) computeP;, = H1(IDq||---||ID;) for 1 <i < gq;
2) chooser e {0,1}™;
3) computeg = é(Qo, P1) andV = m & Ha(g");
4) computelUy = rPy, and, ifa > 2, computelU; =
rP; for 2 <i<aq;
5) —if a>2,
a) computeW = rHs3(Up,Us,Us,---,U,, V),
and
b) set the ciphertext to be ¢ =
(U, U3, Us,---,Uq, V, W),
— otherwise,
a) computeW = rH3(Uy, V), and
b) set the ciphertext to be= (Uy, V., W).

« Decryption Upon reception of a ciphertext =

(Uo,Us,Us, -+, Up, VW) (or ¢ = (U, V,W)), the
decryptorID, = (IDy,---,ID,) proceeds as follows:
1) Acceptcif a=1andc = (Up,V,W), orif a > 1
and (Uy, U, Us, - - -, Uy) € G§. Otherwise, reject.

2) computeshs = H3(Up, Uz, Us,---,U,, V);

3) if e(P,W) +# ¢é(U,h3), then ID, returns
(ID,, “Invalid Ciphertext”);

4) otherwise, sendc, ID,) to SEM, (the SEM as-
sociated withID,), so that the following be per-
formed, in parallel:

- SEM,:

a) checks whether any of D,’s rights to de-
crypt ¢ have been revoked; if so, return
(SEM,, “ID, revoked”) to ID,;

b) computeshs = Hs(Uy, Uz, Us, -+, Uy, V);

c) x if é(P,W) # é(U, hs), thenSEM, returns

(SEM,, “Invalid Ciphertext”);
x otherwise,SEM, computes and returns it

to ID,:
. ggema = é(UOa S(a,smn)) if a=1.
: ggema = é(U07 S(a,sem))

(H?:2 é(Q(i—l,sem)v Ui))il if a>1.
— ID,:
a) computes
* ngera = é(UOa S(muser)) if a=1,
* gz,sera = é(U07S(a,user))
(H?:Q é(Q(ifl,user% Ui)>_1 if a> 1
5) — If ID, receives eithe(SEM,, “ID, revoked”)
or (SEM,, “Invalid  Ciphertext”) from
SEM,, then ID, terminates the decryption
process, and returns eithéf D, revoked” or
“Imvalid Ciphertext” accordingly;



222

— otherwise,ID,: using the system global parameters and the signer’s public
a) receivesg’,,, from SEM,, key. In the next section, we discuss operational aspects and
b) computesy” = g%, G ser. the security guarantees of mediated hierarchical identity-based
c) computesn =V & Ha(g"), and cryptosystems.

d) outputsm as the decryption of. 1. DISCUSSION

B. Signature Scheme A. Operational Aspects

« Instance GeneratarAs in themHIDE Scheme. In this section, we explain how a compa#ty can both use
« Root Setup As in themHIDE Scheme, except that onlya mediated hierarchical identity-basedHID) cryptosystem,
H1 needs to be defined along with another cryptographémd integrate the branctB of an existingmHID system

hash functior, : {0,1}* — Gi. denoted byC'S. Suppose thak is structured in two divisions

The message space 1 = {0,1}". The signature X, and X,. ThenX can proceed as follows:

space isS = Gi™' x {0,1}*, wherea is the signer's  First, X sendsB any required information to integrat&s.

level. The system’s public parameters ai@rams = Assuming thatB authorizes the integration ok, then: (a)

(n,é, Py, Qo, H1,Hy); they must be certified by €A B asks its associate8EM to create a chilSEM SEM x

The root PKG keepsso, $(0,user); $(0,sem) S€cret. for X. (b) If B's SEM agrees,X becomes a child-user of
« Key Generation As in mHIDE. B associated witlSEMx. (c) Both X and SEMy receive

Each userUser, and its associate$EM (denoted by all required parameters frod® and B's SEM respectively.
SEM,) jointly compute and publisii/ser,’s public Q-  Finally, X creates two childreSEMsSEMyx, and SEMx..
value: Q, = Q(q,user) + Q(a,sem)- An authenticity proof  |et now v be a member ofX;. Thenw asks X to be
certg- of the values)s, - - -, Q, must also be issued andintegrated to the companyraHID cryptosystem. If the above
published by a trusted authority. request is authorizedX makesu its child-user and asks
« Signing. In order for a used D, = (ID1,---,1D,) 10 SEMy to associate: with its appropriate child i.eSEMy, .
sign a messagen € M, the user proceeds as follows: Thus, if u is successfully associated withEMy,, thenu

1) computeP* = Hy(ID1]|--- ||[ID,||m), receives fromX all required parameters.

2) sendP*+ to SEM, and perform the following, in ~ Assume now that an entity wants to encrypt a message
parallel: in such a way that's privileges are required to recovet.
- SEM,: Then u retrieves the public parameters 61S and encrypts

m using the mediated hierarchical identity-based encryption

a) returns “ID, ked” to ID, if ID, is . ) .
) a TEVORE “ scheme iHIDE) described in section 1I-A.

revoked, :

b) computes Sigimsem) = Stasem) + Suppo§e now that wapts to sign a message addressed
s P" and sends Sig back 0 an entityv. Thenuw retrieves the public parameters 6fS
téaﬁjm) m (m,sem) (through those ofX) and signsm using the mediated hierar-

5. - “ chical identity-based signature schemeH|DS) described in

‘ section II-B.v may then use the public parameters(af to
a) computes Sigm.user) =  S(auser) T verify the signature.

S(a,user) Pm . )
b) upon reception 0fSigm, sem) from SEM,, B. Security

ID,: It can be formally shown (see [9] for a detailed security
i) computes Sig,, = Sigum.sem) + analysis) that our cryptographic schemes achieve the current
Si9(m,user)s highest levels of formal security guarantees, for public-key

i) fetches the certified)-valuesQ); for 1 < encryption and signature schemes. In a nutshell, the encryption
i < a, along with their validity and scheme isemantically securaith respect taadaptive chosen

authenticity proof string-ert. ciphertext attackgassuming the difficulty of the Computa-
iii) returns (Sigy, Q1, -+, Qu,certg-) as a tional Bilinear Diffie-Hellman problem), and the signature
signature ofm. scheme istrongly existentially unforgeablgssuming the dif-
« Verification. Given a signature ficulty of the computational Diffie-Hellman problem). Detailed
(Sigm, Q1,++,Qa,certy—) of a messagem and a definitions of these problems are stated in the Appendix.
claimed signerID, = (IDy,---,ID,), the verifier IV. CONCLUSION

accepts the signature if and onlydfrig - is valid and In this paper, we presented the first mediated hierarchi-

a cal identity-based encryption and signature schemes, which

&(Py, Sigm) = é(Qo, P1)é(Qa, PoY) [[ (Qi-1,P:).  support information access control in hierarchically structured

=2 communities of users whose privileges change very dynam-
The above scheme allows any member of the user hierardébglly. We discussed operational aspects of the schemes, and
to sign a documentn. Such a signature is then verifiablenoted that the schemes offer strong formal security guarantees.
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The schemes require users to cooperate with an on-line in Gy), computable (i.eé¢ efficiently computes the image
entity called the security mediatd8EM), in order to complete of any pair of points inG; x G;) Bilinear pairing.
decryption and signing procedures. This allows to instanta-e Computational BDH Problem: Let G, Gs, ¢, Py be de-
neously revoke user security privileges by instructing their fined as above, anél be a Bilinear Pairing. Led be an
associate(GEMto stop cooperating with these users. This also  attacker modelled as a probabilistic Turing machine. The
allows to guarantee that signers have all required privilege in computational Bilinear Diffie-Hellman(CBDH) prob-
order to sign a document. The scheme are scalable to (large) lem is that in which A is to computeé(Py, Py)**
hierarchically structured user communities, by providing a given (Gy,q, P,aPy,bPy,cPy) and a security parame-
mechanism forSEMs to generate the private key shares ter k, wherea,b,c € Z; are unknown. The success
of other (children)SEMs Moreover, the encryption scheme (or advantagg of A is then defined as the function

prevents the compromise ofSEMto affect the confidentiality SuccGPi (k) = Pr[A outputsé(Py, Po)™].
of ciphertexts addressed to users associated with anyone of the Decisional BDH Problem Let G1, G-, ¢, Py, ¢ and A be
SEMs descendants. defined as above. Thaecisional Bilinear Diffie-Hellman

Designing our schemes required to describe a mechanism (DBDH) problem is that in which4 is to decide whether
enabling SEMsto generate the keys of their children. This  é(Py, Py)® = é(Py, Py)¢, given (G, q, P,aPy, bPy, cPy)
was achieved using Gentry and Siverberg’s methodology to and a security paramete¥, where a,b,c € Z; are
support identity-based hierarchical encryption [7]. Designing unknown. The success (@dvantagg of A is then de-
our schemes also required to deal with the ciphertext format fined as the functioSuccF " (k) = Pr[A accurately
difference between two previous schemes which we sought determines whether or né{ Py, Py)*® = é(Py, Py)°].
to extend and combine. This difference was addressed bw Gap DH Groups: Let G, Gs, q, Py, é and A be defined
using the ciphertext format of Baek and Zheng's mediated as aboveG, andG, are said to be &ap-Diffie-Hellman
scheme [1], as a basis, and by modifying this format in the groupsif, with respect to any Bilinear pairing : G; x
same way that Gentry and Silverberg [7] modified Boneh and G, — G5, the CBDH problem is hard while th®BDH
Franklin’s original ciphertext format [4], in order to meet problem is solvable in polynomial time.
the requirements of hierarchical settings. Furthermore, thes Computational DH Problem: Let G, q, P, and.A be de-
design of our schemes required to deal with an inherent fined as above. Theomputational Diffie-HellmaCDH)

asymmetry between user hierarchies a@HM hierarchies problem is that in whichA4 is to computeabP, given
(since eachSEM can be associated with many users). This  (aP,bF,) and a security paramet&r wherea, b, c € Z;
smaller challenge was overcome by labell®gMsin such a are unknown.

way that eaclSEM may correspond to many users.
More work is needed to address the following two limita-

tions which our schemes inherit from the hierarchical identity[t] Joonsang Baek and Yuliang Zherigentity-Based Threshold Decryp-
tion, Proceedings of the 7th International Workshop on Theory and

blased S‘-?hemes of Gentr_y and Silve'rberg: 1) the linear expan- practice in Public Key Cryptography (PKC'04), Lecture Notes in
sion of ciphertexts and signatures with respect to the depth of Computer Science, vol. 2947, Springer-Verlag, 2004, pp. 262—276.

recipients and signers in the hierarchy, and 2) the restriction {g! Benot Libert and Jean-Jacques Quisquafne Exact Security of
an ldentity Based Signature and its Applicatipr@ryptology ePrint

tree-shaped hierarchies (as opposed to general-graph type of archive, Report 2004/102, 2004.
hierarchies). An extension of this work is to desigmB&lIDE  [3] Dan Boneh, Xuhua Ding, and Gene Tsudfne-grained control of

i i i security capabilitiesACM Trans. Inter. Tech4 (2004), no. 1, 60-82.
scheme for hierarchies of arbltrary graph Shapes' Anoth% Dan Boneh and Matthew K. Franklimdentity-Based Encryption from
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