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Abstract—In this paper, an energy harvesting scheme for
a multi-user multiple-input-multiple-output (MIMO) secrecy
channel with artificial noise (AN) transmission is investigated.
Joint optimization of the transmit beamforming matrix, the AN
covariance matrix, and the power splitting ratio is conducted
to minimize the transmit power under the target secrecy rate,
the total transmit power, and the harvested energy constraints.
The original problem is shown to be non-convex, which is
tackled by a two-layer decomposition approach. The inner layer
problem is solved through semi-definite relaxation, and the
outer problem, on the other hand, is shown to be a single-
variable optimization that can be solved by one-dimensional (1-
D) line search. To reduce computational complexity, a sequential
parametric convex approximation (SPCA) method is proposed
to find a near-optimal solution. The work is then extended to
the imperfect channel state information case with norm-bounded
channel errors. Furthermore, tightness of the relaxation for the
proposed schemes are validated by showing that the optimal
solution of the relaxed problem is rank-one. Simulation results
demonstrate that the proposed SPCA method achieves the same
performance as the scheme based on 1-D but with much lower
complexity.

I. INTRODUCTION

In recent years, the idea of energy harvesting (EH) has been
introduced to power electronic devices by energy captured
from the environment. However, harvesting from natural en-
ergy sources such as solar and wind depends on many factors
and thus introduces severe reliability issue. Radio frequency
(RF) signal can be utilized as an alternative to more reliably
deliver energy to EH devices while simultaneously transmit-
ting information [1]]-[4]. Based on this idea, simultaneous
wireless information and power transfer (SWIPT) schemes
have been proposed to extend the lifetime of wireless networks
[S]-[9]. For SWIPT operation in multiple antenna systems [7]],
[8l], co-located receiver architecture employing a power splitter
for EH and information decoding (ID) has been studied [9].
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On the other hand, in the literature we see increasing
research interest in secrecy transmission through physical
layer (PHY) security designs [10]. Unlike conventional cryp-
tographic methods which are normally adopted in the network
layer and rely on computational security, PHY security ap-
proaches are developed from the information-theoretic per-
spective such that provable secrecy capacity can be achieved
[L1]-[14]. PHY security techniques have been proposed to
enhance information security of multiple antenna systems
by casting more interference to potential eavesdroppers. By
adding artificial noise (AN) and projecting it onto the null
space of information user channels in transmit beamforming,
the potential eavesdroppers would experience a higher noise
floor and thus obtain less information about the messages
transmitted to the legitimate receivers [15], [16]. In SWIPT
systems, AN injection can improve secrecy capacity of infor-
mation transmission while not affecting simultaneous power
transfer [17]—[25)]. The AN-aided beamforming for SWIPT
operation has been investigated in various multiple-input
multiple-output (MIMO) channels [19]-[24]. More recently,
robust AN-aided transmit beamforming with unknown eaves-
droppers was studied for multiple-input single-output (MISO)
cognitive radio systems based on different channel uncertainty
models [25]).

In SWIPT systems, when information receivers (IRs) and
energy-harvesting receivers (ERs) are in the same cell, the ERs
are normally closer to the transmitter, compared with the IRs,
because the power sensitivity level of ER is typically low. This
raises a new information security issue for SWIPT systems
because the ERs can potentially eavesdrop the information
transmission to the IRs with relatively higher received signal
strength [20], [23], [26]. In order to guarantee information
security for the IRs, it is desirable to implement some mech-
anism to prevent the ERs from recovering the confidential
message from their observations.

Motivated by the aforementioned observations, in this paper,
we study secrecy transmission over a multi-user MIMO se-
crecy channel which consists of one multi-antenna transmitter,
multiple legitimate single antenna co-located receivers (CRs)
and multiple multi-antenna ERs. We employ an AN injection
scheme to mask the desired information-bearing signals for
secrecy consideration without imposing any structural restric-
tion on the AN. In comparison with existing works which do
not consider power splitter at the legitimate receivers [17],
[L8], [21], [22], in this paper, each CR is assumed to adopt
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a power splitter to collect energy from both the information-
bearing signal and the AN. The design objective is to jointly
optimize the transmit beamforming matrix, the AN covariance
matrix, and the power splitting (PS) ratio such that the AN
transmit power is maximized!| subject to constraints on the
secrecy rate, the total transmit power, and the energy harvested
by both the CRs and the ERs. Because of the coupling effect
in the joint optimization problem, determination of the AN
covariance matrix and the PS ratio makes the derivation of
the secrecy rate and the harvested energy at the CRs more
complicated.

The formulated power minimization (PM) problem for
AN-aided secrecy transmission is shown to be non-convex,
which cannot be solved directly [28]. The PM problem is
thus transformed into a two-layer optimization problem and
solved accordingly through semi-definite relaxation (SDR) and
one-dimensional (1D) line search. We first propose a joint
optimization design for the case with perfect channel state
information (CSI). The framework is then extended to robust
designs for systems having deterministic or statistical CSI
uncertainties. The contributions of this work are summarized
as follows:

o For the case with perfect CSI at the transmitter, the inner
loop of the PM problem is solved through SDR, while the
outer loop is shown to be a single-variable optimization
problem, where a one-dimensional line search algorithm
is employed to find the optima. To reduce computational
complexity, a sequential parametric convex approxima-
tion (SPCA) method is also investigated [14], [24], [32].

o For the imperfect CSI case with deterministic chan-
nel uncertainties, we consider a worst-case robust PM
(WCR-PM) problem. By exploiting the S-procedure [28]],
the semi-infinite constraints are transformed into linear
matrix inequalities (LMIs) and the inner loop can be
relaxed into an SDP by employing the SDR method.
The corresponding robust optimal design is proposed.
Furthermore, an SPCA-based iterative algorithm is also
addressed with low complexity.

o For both the perfect CSI and imperfect CSI cases, the
tightness of the SDP relaxation is verified by showing
that the optimal solution is rank-one.

Compared with our preliminary work [23], major additional
work and results incorporated in this paper are summarized in
the following. 1) This paper has extended the problem of AN
power maximization to both perfect and imperfect CSI cases,
which introduces substantial changes in the analyses. 2) An
SPCA-based iterative algorithm has been proposed to solve
the problem such that the computational complexity is largely
reduced compared with the 1-D search method used in the
previous work.

The rest of this paper is organized as follows: The system
model of a multi-user MIMO secrecy channel with SWIPT is
presented in Section II. Section III investigates the transmit
beamforming based PM problem with perfect CSI. Section
IV extends the PM results to the imperfect CSI case. Section

'AN power maximization is equivalent to minimizing the transmit power
of the information signal [[19].

V illustrates the computational complexity of the proposed
algorithms. The numerical results are shown in Section VI.
Finally, we conclude the paper in Section VII.

Notation: Vectors and matrices are denoted by bold low-
ercase and bold uppercase letters, respectively. (-)7 and (-)#
represent matrix transpose and Hermitian transpose. The oper-
ator ® represents the Kronecker product. For a vector x, ||x||
indicates the Euclidean norm. CM*L and HM*Z denote the
space of M x L complex matrices and Hermitian matrices,
respectively. H represents the set of positive semi-definite
Hermitian matrices, and R denotes the set of all nonnegative
real numbers. For a matrix A, A > 0 means that A is positive
semi-definite, and ||A||F, tr(A), |A| and rank(A) denote the
Frobenius norm, trace, determinant, and the rank, respectively.
vec(A) stacks the elements of A in a column vector. O, is
a zero matrix of size M x L. E{-} is the expectation operator,
and R{-} stands for the real part of a complex number. [z]*
represents max{z,0} and M. (A) denotes the maximum
eigenvalue of A.

II. SYSTEM MODEL

In this section, we consider a multi-user MIMO secrecy
channel which consists of one multi-antenna transmitter, L
single-antenna CRs and K multi-antenna ERs. We assume that
each CR employs the PS scheme to receive the information
and harvest power simultaneously. It is assumed that the
transmitter is equipped with Np transmit antennas, and each
ER has Ny receive antennas.

We denote by h.; € CN7 the channel vector between the
transmitter and the [-th CR, and H, ;, € CNTXN~E the channel
matrix between the transmitter and the k-th ER. The received
signal at the [-th CR and the k-th ER are given by

Ye,l = hglx+nc,l7 Vl,
Yek = Hgkx+ne,ka Vka

where x € CN7 is the transmitted signal vector, and n.; ~
CN(0,02,) and n. ; ~ CN(0,071) are the additive Gaussian
noise at the [-th CR and the k-th ER, respectively.

In order to achieve secure transmission, the transmitter
employs transmit beamforming with AN, which acts as in-
terference to the ERs, and provides energy to the CRs and
ERs. The transmit signal vector x can be written as

X =qs+w, ey

where q € CNT defines the transmit beamforming vector, s
with E{s?} = 1 is the information-bearing signal intended for
the CRs, and w € CN7 represents the energy-carrying AN,
which can also be composed by multiple energy beams.

As the CR adopts PS to perform ID and EH simultaneously,
the received signal at the [-th CR is divided into ID and EH
components by the PS ratio p.; € (0, 1]. Therefore, the signal
for information detection at the [-th CR is given by

yg,lD =/ pc,lyc,l+np,l = pc,l(hglx+nc,l)+np,l7 Vl,

where n,, ; ~ CN(0, O'g_’l) is the additive Gaussian noise at the
[-th CR.



Denoting Q = E{qq’’} as the transmit covariance matrix
and W = E{wwf} as the AN covariance matrix, the
achieved secrecy rate at the [-th CR is given by

pc,lhnghc,l )
pc_,l(afjl —|—hlehC71) —|—cr}277l

Rc,l = {log (1—|—

— max log I+(H WH, ,+071)'H, QH,

)
The harvested power at the [-th CR and the k-th ER is therefore
Ec,l = Ne,1 (1 _pc.,l) (hgl(Q +W)hc,l +G§,l) y VZ,

Ee,k = Te,k (tr(Hgk(Q'i_W)He,k)‘i‘NRolz)a Vk, (3)
where 7.; and 7. represent the EH efficiency of the [-
th CR and the EH efficiency of the k-th ER, respectively.
In this paper we set 7.; = 7, = 0.3 for simplicity. The
results can be easily extended to scenarios with different 7. ;
and 7. values. In the following section, we consider the
transmit beamforming based PM problem to jointly optimize
the transmit covariance matrix Q, the AN covariance matrix
W, and the PS ratio p. ;.

III. MASKED BEAMFORMING BASED POWER
MINIMIZATION WITH PERFECT CSI

In this section, we study transmit beamforming optimization
under the assumption that perfect CSI of all the channels is
available at the transmitter.

A. Problem Formulation

In this problem, the transmit power of the information signal
is minimized subject to the total transmit power constraint,
the secrecy rate constraint, and the EH constraints of the CRs
and the ERs such that the AN transmit power is maximized
for secrecy consideration. The AN-aided PM problem is thus
formulated as

i tr
Qwr‘gvn-,r;c,l (Q)
s.t. lo (1—!— pedbicQhe )
+ 108 pc,l(ail—i—hlehc,l)—i—U;l
— mgxlog I+ (opI+H, WH, ) 'HY QH, 1| > R, (4a)
tr(Q + W) < P, (4b)
Ecl
h?(Q+W)h, + 02, > ———, (4c)
,l( ) ' ! nc,l(l - pc,lz
E.
n}cintr(ka(Q—l-W)Heyk)—i—NRcri > 2k vk @4d)
e,k
Q=0,W =0,0<p., <1,Vl,rank(Q)=1,  (de)

where R, is the target secrecy rate, P is the total transmit
power, and E.; and E. ) denote the predefined harvested
power at the [-th CR and the k-th ER, respectively. The
constraint guarantees that a minimum energy harvested
power should be achieved by the k-th ER.

+
] . VL

B. One-Dimensional Line Search Method (1-D Search)

Problem (@) is non-convex due to the secrecy rate constraint
(@d), and thus cannot be solved directly. In order to circumvent
this issue, we convert the original problem by introducing a
slack variable ¢ for the k-th ER’s rate. Then we have

min tr
vavpc,lvt (Q)
tpe,h,Qh, _
s.t. log | t+ > . >R.1, VI, (5a
g( PC,Z(Ug,l+h£lWhC=l)+U;2),l)_ 0 (5a)

‘I—F(Cfﬁl-ﬁ-H(ngHeyk)1HngH8_’k
(@b — @Ee).

1
<1, Vk, (5b)

Problem (@) is still non-convex in constraints (3a) and (3b)),
which can be addressed by reformulating (3) into a two-layer
problem. For the inner layer, we solve problem (3)) for a given
t, which is relaxed as
t) = min tr
J® Q W, pc,t Q

2

s.t. W (1Q— (28! )W) h,; > (28! 1) (cril—l-%), (62)

C,

(1 -1)(c1+H2, WH, ;) -HY, QH, , VE,
— (e,

(6b)

where f(t) is defined as the optimal value of problem (6),
which is a function of ¢. Even though the function f(¢) cannot
be expressed in closed-form, numerical evaluation of f(t) is
feasible.

Remark 1: 1t is noted that the LMI constraint is ob-
tained from [[16} Proposition 1], and is based on the assumption
that rank(Q) < 1, which will be shown later.

By ignoring the non-convex constraint rank(Q) = 1, prob-
lem (&) becomes convex and thus can be solved efficiently by
an interior-point method for any given ¢ [28]. The outer layer
problem, whose objective is to find the optimal value of ¢, is
then formulated as

mtin f(@)

St tmin <t< tma)n

)

where tm.,x and tni, are the upper and lower bounds of ¢,
respectively. The solution to problem can be found by
one-dimensional line search. For the line search algorithm, we
need to determine the lower and upper bounds of the searching
interval for ¢. It is straightforward that ¢,,,x = 1 can be used as
the upper bound due to the feasibility of (3B), while a lower
bound is calculated as

b2, Qh, -
t > min (1 + Pol c’lQ ! 5 )
1 )—|—apl

pei(0f; +hlWhe
h/,Qh., -1

o2+l + hlehcyl)

PHhc,lH2 )1 .

03,1 + 0;27.,1 S

> min (1 + (8)

l

> mlin (1—!—



where the first inequality is based on the secrecy rate R.; > 0,
the third inequality follows from (@b). In the following theo-
rem, we prove the equivalence of problem () and the original
problem (4).

Theorem 1: The transmit beamforming PM problem @) is
equivalent to problem (7) when rank(Q) < 1.

Proof: Let us denote the optimal solutions of () and (7) as
f* and f°Pt, respectively. First, we show that f°P! is a feasible
point of problem (@), i.e. foP* < f*. It is noted that (@) and
(6) have the same objective function and the optimal solution
of (@) satisfies the constraints of () given the assumption that
rank(Q) < 1 [16], which gives rise to f(t*) = f*, where ¢*
is the optimal value of ¢. In addition, it follows f°P* < f(t*).
Next, we prove that the solution to problem (6) is achievable
in problem (@), i.e. f* < f°P'. From (4d), (6a) and (Gb),
we can show that the optimal solutions of (€) are feasible
solutions of when rank(Q) < 1. Therefore, we conclude
that f* = fopt, [ |

Utilizing the results in Remark 1 and Theorem 1, next we
show the tightness of the AN-aided PM problem (@) by the
following theorem.

Theorem 2: Provided that problem (6) is feasible for a given
t > 0, there exists an optimal solution to @) such that the rank
of Q is always equal to 1.

Proof: See Appendix A. |

Problem (@) can be solved by conducting one-dimensional
line search for f(t) over ¢ and choosing the minimum f(¢)
as the optimal solution. Solving the SDP problem (6) with
the optimal f(¢), we can obtain the optimal design variables
(Q*, W*, p? ;). The optimal beamforming vector q* is then

computed by eigenvalue decomposition Q* = q*q*¥.

C. Low-Complexity SPCA Algorithm

In this subsection, we propose an SPCA based iterative
method to reduce the computational complexity. By introduc-
ing two slack variables r; > 0 and 72 > 0, the constraint
can be rewritten as

log(rim2) > Ry, Vi, (9a)
pc,lhlehc,l
1+ ) >, Y, 9b
Pc,l(Uil'f‘hnghc,l)‘f'Uz,l = ©op)
tr(H”, QH, 1
H Qo) 1, %)
op + tr(He)kWHeﬂk) o
which can be further simplified as
riry > 270V, (102)
hZ Qh,
Bl o1 (10b)
02+ Whe + 224
o2 +tr(HZ, WH,
e WHE) o e oo

or + tr(HY(Q + W)H, 1)

The inequality constraint (I0a) is equivalent to 28142 4 (py —
r2)? < (ry + 72)%, which can be converted into a conic
quadratic-representable function form as

H {\/21%#2 r— TQ} H < vy + 79,V (11)

By transforming inequality constraints (I0b) and (10d) into

2
op,l < qHHc,lq

oo +wH w+—2= < , Vi, (12a)
’ Pec,l T — 1
R ) 2 HYL
of + W ow + "l g < ek, (1)

where H.; = h.;/h/ and H.) = H.H? , we observe
that these two constraints are non-convex, but the right-hand
side (RHS) of both and have the function form of
quadratic-over-linear, which are convex functions [28]. Based
on the idea of the constrained convex procedure [33], these
quadratic-over-linear functions can be replaced by their first-
order expansions, which transforms the problem into convex
programming. Specifically, we define

w Aw
a 7t = 9 13
faa(w,t) = —— (13)
where A > 0 and ¢ > a. At a certain point (W, ), the first-
order Taylor expansion of (I3) is given by
~ 2R{WHA wH AW
Fao(w,t,W,7) = M&TAw}  WIAW 4

t—a (t—a)?
By using the above results of Taylor expansion, for the points
(q,71) and (W,72), we can transform constraints (12a) and
(I12b) into convex forms, respectively, as

o2
2 H y
o+ w Hew+ v

S FHC,l,l(qulvqﬂ:l)a\v’la (1521)

c,l

~ ~ 2 T2
O']% + WHHngw + qHH&kq S O']%(F— — 7:—2
2 2

+ Fa,, o(W, 2, W, ), Vk. (15b)

2
; _ 5 2 Ip,i —
Denoting g,, ;1 = Fa. ,,1(q,71,Q,71) —og; — ;= and gr, p =

Uz(%_%)"'Fﬁe,k,o(W’ ro, W, 7o) —o%, (I3a) and (I3B) can be
recast as the following second-order cone (SOC) constraints

2w hei, gry o — 17| < g+ 1, VI, (16a)
2w He x; 20" He 5 gro e — 17| < groi + 1, Vk. (16b)

Next we employ the SPCA technique for the SOC constraints
#@d) and @d) [33] to obtain convex approximations. By
substituting q £ q + Aq and w £ W + Aw into the left-
hand side (LHS) of (4d), we obtain

qHHc,lq + WHHC,IW + Uil
= (@+Aq)"H, /(+Aq)+ (W +Aw)TH, (W +Aw) + 02,
2 qHHc,lq + 2%{QHHc,lAq} + ‘;'VHHc,lV—(’

+ 2%{‘I~VHH671AW} + ag)l,
(17



where the inequality is given by dropping the quadratic terms
Aq"H.;Aq and AwHH, ;Aw. Similarly, in the LHS of
@d), we have
tr(F (Q+W)H. )
:qHI:Ie,kq + WHI:Ie,kW
=(@+Aq)" . 1 (@+Aq)+ (W+Aw) T FL, 1 (W+Aw)
>q"He ka+2R{a"He v Aq} + & TH oW
+ 2R{WH, s Aw}.
(18)

According to (T7) and (I8), we obtain linear approximations
of the concave constraints (4c) and (4d) as

qHHc,lq+ 2%{QHHC,1AQ} +€VHHc,l€V

E., 19)
+ 2R{W"H, AW} + 02, > e - Pl Vi,
and
Q" He oG+ 2R{G" He pAa}+ W He o
+ 2R{WH"H, AW} + Ngo? > o : w20
Finally, by rearranging as
lla™ Wl < VP, e3)
the original problem (4) is transformed into
q-,wypc,z,TP3297~1,L-,97~2,1@ lal (22)

s.t. (1), (16D, M, @0, @1),0 < pey < 1,VI.

Given q, W, 71, and 72, problem (22) is convex and can be
efficiently solved by convex optimization software tools such
as CVX [31]. Based on the SPCA method, an approximation
with the current optimal solution can be updated iteratively,
which implies that (@) is optimally solved. In Section we
will show that the proposed SPCA method achieves the same
performance as the 1-D search scheme, but with much lower
complexity.

IV. MASKED BEAMFOMRING BASED ROBUST PM FOR
IMPERFECT CSI

Due to channel estimation and quantization errors, it may
not be possible to have perfect CSI in practice. In this section,
we extend the PM optimization method to more practical
scenarios with imperfect CSI. Specifically, we consider an
AN-aided WCR-PM formulation under norm-bounded channel
uncertainty.

A. Worst-Case Based Robust PM Problem

Now, we adopt imperfect CSI based on the deterministic
model [27]. Specifically, the actual channel between the trans-
mitter and the [-th CR, denoted by h. ;, and the actual channel
between the transmitter and the k-th ER, denoted by H, , can
be modeled as

—i—ecl,Vl

h.
_ (23)
He k+ Ee k> \V/k

h,,
H.,

where h,.; and H, ; denote the estimated channel available at
the transmitter, and e.; and E. j are the bounded CSI errors
with ||e.,| < e, and ||E, k||F < se &, respectively.

We define Ecl 5” and Ee E= 58 By taking the CSI
model (23) into account, the AN-aided WCR-PM problem can
be rewritten as

i t
QM Q)
C l_lc C H l_lc C
s.t. log <1+ 2p vl(_ 1te J)H Q(_ Jtect) ~ >
pei(02,+(heit+ec ) W (he i +ec ) +07
—mkaxlog I+ItIE(IjIe7k+E€7k)HQ(ﬁe)k+Ee)k) ZRc,l,(24a)
H(Q+W) <P, (24b)
_ Ec
(hc,l+ec,l)H(Q+W)( cl+ec l)+0cl 1— L , (24C)
tr((He, e+ Ee )" (Q+ W) (He 1y +Ec 1))
> Eex—Nroy, (24d)
Q*0, Wx0, 0<p; <1, rank(Q)=1, (24e)

1
where Hy = (0%I+(ﬁe,k+Ee7k)HW(ﬁe,k+Ee)]§)) .

B. One-Dimensional Line Search Method

The above robust PM problem is not convex in terms of
the channel uncertainties. We therefore consider relaxation for
constraint by introducing a slack variable ¢; similar to
the previous section. The constraint is then transformed
into

o2,
Pe,l )7 (253)

RC,L _tl) (0,2
(£ —1)(0R1+He s +Ee ) "W (He k. +Ec 1))
= (Hej+Ee ) Q(Ho 4 +Ee ), VE, (25b)

where T; = t;Q — (2Bet — ¢1)W. The constraint (23B)
is obtained under the assumption that rank(Q) < 1 [16]
Proposition 1]. Problem (24) has semi-infinite constraint (24d),
@24d), 23d), and 23B). In order to make the problem tractable,
we exploit the S-procedure [28] to transform the constraints

R4d), @4d), 3d), and @23B) into LMIs. For completeness,

the S-procedure is presented in Lemma 1 in the following.
Lemma 1: (S-Procedure [28] Appendix B.2]) Let a function

S (x) with x € CN*1(m = 1,2) be defined as
fo.(x) =xA,x + 2Re {bﬁx} +em

where A,, € HV*N p.. € CN*! and ¢,,, € RV*!. Then,
fm(x) <0 holds if and only if there exists # > 0 such that

0 A b | | Ay b
b{i (5] b? €2

provided that there is a point X which satisfies f,,(x) < 0. W
To employ the S-procedure, we rewrite the first constraint

in (23) as
2

~ _ ~ _ ~ _ = g
e Tie.;+2%{h Tie. }+h! Tih,, > (2chl)(a§ﬁpﬂ).
c,l
(27)

(hegt+ee)?Ty(he teq) > (2

(26)

)



In addition, we introduce a; = ﬁ and b; = 17; - to convert  C. Low-Complexity SPCA Algorithm

the non-convex constraints into convex ones. According to Now, let us consider another reformulation of the WCR-PM
Lemma I, by using a slack variable A, can be expressed problem (24) based on the SPCA algorithm. The optimization
as framework can also be recast as a convex form by incorporat-
[ AesI +T Tll_lc,z ] ing channel uncertainties. First, the robust secrecy rate (24al)

.t L - =~ Qan be rewritten as
W\ Ty b Tihe,— (281 —t1)(02 )+ @03 ) — Aee?

c,l

) (28)  log(rsry) > Rey, Vi, (323)
Let us define h, j, = vec(H, ). Using Lemma 1 again and (Bhey+ec))? Q(hes+ee))
the property vec(MleMg) = (Mg (024 Ml)vec(Mg) (301, 1+ - c, c, _c, C, P >3, (32b)
constraints (24c) and become Ug,z+(hc,l'*‘ec,l)HW(th+er1)+p%zl

tr (Fe s +Eer)"Q(He i + Ec 1))

e I+ Qw Qwh,, + <L (32¢)
= = = N - i & = )
{ W Qw B Quhei+o?,—biB—ace?, | = O o7+ tr (Hep + Bo) "W (He i + Eor)) 74
e I+ (10 Qw) (I®Qw)hes . where r3 > 0 and r4 > 0 are slack variables. The inequalities
h, (I® Qw) Ot =0, vk, (290) iy can be rearranged, which gives
where «.; and a.  are slack variables, and Qw = Q+W, T3T4 > 2R°’lvwv (33a)
and 9€,l = ng (I ® (Q+W))Be,k _Ee,k +NRU]% _ae,k&_g_k- 2 H ‘712:.,1 qH (Hc,l+Ac,l)q
To transform the constraint (Z3b) into a tractable convex LMI, et W (HetAe)w + E a3 rs —1 ,(33b)

we exploit the following lemma.

2 H H (17
or + W' (Hep+Ac i)W + H..+A.
Lemma 2 [I6]: For F1,Fs,F5 € CM*M_ we denote " (HesFAep)w + a7 (Heu +Ac k)

2 H (1]
9(Z) = ZHF,Z+ZHFo+FH Z+ F3, satisfying g(Z) = 0 for < Tp T W (H€7k+A€7k)W7 (33¢)
VZ € {Z|t(Z"F4Z) < 1} with F4 = 0. Then, the following T2
LMI holds: where A.; = l_lcylegl + ecyll_lgl + ecylegl and A, =
F; Ff N I 0 o ITI?VkEg{C—l—Ee’kITng—l-EeykEgk stand for the CSI uncertainty.
F, F, 0 -F, | = It is straightforward to show that
where a > 0. [ ”ACJHF < Hl_lc,legﬂHF""”ec,lhgl f‘;”ec,leglLF
By Lemma 2, the constraint (23b)) can be equivalently given < l[helllecll + llecllhe || +lec. (34
as = Ei,l + 2ec1|lhel,

1Akl 7 < I He kB |l o+ Be s HE || o+ Be kB | 7
WoH Wo+2rr| =0 GO . i g 2
@Ik ere, < HekllF eyl F + [Ee kP He k|| 7+ Ee k7

= Eg,k + 2Ee,kHIjIe,kHF-

ty

l<<i—1>oz—xe,k>}+ﬁ£kvvczﬁeﬁk Y, Wo

where A is a slack variable and W = ((%—1)W—Q).

According to (23)-(30), the WCR-PM problem is now given (33)
as Note that A.; and A.j are norm-bounded matrices as
HACJHF < & and ”Ae,kHF < e x where & = Eg,l +

w(Q)

min
Q, W, t1,a;,b;

11
st. r(Q+W) <P, —+ o< 1,rank(Q) =1,
a l

2¢c|/hey| and & = e+ 2¢c k|| He | . Similarly, we
equivalently recast (33d) as
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Q0,W = 0,Ac; > 0, A 0, Gh [[Vare mon| <rerw a0
el > 0,06, > 0,0, > 1,0, > 1,1, VE, According to [9], we can minimize constraint (32B) by
(©R), @93, @96, (30). maximizing the LHS of (33B) while minimizing its the RHS.

Then the constraints (33b) and (33d) can be approximately
By removing the nonconvex constraint rank(Q) = 1, the above  rewritten as, respectively,

problem becomes convex and can be solved by applying o2
a solver in [31] given t;. Tightness of the relaxation of max USZ+WHAC.IW + Pl
is shown by the following theorem. Acillr<éer ' Pe,l (37)
Theorem 3: Provided that the robust problem (24) is feasible < min q”A.q
for a given t1, there always exists an optimal solution Q with T Aacillr<ée, T3 —1 ’
rank(Q) = 1. 5 o o
Proof: See Appendix B. [ ] IIAC,?ﬁ?;EC,k 7k + W Berw + 47 Bekq
So far, we have tackled the WCR-PM problem by . o2 + wHB, ,w (38)
deriving a tight rank relation in Theorem 3. Note that problem < IA. ir“l;nqe . T’a

can also be solved by applying one-dimensional line
search over t1 as in Section III. where A.; =H,;+A.; and B, = He . +Ac k.



In order to minimize the RHS of and (38), a loose
approximation [34] is applied, which gives

a"Aciq q’H,.,q

min
lAcillr<éen T3 —1 rg—1
2 H 2 HT) (39)
oy +w'Bepw _ o +wiH pw
min > ,
HAe,kHFSEe,k T2 T2

where I;Ic,l =H,;—¢In, and I:IEJC = ﬂe,k—§€7kINT. Using
similar technique to the LHS of (37) and (@8) yields

A Hﬁa)ig WHACJW < WHIjICJW, (40)
e llF<&c

ma)i U]% + WHBE);@W + qHBeJ@q
[Ac kllF<&e 41)

S 0']% + WHﬁe,kW + qHItIe,kqv

where IjIC_’l = Hc,l+§c,lINT and IjIe,k = ItIe_’]C +€e,kINT~
From (@7)-(@1), (33B) and (33J) can be given as

Uzl < qHI:Ic,lq

o2, +wlH, w4+ 2= < (42)
’ Pec,l T3 — 1
2 H 17
_ _ H,
o2 + wHH, yw + 7 H, 1q < T T W He kW 43)

T4
Exploiting the same method in (I3)-(14), we obtain
2

2 H Ip,i .
oo +w i Hew + i < FI;IC,hl(q7 r3,q,73), (44a)
C,
a,% + WHIjIB_’kW + qHIjIB_,kq
2 T -
< op(= = =)+ Fir, oW, 74, W, 7). (44b)
T4 T e

By using a loose approximation approach for constraints

@4d) and (24d), we have

- . E
qHHc 1q + WHHC lWZ —C)l - Ugla
’ ’ 1_pc,l ’

WHI:Ie,kW + qHI:Ie,kq > Ee,k _NRU]%-

(45a)

(45b)

Substituting q = q + Aq and w = W + Aw into the LHS
of (43a) and (45b), the SPCA technique can be applied to
approximate (45a) and (45b), respectively, as

qHI:Ic,lq+ 2%{51}[1:1@1 AQ} +€VHI:Ic,lW

+2%{®HﬁcﬂlAW}Z ey — o2

46
1_pc,l eb (%62)

qHﬁe,kq+ 2%{qHﬁe,kAq}+ﬁ/Hﬁe,k€V

+2R{WTH, yAw} > E. ), — Ngo?. (46b)

Eventually, the WCR-PM problem is converted into the
following convex form as

min llal
a4; W, Pc,1,7T3,T4

s.t. (36), (@4a), (@4b), @6a), @6b), 1), 0 < peu < 1.

Given q, w, 73, and 74, problem (47) is convex and can
be solved by employing an interior-point method to update
iteratively until convergence.

(47)

V. COMPUTATIONAL COMPLEXITY

In this section, we evaluate the computational complexity
of the proposed robust methods. As will be shown in Section
VI, the proposed SPCA algorithm achieves substantial im-
provement in complexity for the same performance compared
with the method based on 1-D search. Now we compare
complexity of the algorithms through analyses similar to that
in [29] and [35]. The complexity of the proposed algorithms
are shown in Table I on the top of next page. We denote
n, D = logytmax—tmin = and () as the number of decision
variables, the 1-D search size, and the SPCA iteration number,
respectively. The complexity analysis is given in the following.

1) PM with 1-D Search in problem (@) involves K LMI
constraints of size N + 1, two LMI constraints of size N,
and 4L + K + 1 linear constraints.

2) PM with SPCA in problem (22) has L SOC constraints
of dimension 2, L. SOC constraints of dimension Nt + 1, K
SOC constraints of dimension 2Nt + 1, one SOC constraints
of dimension 2N, and L + 3K linear constraints.

3) WCR-PM with 1-D Search in problem consists of
2L LMI constraints of size N7+ 1, K LMI constraints of size
NrNr+1, two LMI constraints of size Ny, and 5L+2K +1
linear constraints.

4) WCR-PM with SPCA in problem contains L SOC
constraints of dimension 2, L. SOC constraints of dimension
Np+1, K SOC constraints of dimension 2N + 1, one SOC
constraints of dimension 2N, and L + 3K linear constraints.

For example, for a system with L = 2, K = 3, Ny =
4, Ngp = 2, D = 100, and @ = 8, the complexity of the
PM with 1-D search, the PM with SPCA, the WCR-PM with
1-D search, and the WCR-PM with SPCA, are 0(6.92 x 107),
O(3.70x10%), O(7.78 x 10%), and O(1.45 x 10°), respectively.
Thus, the complexity of the proposed SPCA method is only
1% compared to the scheme based on 1-D search.

VI. NUMERICAL RESULTS

In this section, we present numerical results to validate
performance of the proposed transmit beamforming schemes.
In the simulations, we consider a system where the transmitter
is equipped with N7 = 4 transmit antennas, two CRs are only
equipped with single antenna, and three ERs have Np = 2
receive antennas. Both large-scale and small-scale fading are
considered in the channel model. The simplified large-scale
fading model is given by Dy = (dio)_a, where d represents
the distance between the transmitter and the receiver, dg is
a reference distance equal to 10 m in this work, and o = 3
is the path loss exponent [36]. We define d. = 40 m as the
distance between the transmitter and the CRs, and d. = 20
m as the distance between the transmitter and the ERs, unless
otherwise specified.

Because all the receivers are are expected to harvest en-
ergy from the RF signal, we consider line-of-sight (LOS)
communication scenario where the Rician fading model is

adopted for small scale fading coefficients. The channel vector
thLOS

Kr LOS 1
Tria Bl T/ Tk
indicates the LOS deterministic component with

H% = Dy, hé\flLOS represents the Rayleigh fading

h., is expressed as h.; =

where hZ0%
HhLOS

c,l



TABLE I: Complexity analysis of the proposed algorithms

Algorithms Complexity Order
PM with O(nDVKNRp+2K+2Np+4L+1{K(Ng+1)3+2N3+n[K (Ngp+1)?+2N2+4L+K+1]+n?})
1-D Search where n = O(2N2+1L)
e O (nQvERTELT2{ (2K +L+2)Np+3L+K+n(3K+L)+n2}) where n = O(2Np+2L+K+2)
WeRPM O(nD\/(KNp+2L+2) Ny +7L+ 3K +1{2L(Np+1)3+ K (Ng Np+1)3 +2N3 +n[2L(Np+1)2
Search +K (NgNp+1)242N2+5L+2K+1]+n?}) where n = O(2N2+4L+K)
R O (nQVERTBLT2{ (2K +L+2) Ny +3L+ K +n(3K+L)+n?}) where n = O(2Np+L+2)

component as hNLOS ~ CN(0,D.I), and K = 3 is the
Rician factor. It is noted that for the LOS component, we
use the far-field uniform linear antenna array model [37].
In addition, the noise power at the [-th CR is set to be
o? 1 = —60 dBm for information transfer and a 1= —50dBm
for power transfer. The noise power at all the ERs is 0} =
—50 dBm, Vk. The channel error bound for the deterministic
model is set to €.; = ek = ¢€,Vl, k. Consequently, the
channel error covariance matrices are given as N.; = e’ Nr
and Dj, = €21 Ny Ng- The EH efficiency coefficients are set to
Neyd = Ne,k = 0.3.

For the perfect CSI case, we compare the PM with SPCA
algorithm and the PM with 1-D search method. For the case
with imperfect CSI, we show the performance of the WCR-PM
with SPCA algorithm, the WCR-PM with 1-D search method,
the no-AN PM with W = 0, and the non-robust method which
computes a solution without considering channel uncertainties.

Fig. 1 illustrates the convergence of the SPCA method with
respect to iteration numbers for P = 50 dBm, E.; = E, j =
E, R = 1 bps/Hz, and € = 0.01. It is easily seen from the
plots that convergence is achieved for all cases within just 8
iterations.
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w0l NN : : —o&— PM with SPCA (E = 30 dBm) |
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Fig. 1: Average transmit power of information signal versus
iteration numbers

Fig. 2 illustrates the average transmit power of the infor-
mation signal in terms of different target secrecy rates with
P = 30 dBm and E.; = E.j, = 10 dBm, Vk. It is
observed that the transmit power increases with the secrecy
rate target. In addition, the SPCA algorithm achieves the
same performance as the 1-D search method, but with much

lower complexity. Compared with the scheme without AN, the
power consumption of the proposed AN-aided scheme is 9
dB lower. Moreover, we can check that the proposed scheme
performs better than the scheme with p. = p.; = 0.5, and
the performance gap becomes larger as the target secrecy rate
increases. This indicates that optimizing the PS ratio p.; is
important, especially when the target secrecy rate is high.
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Fig. 2: Average transmit power of information signal versus target
secrecy rate
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Fig. 3: Average transmit power of information signal versus the
number of receive antenna at the ERs

In Fig. 3, we compare the average transmit power with
respect to different numbers of ER antennas by fixing N7 = 8§,



P=30dBm, E.; = E.j, =5 dBm, and R.; = 1 bps/Hz. It
is observed that both the proposed SPCA algorithms and the 1-
D search method achieved the same performance, and the PM

P =40 dBm, E.; = E.; = 10 dBm, and R.; = 1 bps/Hz.
In this figure, one can observe that the performance of the

1-D search method and that of the proposed SPCA algorithm
remains the same regardless of the value of Ng. This is due
to the fact that all the harvested power at the ERs can be
provided by the AN signal.
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Fig. 4: Average transmit power of information signal versus the
target harvested power at the CR

In Fig. 4, we plot the average transmit power in terms of
different target harvested power at the CR with P = 40 dBm,
Ee,k = 10 dBm and Rc,l = 0.5 bps/Hz. We can check that
the curves of the PM and the WCR-PM schemes increase
with the same slope. Moveover, when the harvested power
target decreases, the performance gap between the no-AN PM
scheme and the proposed PM scheme becomes wider. This
indicates that AN is essential in achieving the performance
gains. Furthermore, the PM scheme and the WCR-PM scheme
require 6 dB and 4.5 dB lower power than the PM scheme with

fixed p., respectively.
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Fig. 5: Average transmit power of information signal versus the
number of ERs

Fig. 5 evaluates the average transmit power of information
signal with respect to different number of ER with Ny = 6,

with p. = 0.5 exhibits a 2.8 dBm loss over the scheme with
the optimal p7 ; regardless of the number of ERs. In addition,
we can find that the curve of the no-An PM scheme increases
slowly with the number of ERs.
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Finally, in Fig. 6 we plot the cumulative density function
(CDF) of the minimum harvested power at the ERs with Np =
4, P=30dBm, E.; =10 dBm, E, ; = 10 dBm, R.; = 0.5
bps/Hz, and € = 0.1. It is observed that the proposed robust
schemes always satisfy the predefined harvested power target
(Ee,k = 10 dBm), whereas the non-robust method achieves
only 25% of the predefined harvested power at the ERs.

VII. CONCLUSION

In this paper, we have proposed a transmit beamforming
power minimization scheme for a multi-user MIMO SWIPT
secrecy communication system where power splitters are em-
ployed by the receivers for SWIPT operation. The original
problem, which was shown to be non-convex, was relaxed to
formulate a two-layer problem. The inner layer problem was
recast as a sequence of SDPs and solved accordingly. Then the
optimal solution to the outer problem, on the other hand, has
been obtained through one-dimensional line search. This opti-
mization framework has also been extended to robust secrecy
transmission designs by incorporating deterministic channel
uncertainties. Moreover, tightness of the relaxation scheme has
been investigated for both the perfect and imperfect CSI cases
by showing that the optimal solution is rank-one. To reduce the
computational complexity, an SPCA based iterative algorithm
has been proposed, which achieved near-optimal solution in
both the perfect and imperfect CSI cases. Finally, numerical
results have been provided to validate the performance of the
proposed transmit beamforming schemes.



APPENDIX A
PROOF OF THEOREM 2

We first consider the Lagrange dual function of (6) as

—(ZQ)

5 g,

LQW,Z,Y,&, Ack, 7, tu,0x) =t1(Q)

- [tr(hc,lhﬁs tQ— (27 —t)W]) — (@fer — 1) (02, 4+ 24

- étf [Ae,k (ka((%—l)w - Q)He,k+(%—1)agl)]

Ec,l 2

+7(r(Q+W)—P)—p {tr(hc,zhfz(QﬂLW)) T 1= pu

- i&k (tr

where Z € HfT, Y € HfT, GeRy, Ay € HfT, v € Ry,
wu; € Ry, and 6y, are the dual variables of Q, W, (6a), (6b),
@b, @d), and {@d), respectively. Then, some of the related
KKT conditions are listed as

K(Q+W)H. ;) — Ee,k-i-NRU;%),

K
oL
9g 1%~ (&t + m)he b+ " He pA  HE,
k=1
K
+91-) 60H HY, =0, (48a)
k=1
oL R, H = H
W ==Y +[§(27" —t) = wlh. hy, + ’YI—Z O He He ),
k=1
W
—Z(;—l)He,kA&kak:O, (48b)
k=1
ZQ = 0, Yto, Ae,k t 0, fl Z O, i Z O, Vk. (480)

From the Lagrangian function and the KKT conditions, we
have 0 < p.; < 1 and the KKT condition & > 0 and y; > 0.
Now, we will show these conditions via the dual problem of

(@) as

min L(Q,W,Z,Y,§, A

ma eks Vs Hit)
Z,Y,A., k7£l77 11,0k QW pe T

ma. min
Z Y. A., k7£l77 11,0k Q,W,pe 1

& 2R°'l—t o EC
+ ( ) p,l_i_Ml N

[ —tr(ZQ)—tr(YW)

1
—~ Z(; ~1)o2tr(Acr) (49)

Pe.l L=per =
B K
& @ et —t)— ol =P+ > Ok(Eer— NRG;?)} :
k=1

Since problem (6) is convex and satisfies the Slater’s con-
dition, the duality gap between (@) and #9) is zero, and the
strong duality holds. Therefore solving problem (@) is equiv-
alent to solving (@9). In addition, the constraint 0 < peg <1
can be satisfied as

fei—t)o2,

pc,l

&(2

+ MzEc,l

min .
0<pe, <1 1—=pc,

+Uc,l

Also the optimal variable p ;, and the dual variables &', uf
are related by

) & @28 —t)oy,
pc,l = — —
\/gl* (2R —t)af))l + \/ufEc,z

From the above inequality, we will show that £ > 0 and
p; > 0 by contradiction. Suppose that & = 0 and/or pf = 0.
Then there are two cases (i.e. pc ; = 0 or 1), which violate the
constraints and (@d). Thus, it follows & > 0 and g > 0.
Now, subtractmg #@8b) from @8d) yields

K
1
Z+§l 2Rc lhc lhc 1 _I+Y+¥ Z H€7k;Ae7k;H£k-
k=1

(50)

We post-multiply Q by both sides of (30) and use @8d) as

éfk)cz.

K
. 1
*oRe, Ho_— _
¢rafeh, w2, —(I+Y+t ;He,kAe,kH

Then, it becomes

K -1
5 1
5[*2Rc’l (I+Y+¥ ZHG;]CAGJCH({:{I@) hc,lhng:Q.

k=1

Due to & > 0, we have

rank(Q)

—1
gk) hC,lhle:|

This completes the theorem. |

K
5 1
_ xR, -
=rank [gl 2 Z(I+Y+t ;He,kAe,kH
:rank(hcylhgl) <1

APPENDIX B
PROOF OF THEOREM 3

First we write the Lagrange dual function of (31)) as

‘C(Qv Wa Zv Ya glv Tc,l; Te,kv Rc,l; Re,k) == tr(Q) - tr(ZQ)

—t(YW)+& (r(Q + W)—P) — tr(Tc Acy)

K
Hc,l> - Z tr(Te,kAe,k)
k=1

Ge,k) _tr(Rc,ch,l)

—tI'( clH (th (2R°'l—t1)w

—Ztr( ek GHL l—1)W— Q)

K Nr
—tr(Re, HY (Q+W)HL ) = > tr(Re s Be k)
k=1 j=1
K Nr o
-3 3 tr<(Q+W)Dg{;g>) ,
k=1 j=1



where Z € HY”, Y e HY", § € Ry, T.; € HY™, T, €
HfT, R, € HfT, and R, € HfTNR are the dual variables

of Q, W, 28), (30), (294), and (290}, respectively, and

A z—[ AcI ) ONpx1 ]
o 0f . —(2f —fl)(fff,ﬂraffi,z)—/\c,ﬁiza ’
[ (£ =)o =2ex)T Ongxa _
Ae,k— h 0 g Ae,y;cx 7Ge,k:[ He,k 1 ] 3
I Lx N =
o1 Onrx1 > ~
B.,= = JHer=1|1 heg|,
! [ 01><NT Uz,l_bEcyl Qe lEcl } " [ k]
I Ofe kI ON%XI —
Be = leN2 —Eec x4+ Nroj— e 12, Hey=[T hey],

and D(“) IS HfT is a block submatrix of I:Ie_kRe_’kI:ng as

1,1 1,N
D(&k ) D( R)
ﬂe,kRe,kﬂgk: : : ,Vk
Ng,1 Ng,N
R
Now, we consider the following related KKT conditions as
oL R H
9q =1~ Z+&l-tH T H + ) GerTenGly
k=1
K Ng
~H R, HY -3 3" DY =0, (51a)
k=1 j=1
oL
— Rei _ H
W Y+ 41+ (2 t1)He, T H,
K1
— Z(t— —1)Ge i Te kG, —H R HY,
=1 1
K Nr
_ ZZD(M) _ (51b)
k=1 j=1
QZ =0, W >0, (51¢)
(Ac+HY (1Q — (25! — t))W)H, ;) T, = 0. (51d)

Subtracting (31B) from (31a) generates
K
7 1
I-Z+Y 2" H, T, HY +) =G Tk G, =0,
2! 7

and it follows
K

Z+2RCchchlH l—I+Y+Z GekTekG
k=1
Pre-multiplying both sides of the above equality by Q and
applying the inverse yields
-1

K
- 1
2RC,ZQHC,1TCJH£’1<I+Y+§ EGe’kTE’ngk> =Q.
k=1

Hence, we have the rank relation as

rank(Q)

_ rank(2R”QHcchlH I+Y+Z G TerGY, )1)

IN

rank(H. T, H)).
(52)

Now, we will compute the rank of the matrix H. ;T H,.
To this end, we consider the following two equalities as

[T o]H] =L,

[I 0] Ac,l:)\c,l <Hc,l_ [0 Ec,l} > (53)

Pre-multiplying [ I 0 | and post-multiplying Hgl to (31d),

it follows
(I 0] A, T H],
—[1 o] B, (t,Q— (2R —t,)W)H,, T, H =0
and thus we get
(e I+81Q — (2Ret — t1))W)H,, T, H,
=X [0 hc,z] T, H,.
It is easily verified that A\ ; I+ t;Q — (2RC«1 —t1)W =0

and it is non-singular. Thus multiplying this matrix will not
change the rank of the resulting matrix, and we obtain

rank(Hc,ch,lel)

= rank (()\07[I+t1Q — (2RC’l —tl)W) Hc,ch,ngl>

= 54
= rank()\cJ [ 0 hc,l ] Tc,lel) ( )
< rank([O ﬁcyl}) <1.

This completes the proof of Theorem 3. |
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