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Abstract—This paper considers a scenario in which amlice- active attacks and offering countermeasures to guaraatee r
Bob pair wishes to communicate in secret in the presence of an gple secret communicatioris [17]=[23]. In particular, ZB]
active Eve, who is capable of jamming as well as eavesdropping in consider a massive multi-input multi-output (MIMO) scear

Full-Duplex (FD) mode. As countermeasureBob also operates . : . .
in FD mode, using a subset of its antennas to act as receiver,n which an active eavesdropper attacks the channel estima-

and the remaining antennas to act as jammer and transmit tion process by transmitting artificial noisé. [20], [2122],
noise. With a goal to maximize the achievable secrecy degmee [23] consider a single-input single-output (SISO) scemaai

of freedom (S.D.o.F) of the system, we provide the optimal MIMO scenario, a relay scenario, and an OFDM scenario,
receive/transmit antennas allocation atBob, based on which we respectively, wherein an active eavesdropper tries tocethe
determine in closed form the maximum achievable S.D.o.F.. &/ : . .

further investigate the adverse scenario in whichEve knows total network throughpqt bY choosing to be a Jammgr, oran
Bob's transmission strategy and optimizes its transmit/receie €avesdropper, or combination of the above, so that it cseate
antennas allocation in order to minimize the achievable S..F.. the most unfavorable conditions for secret communications
For that case we find the worst-case achievable S.D.o.F.. Wesa  To combat such malicious behavior, the sourcelin [20]] [21]
provide a method for constructing the precoding matrices of chooses between transmitting, remaining silent or actiig a

Alice and Bob, based on which the maximum S.D.o.F. can be . Th K of [22] (123 duct lavi lecti
achieved. Numerical results validate the theoretical findigs and Jammer. e work of([22],[[23] conducts relaying selection

demonstrate the performance of the proposed method in readtic @nd power allocation among all the available sub-carriers,

settings. respectively.
Index Terms—Physical-layer security, Cooperative communi- N this paper, we CO".‘Sider a M'M@“CF«LBObEVeWiretap
cations, Multi-input Multi-output, Active Eavesdropper. channel, in whichEve is an active eavesdropper, who can

transmit and receive in FD fashion by appropriately allozat

its antennas for transmission or reception. Our goal is 6 pr
|. INTRODUCTION vide countermeasures that will ensure maximum secrecy from
e point of view of secrecy degrees of freedom (S.D.o.F.).

Communication security in the presence of malicious nod . A .
ur main contributions are summarized as follows.

has received a lot of attention. Most of the current literatu
addresses the case in which the malicious nodegpassive 1) As countermeasure, we proposed an BDb, who

eavesdroppers, i.e., they just listen. In that case, theseav transmits jamming signals while receiving. Under this
droppers reduce the secrecy rate by the rate they can sustain scenario, we determine in closed form the maximum
Approaches to improve the secrecy rate in the presence of achievable S.D.o.F., as function of the number of anten-

passive eavesdroppers include multi-antenna technidi]es [ nas at each terminal (see €d. (6)). Moreover, we give the
[4] and artificial noise (jamming) based methods [5]+[13]; a optimal transmit/receive antenna allocationBub (see
these methods target at increasing the received signadise (@), which achieves the maximum S.D.o.F..

ratio (SNR) at the legitimate receiver, or decreasing the re 2) We obtain analytically the worst-case achievable
ceived SNR at the eavesdropper. Jamming can be implemented S.D.o.F. (see ed.](9)), corresponding to the case in which
by the source [5], the external helper [6]-[11], or the liegdtte Eve knows the strategy adopted #lice and Bob and
receiver who may work in Full-Duplex (FD) mode [12], [13]. optimizes its transmit/receive antenna allocation for the
Recently, the case afctiveeavesdroppers has been receiv- purpose of minimizing the achievable S.D.o.F..

ing a lot of attention. By active eavesdropper we here refer3) We provide a method for constructing the precoding ma-
to a powerful adversary that can jam as well as eavesdrop trix pair atAlice andBob, which achieves the maximum
the legitimate receiver. One line of research in that area is S.D.o.F.. While the aforementioned achievable S.D.o.F.

gearing towards designing effective active attack scheimes results do not depend on channel state information (CSl),
the purpose of minimizing the achievable secrecy transariss the precoding matrices depend on the eavesdropping
rate [14]-[16]. Another line of research focuses on detecti channels and also the null space of the self-interference

channels aEve and Boh.
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Receive antenna set

Bob Eve While several self-interference cancelation techniques

Alice s H,, ‘o have been reported, such as antenna isolation, analagteirc
e LN, domain based methods and digital-domain based methods, ful
N, @ . . . . .
—© 0 self-interference cancelation is still not achievalle][2rb

b% describe the effect of residual self-interference we egwlo
2~ the loop interference model df [12], which quantifies theslev

G, \/;e‘iee\ G, P of self-interference with a parametgre [0, 1], with p = 0
NY /:4\\ / denoting zero self-interference.
Receive /\T,,,T”\?_,%J‘\Transmitamema set To improve the system performancglice and Bob will
antenna set Ze precode their transmissions, using precoding matigsand
N’ N Eve V5, respectively. The signal received Bbb and Eve can be
@ respectively written as

Sources H,, Legitim[{ff\Receiver Yo = Hpa Vas + /ppHep Vozi + Hpeze + 1y, (1)
. :g {’ :\ Ye = Geavas + Gebvbzb + vV peGeeZe + ne, (2)

wheren, ~ CN(0,I) and n, ~ CN(0,I) represent ad-
ditive white Gaussian noise (AWGN) vectors Bbb and
Eve respectively;H,, € CM *Na and H,, € CNoxNe

Eavesdropper denote the channel matrices froAlice and Eve to Bob,
. i s t
o respectively;G., € CVe>*Na and G, € CNe>*No denote
@ . . . .
LN, the channel matrices frodlice and‘Bol:P)to Eve respectively;
\® H,, ¢ CYo*Ny and G.. € CNe*Ne represent the self-

interference channel matrices Bbb and Eve respectively;
» and p. denote the self-interference level Bbb and Eve
spectively. The transmitted signals including the mgssa
signals and the jamming signalg, andz. are independent
of each other, and independent of the noisg and n..
SinceAlice and Bob are not expected to cooperate wiive

In Section IV, we consider an activEve who knows the .
transmission strategy adopted by the legitimate termiaats Eve cannot do any precoding. The only wajye can affect
the achievable S.D.o.F. is by optimizing its transmit/reee

tries to minimize the achievable S.D.o.F. by antenna aliona .
o |a}ntenna allocation.

for that case, we find the worst-case achievable S.D. “In the above. the Gaussian sianaling assumption is made
Numerical results are given in Section V-and conclusions a|F1eorder to m;xi’mize theuaclhievalt?le sle(?rec ?rarf)slmisslitm ra
drawn in Section VI. y

Notation: = ~ CAN(0,X) meansz is a random variable [25_]' [26]. Also, the flat fading ass_umption used D (D]_’ @i
following a complex circular Gaussian distribution with ame valid when the coherence bandwidth of the channel is larger
zero and covarianc&; (a)* 2 max(a,0); |a| denotes than the bandwidth of the transmitted signall[27]. Here we

: X LN o assume that all channels are known at the legitimate nodes,
the biggest integer which is less or equaldpla| denotes éncluding the CSI forEve This is possible in situations in

the absolute value of. We use lower case bold to denot which Eveis an active network user and its whereabouts and
vectors;I represents an identity matrix with appropriate sizeﬂ' . .
ehavior can be monitored.

CN*M indicates aV x M complex matrix setA, tr{A}, ) di , h ,
rank{A}, and|A| stand for the hermitian transpose, trace, For a given precoding matrix pa{iv,, Vs), the maximum

rank and determinant of the matrix, respectively. ch:h[i;eé\;/]able rate @Bob and Evecan be respectively expressed

Fig. 1: (a) Gaussian wiretap channel with an active eav
dropper. (b) Helper-assisted Gaussian wiretap channhl avit
passive eavesdropper.

Il. SYSTEM MODEL AND PROBLEM STATEMENT Ry =loglI+ (I+ W,) 'H,,Q.H/. | (3a)

We consider a Gaussian wiretap channel (see Fig. 1(a)) R. =logll+ I+ W.) 'G..Q.GL ], (3b)
consisting ofAlice, Bob, andEve equipped withN,, N, and
N. antennas, respectivelgveis an active agent, who workswhere Q, £ V,VEZ and Q, £ V,VZ denote the input
in FD mode, i.e., it allocate®/] antennas to receive signalscovariance matrices aklice and Bob, respectively, with the
and uses the remaininy! = N, — N antennas to transmit average transmit power budget{Q,} = tr{Q;} = P; the
isotropic noise, i.e.z., with E{z.zf} = (P/N!)I. Alice interference covariance matricesBuob and Eve respectively
wishes to send message~ CN(0,I) to Bob and keep it are
secret fromEve Towards that objectiveBob allocates N

antennas to receive the message and uses the remaifiing W, 2 oy Hy QuHE + itHbeth;
N, — N{ antennas to transmit jamming signals, i=., with Ne
z, ~ CN(0,1I). SinceBobtransmits noise while receiving the W. 2 G, Q,GT + pePGeere

signal of interest, he generates self-interference, andoss N¢



Correspondingly, the achievable S.D.o.F., representieg t ‘
high SNR behavior of the achievable secrecy rate [29], is d, (NN ; 7

1
Qe @) & Jim S @
provided that a positive secrecy rate can be achieved.

The goal of this paper is to determine the maximum
achievable S.D.o.F. over the transmission schemeAliae
andBob, i.e., the antenna allocation Bbb and the precoding
matrices ofAlice and Boh. To that goal, in the following,
we will first determine the optimal number of transmit/reeei
antennas aBob, based on which we then analytically deter-
mine the maximum achievable S.D.o.F.. Subsequently, we find ) ) )
the worst-case achievable S.D.o.F. for the adverse scnena'ﬁ'g- 2: The maximum achievable S.D.o.F. for the system with
in which Eveis smart and tries to minimize the achievable No =10, Ny = 18 and N, = 20.

S.D.o.F. by adjusting the number of transmit/receive amdsn

solution for the number of helper antennas which achieves
I1l. THE MAXIMUM ACHIEVABLE S.D.O.F. the maximum S.D.o.F.. Details are given in the following

In [30], [31], we determined the maximum achievabl@"POsItion. _ _ _
S.D.0.F. for a helper-assisted Gaussian wiretap chanhéhw Propo_smon 2. Consider the helper-assisted wiretap chan-
consists of a source equipped with, antennas, a legitimate "€! ©f Fig. 1(b). Suppose tha), and N, can vary but their
receiver equipped withV, antennas, a passive eavesdroppSH™ IS always fixed a¥s.n. Then, the maximum achievable
equipped withN,., antennas, and an external helper (sendin%D'O'F' IS
jamming signals to confuséve equipped with/N;, antennas. ds.p = min{3, Neum, Ns }, (5)
In that scenario, the main idea for achieving the maximum
S.D.o.F. is to include into the source and helper precodimdieres = ij + (Ns — Nep) ™.
matrix pair the maximum possible linearly precoding vector 1) If Ny, < N, — Ns, the maximum achievable S.D.o.F.
pairs along which the message and jamming signals are s zero for any pair of N, Ny).
aligned into the same received subspac&wd subject to the  2) If N, < N; — N,,, the maximum S.D.o.F. is achieved
constraint that the total number of signal strea®ab can see whenN; = Ny, With no antennas being allocated to
is no greater than its total number of receive antennas. The the helper.
achievable S.D.o.F. equals the number of precoding vectors) If Ny, > |N,—N,,|, the maximum S.D.o.F. is achieved
that has been included into the source precoding matrix. For  whenN;, = N;, where
easy reference the helper-assisted Gaussian wiretap elhann Newm—|No— Nl |-
studied in [30] is depicted in Fig. 1(b). As we will show next, g, — ] Nep = Ns o+ | ] if Ny < Nop,
the maximum achievable S.D.o.F. of the wiretap channel of LMJ if Ng > Nep,
Fig. 1(a) is equal to that of the wiretap channel of Fig. 1(b) . . )
with parameters as given in the following proposition. and the_ _remalnlng\_lsum — Vi antennas are assigned to
Proposition 1: Provided thatN! < min{N;, NI}, the the legitimate receiver.
maximum achievable S.D.o.F. of the MIMO Gaussian wiretap Proof: See Appendix B. u

channel of Fig. 1(a), is equal to that of a helper-assisted CombiningProposition 1and Proposition 2 we can deter-
wiretap channel of Fig. 1(b), withV, = N,, N, = N, mine the maximum achievable S.D.o.F. for the system under

Ny = N/ — N! andN,, = N7 — N, consideration as follows.
Proof: See Appendix A. m Theorem 1: Consider a MIMO Gaussian wiretap channel,
Remark 1:Based OnProposition l one can see that if as depiCted in F|g 1(a) The maximum achievable S.D.o.F. is
N! < min{N;], N/} the maximum S.D.o.F. of the system . min{(Ny — NO)*, N,}  if Nt > N7,
under consideration can be determined based on results dfy.a(IVe) = { min{n, (N, — N))*,N.} if Nt < N7, (6)
the helper-assisted wiretap channel. Otherwiseyif> N/ , s
and independent ofV?, the maximum achievable S.D.o.Fwith 2 |Ne—NeNaNetNDT |y (N, — N7 4 N{)*. The
is zero, sinceBob already cannot see any interference-fremaximum S.D.o.F. is achieved when Bob usf%é antennas
subspaces; ifN! > N, Eve cannot see any interference+o transmit, withN;} ™ given in [T) at the top of the next page,
free subspaces, and so the maximum achievable S.D.o.Fansl the remainingV, — Ng* antennas receive.
equal tomin{(N, — N!)*, N,}. Therefore, for the purpose Proof: See Appendix C. [ |
of computing the maximum achievable S.D.o.F. of the systemTheorem Iprovides the number of transmit antennas at Bob
under consideration, we only need to investigate that of thich achieves the maximum S.D.o.F.. This is is illustrated
corresponding helper-assisted wiretap channel. in Fig. 2, where we plot the maximum achievable S.D.o.F.
Next, we show that for a fixed total number of helper anfbr the system withN, = 10, N, = 18 and N, = 20.
destination antennas, i.eN; + Ny = Nsum, One can find a Specifically, for a given antenna number pai!, N}), we

€




t*

3
- Ny = Nt~ [No = No ¥ N

Ny — N —|Na — N + N¢|

NI —N!— N, +| | if N! <min{N?, N, — [N, — N” + N!|} and N, < N7 — N!

Ny ] L | it N* < min{N7, N, — [Na — N + N*|} and N, > N7 — N
0 otherwise
(7
plot the achievable S.D.o.F. basedRemark 1For each fixed from C1 first, followed by C2 and then C3, until there

N!, we find, with the numerical search method, the points  are no more candidate precoding vector pairs or the total
which achieve the maximum S.D.o.F., and mark them with  number of signal streamBob can see is equal to its
red crosses. Looking at the slice of the graph corresponding total number of receive antennas. For more details on

to a fixed N!, one can see that there are one or mies determining the number of candidates of each subset
which achieve the maximum S.D.o.F., ah§™ marked by a and their formulas, please refer to [30], [31]. It is worth
blue circle, coincides with one of those red crosses. noting that (to be used in Section V) the formulas of

the precoding vector pairs in C1 only depend on the

A. The proposed transmission scheme which achieves the channel matriXUQHGea; the formulas of the precoding

maximum S.D.o.F. vector pairs in C3 only depend on the channel matrices
With the optimal allocation of trnasmit/receive antennas a U7 G,, and U2”G.;; in addition to U2” G, and
Bob, we next construct the paiiV}, V;) which achieves the UQHGeb, the formulas of the precoding vector pairs in
maximum S.D.o.F.. C2 also depend on the channel mattbgHbe.
1) For the case olef* = 0, and along the lines of
Appendix A, one can see that the wiretap channel of Fig. IV. WORSTCASE ACHIEVABLE S.D.0.F.IN THE
1(a) is equivalent to a classic three-node wiretap channel, PRESENCE OFA SMART Eve

2)

with the main channel and eavesdropping channel beingi, this section, we consider a scenario in whieve knows

H H .
equal t(?Ug H,, andU?" Ge,, respectively. HereU)  the transmit strategies at bofilice and Bob, and therefore
and U, are the orthonormal basis of the null spacg gerives d, ,(N!), based on which it adjusts the number

of Hy. and G, respectively. Therefore, by applyingpt its transmit antennas in order to minimize the achievable

the precoding matrix design of the three-node wiretag p o.F., i.e.d, ,(N?). In that case, the worst-case maximum
channel of [3], the maximum S.D.o.F. can be achievegchievable S.D.0.F. is

According to [3], the precoding matrices are constructed

by selecting those linearly independent precoding vec- dia = in dsa(NE). (8)
tors along which the legitimate channel has better quality T ) .
than the eavesdropping channel. Theorem 2: Consider the MIMO Gaussian wiretap channel

For the case ofN;" # 0, and along the lines of of Fig. 1(a). Assume that Eve knows the transmit stratedies a
Appendix A, one can see that the wiretap channdylice and Bob. Then, the maximum achievable S.D.o.F. isigive

of Fig. 1(a) is equivalent to a classic helper-assistéd (&), which is shown at the top of next page.

wiretap channel, with the channels Bob being equal Proof: See Appendix D. . . =

to UY"'H,, and UgHbe, the channels tE&ve being Theore_m 2enab_|es us to make some mtergstlng observa-
equal to UOHGea and UOHGeb: and the number of 1ONS: which are given in the followmg_ C_orollarles. _
antennas b(zaingfs —N,, ]\?h = N{, Ng = N —N! and Corollary 1: For t_he purpose of m|n|m|zmg_the achievable
N,, = N7 — N!. Therefore, by applying the precodingfé%gi':étigxeof"‘ggﬂjfm or eavesdrop, but will not adopt a

matrix design of [[30], [[31] to this equivalent helper- ‘. h  ofrh p di
assisted wiretap channel, the maximum S.D.o.F. can be Proof: From the proof offheorem an Appendix D, one

achieved. The main idea here is to select the maximurfi" seet that the rr;inimum ve_llue @f(N;) is obtained only
possible number of linearly independent precoding vehenN; =0 or N; = Ne. This completes the proof.  ®

tor pairs along which the message and jamming signalsc_oronary_z: If N, > N, a positive S'D‘O'F' can qlways be
are aligned into the same received subspaceE\d achieved with the proposed cooperative transmission sehem

In particular, we divide the candidate set of precodin Proof: With the expression of{9), it can be verified that
vector pairs into three subsets, i.e., C1, in which t e worst-case achievable S.D.o.F. is greater than zeriinéor

message signal sent b4lice spreads within the null case ofN, > Ne. This completes the proof. u
space of the eavesdropping channel, C2, in which the

message does not spread within the null space of the V. NUMERICAL RESULTS

eavesdropping channel aBabis self-interference free, As already mentioned, the achievable S.D.o.F. reveals the
and C3, in which the message does not spread within thigh SNR behavior of the achievable secrecy rate. In this
null space of the eavesdropping channel Both suffers section, we consider a more realistic SNR scenario, and
from self-interference. We select precoding vector paidemonstrate the secrecy rate performance of the proposed



0 if Ne > Ny,

N, — N, + N, , Ny, — N,
o= Xet Moy Ny N, N, if max{———% N,} <N. < N,

2
N, — N, .
bT < N, < min{Np, N, } and N, > N, — N, 9)
N, = N, .
J7—§m<mwwmmmmgm—m

— N,

N,
N, if N, < min{bT

min{ |
Np — Ny, + N, .
Ve — min{L%J + Ny — N, Ny — N} if

Ny — N, if

aNb}-

effect of the channel on the transmitted signal is modeled by
multiplicative scalar of the forrd—/2¢7? [32], whered is the
distance between the transmit and receive terminrais,the

path loss exponent anllis a random phase, which is taken
to be uniformly distributed within[0, 27) and independent
between runs. The value afis typically in the range of 2

to 4. In our simulations we set = 3.5. We assume that the
distance of different combinations of transmit-receiveesanas
corresponding to the same link is the same, and as such the
corresponding path loss is the same.

For comparison, we also plot the average achievable secrecy
rate of the half-duplex (HD) scheme, wherddob receives
approach. In particular, we consider a scenario as shownWiih all of its antennas. For the HD scheme, the precoding
Fig. 3. Alice and Bob are respectively fixed at coordinategnatrix of Alice consists of the generalized eigenvectors cor-
(=R,0) and (R,0) (unit: meters). The smaller th&, the responding to the largest two generalized eigenvaluesef th
higher the received SNR d@ob will be. Eve can move in matrix pair [3
one of the following two ways, i.e., parallel to theaxis and P . . R . N )
between the pointé—20, —R) and (20, —R), and parallel to (Hj. (I + ﬁHberé)_IHba, G (I+ ;,t GeeGil)  Gea),
the y-axis and between the poin(8, 10) and (0, 0). € ¢ (10)

Unless otherwise specified, we consider the strong self-
interference levep, = p. = p = 1, and we setN, = 4, where H,, and H;. denote the channel matrices ®ob,

N, = 7, N' = 1 and N] = 5. The transmit power of G., and G.. represent the channel matrices Eve From
each node isP = 0dBm. The noise power level is set asSection Ill. A, the proposed transmission scheme in terms
o0? = —60dBm. The power is equally allocated betweenf the achievable S.D.o.F. can be either equivalent with a
different signal streams at each node. According h@orem three-node wiretap channel Whemig* = 0, or equivalent

1, for the above system, the maximum achievable S.D.o.F.with a helper-assisted wiretap channel whgfi" # 0. In the

2 can be achieved by choosing} = 2, N; = 5. Setting former case, the proposed scheme reduces to an HD scheme.
N{ =2, Ny =5, and according to Section Ill. A, one canin the latter case, the proposed scheme always achieves a
see that the system under consideration is equivalent to freater S.D.o.F.. For comparison fairness, in the HD scheme
helper-assisted wiretap channel of Fig. 1(b), with the neimbwe consider selecting the same number of message signal
of antennas beingV, = 4, N, =2, Ny = 4 andN,, = 4; for streams as in the proposed scheme.

that helper-assisted wiretap channel, the number of catelid Figs. 4 and 5 illustrate the average achievable secrecy
precoding vector pairs in C1, C2 and C3 are respectively Otfdnsmission rate as function &ves position, with thez-

and 2. Following the construction method of Section Ill. Alancoordinate varying from-20 to 20 and they-coordinate fixed
since Ny = 4 and for each precoding vector pair in ®b at —R. Fig. 4 corresponds t® = 10, which represents a low
suffers from self-interference, we can select two prec@dilSNR scenario foBob, while Fig. 5 corresponds t® = 1,
vector pairs in C3 without violating the constraint that thevhich is a high SNR scenario f@ob. From Fig. 4, one can
total number of signal streantob can see is no greater thansee that the proposed FD scheme performs overall better than
its total number of receive antennas. Therefore, a totalvof t the HD scheme, except whdtveis to the left ofAlice or to
precoding vector pairs can be picked, and as such a numitgy right of Boh. The behavior in the latter cases should be
of two message signal streams will be sent frédice. We expected, since whelveis to the left ofAlice, the received
construct the precoding matrix pair assuming exact knogdedjamming signal is too weak to distudBves channel. As a

of the channels. result, the HD scheme, which uses all Bbbs antennas to

With the precoding matrix pair, we examine the achievabteceive, performs better. Whegve is to the right of Boh,
secrecy transmission rate, i.€R, — R.)", where R, and the received SNR is already small everBibb does not send
R, are given by[(3a) and_(8b), respectively[[28]. Results ajgmming signals, and as a result, the HD scheme also performs
obtained based o, 000 Monte Carlo runs. In each run, thebetter. Naturally, for the higher SNR case, the advantagieeof

G S >
G(,: $ OEve (x,—R)

Fig. 3: Model used for numerical experiments.
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proposed FD approach is bigger and evident over the entingerference levep, and that of the HD scheme as function
range (see Fig. 5). To illustrate the secrecy rate advargbgeof the self-interference leveb., for the case ofR = 10
using the proposed antenna allocationBath, i.e., N/ = 2 and R = 1. We should note that since for the HD scheme
and Ny = 5, in Fig. 5 we also plot the achievable secrecylice determines its precoding matrix with {10), the achievable
transmission rate for another allocation, i.&/; = 3 and secrecy transmission rate only relatespto One can see that
N; = 4; in that case and according to Section Ill. A, one cathe achievable secrecy rate of the FD scheme increases as
see that only an S.D.o.F. of 1 can be achieved. As expectgdincreases. This is because, by aligning the message and
the achievable secrecy transmission rate of that lattex sasjamming signals into the same received subspacévef the
almost half of the proposed case, for which an S.D.o.F. ofg2oposed scheme delivers a distorted message sigriaveéo
can be achieved. which makes the eavesdropping channel more sensitivefto sel
In Fig. 6, we plot the average achievable secrecy trarigsterference. Therefore, the achievable secrecy rateeofih
mission rate versus the position Bfe along they-axis, for scheme increases with increasing level of self-interfegen
the case ofR = 10 and R = 5. The figure shows that for While the achievable secrecy rate of the HD scheme also
both cases, the achievable secrecy transmission rate of ittereases with increasing level of the self-interferencEws
proposed FD scheme remains constant for all positiofid/af the increase is small as compared to the proposed scheme.
In contrast, the achievable secrecy transmission rateegflth In order to separately check the effect of the self-
scheme decreases@approaches zero. This can be explaineidterference level, i.e.p, or p., on the achievable secrecy
as follows. AsEvecomes closer télice, it receives a stronger rate performance of the proposed scheme, in Fig. 8, we
signal, and as a result the secrecy rate of the HD schesw p. = 1073 and plot the average achievable secrecy
decreases. On the other hand, in the proposed FD schetramsmission rate versus the self-interference leyelalso,
the message signal sent Bjice and the jamming signal sentwe setp, = 102 and plot the average achievable secrecy
by Bob are aligned into the same received subspacBw# transmission rate versus the self-interference lexel One
thus keepingeves eavesdropping capability constant, and asan see that the achievable secrecy transmission rateadesre
a result, keeping the achievable secrecy rate of the prdpos#ghtly with p,, while it increases drastically with.. This
FD scheme constant. can also be explained by the fact that, for the FD scheme the
Fig. 7 illustrates the average achievable secrecy transmgg@vesdropping channel is more sensitive to self-intenfeze
sion rate of the proposed scheme as function of the self-In practice, perfect channel estimates are difficult to inbta
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) ) ] . ) Ny = 3 into Section Ill. A, one can see that the maximum
Since the proposed precoding matrix design highly dependsg p o.F. of 2 can also be achieved. In particular, With= 4,

the channels, we next examine the secrecy rate performange — 3 the system under consideration is equivalent to the
in the presence of imperfect channel estimates. We mo@glper-assisted wiretap channel of Fig. 1(b), with the neimb
imperfect CSI through a Gauss-Markov uncertainty of thefor ot antennas being/, = 4, Nj, = 4, Ny = 2 and N, = 4; for

[33] that helper-assisted wiretap channel, the number of catelid

/2 T oA ~ \ ._ precoding vector pairs in C1, C2 and C3 are respectively O,
Gei = do; ( 1—0Gei + QAG”) i=ab, (A1) 5 ahg 2, Following the construction method in Section IIl. A,
where0 < o < 1 denotes the channel uncertainty= 0 and W first select the two candidate precoding vector pairs in C2
a = 1 correspond to perfect channel knowledge and no cS§|N¢€Na = 2, We cannot pick any more precoding vector pairs
knowledge, respectively. The entries @f; aree’® with 0 be without violating the constraint that the total number ajrsil
a random r;hase uniformly distributed Wﬁtf{m 21). AGei ~ streamsBob can see is no greater than its total number of
CN(0,1) represents the Gaussian error channel matriges. rec_:eive antennz_;\s. Concluding, a total of two precodingorect
denotes the distance froadice or Bob With the same channel Pairs can be picked from C2, and as such an S.D.o.F. of 2
model as in[(Tll), we model the channel uncertainty of tan be achieved [30],_[31]. Based on Fig. 9 one can see that

e . )
channelsHy;, i = a,b,e. We construct the precoding matrixtN® Proposed scheme, i.ev, = 2, Nj = 5, and that with
pair (V,, V) with the estimated channels. N{ =4, NJ =3, provide the same secrecy rate performance

In Fig. 9, we plot the achievable secrecy rate with respe\@{‘en the channel estimates are perfect. Moreover, when the

to the channel uncertainty Hy;, i — a, b, e, for the proposed channel estimates are noisy, i.e.> 0, the proposed scheme
antenna allocation scheme. i.ev: _ 2’ N' = 5 outperforms the other one, since the achievable secreey rat
E . 5b - ] b — .

be observed that the achievable secrecy rate remains nons? the proposed schemg remains unchanged Wh'le. that, of the
for different channel uncertainties dfi,;. i — a.b,e. This other scheme drops with the increase of uncertainty in the

should be expected, since the constructed precoding maﬁ‘ﬁ?nnemﬂbi’ i = a,b,e. This is because, unlike the proposed

pair consists of two precoding vector pairs from C3, Whossé:heme the formulas of the precoding vector pairs of therothe
formulas only depend on the matricI-JngG andU? & , one are from C2, and as such they depend on the channel

oH
Therefore, the channeH;;, i = a,b,e do not enter in the Ubo Hﬁ’ her hand. in Fig. 9 | be ob d that th
construction of the precoding matrix pair. Indeed, for the O the other hand, in Fig. 9 it can be observed that the

equivalent helper-assisted wiretap channel with the MGnachievable secrecy'rate drops V\_/ith the increase of unngrtai
allocation given byProposition 2 i.e., N, it can be verified " the channel&y,;, i = a, b, e. This should be expected, since

that there are no candidate precoding vector pairs in dE.e benefits brought by the proposed scheme come from the

Therefore, the achievable secrecy rate of proposed Scmemguiccessful _ahgnment of the message and jamming signals at
independent of the channel uncertaintieskbf;, i — a, b, e. Eve To achieve t_hat goal, the exact knowledge of the channels
As illustrated in Fig. 2, for a given fixedV! there may be Gei, i = a,b,¢, IS necessary. As a conclusion, one can see
more than oneV;’s which can achieve the maximum S.D.o.F.[nat the uncertainty in the channdl,;, i = a,b, ¢, is more
Intuitively, those schemes achieving the same S.D.o.Falsan dangerous.

achieve the same secrecy rate performance, which, combined

with the fact that the proposed schemes’s achievable secrec VI. CONCLUSION

rate remains unchanged even when the channel estimatss turWe have analytically addressed the S.D.o.F. maximization
noisy, indicates that the proposed scheme will outperfdren tproblem of a MIMO Gaussian wiretap channel in the presence
others. Next, with simulations we show that advantage of an activeEve Specifically, we have proposed a Full-Duplex
the proposed scheme. Let's take the antenna allocatian, iBobscheme, wherBobdivides the antenna set into two parts,
N{ = 4, N = 3, as an example. Substitutiny; = 4, one devoted to receiving and the other to jamming. Based on



the proposed scheme, we have derived the optimal numhéth the channels t@ob asUgHHba and UgHbe, and the
of transmit/receive antennas Bbb, and determined the max-channels tcEveasUgHGea andUgHGeb, respectively. Since
imum S.D.o.F.,, as a function of the number of antennas &f < N/ and N! < N7, and all the channel matrices are
each terminal. We have further found the worst-case achievaassumed to be full rank, this helper-assisted wiretap atflann
S.D.o.F. for the adverse scenario in whiBlve knows the has effective number of antenndg = N,, Nj, = N{, N; =
transmit strategies and tries to minimize the S.D.o.F. hystd N, — N! and N., = N7 — N!. This completes the proof.

ing its number of transmit/receive antennas. Our analyass h
revealed that a positive S.D.o.F. can be guaranteed as bng a
it holds thatN, > N.. We have also constructed a precoding
matrix pair which achieves the maximum S.D.o.F.. Numerical
results have revealed the advantages of the proposed ypec
transmission scheme over the existing half-duplex schang,
have validated the robustness of the proposed scheme u
realistic scenarios.

APPENDIXB
PROOF OFProposition 2

It can be verified that, for the case 8fum < N5 — Np,
{f& maximum achievable S.D.o.F. equag,,, which is
consistent with [(5); for the case QVsym < Nep — N,
HE" maximum achievable S.D.o.F. equals 0, which is also
consistent with[(5). Thus, in the sequel, we only need toocu

on the case ofVyym > |Ns — Ng,l|, in which
APPENDIX A sum > [Ny = Nep|

PrROOF oFProposition 1
Given an arbitrary poinfV,,V;), with tr{Q,} = P and
tr{Qy} = P. We can respectively rewrit€, and Q, as

ds,p - min{5, Nsuma Ns}v (18)

whereg = | Moo =le=Nenl | 4 (N, — N, )*,

Q. = PQa and Qy, = Pva with tr{Qa} = tr{Qb} =L

Correspondingly[(3a) can be rewritten as

Ry =12 -1}, (12)
where
I} 2 log|T + PMH,,Q,H{|, (132)
Ig é 10g|I + PM(beQng + HbaQaHl{{z”a (13b)
, P -
with M = (I + ﬁHbeHﬁ) L
3, 0 U
Let H, HY = [U} UY] 0 o U§H be the
singular value decomposition (SVD), and then
P -
M=UI+ %) 'O+ WU (14)

e

Substituting [(T4) into[{I3a) and(13b), respectively, weaab

log|I + PH,, Q,H/j |
log(P) ’
o log|I + P(H,, QuH}, + Hio Q. HYY)|
log(P) ’
(15b)

1
. b —
Plgrio log(P) P—oo (152)
2
b

li =
P log(P)

P—o00

whereH,;, £

U Hy,, Hyy =
Combining [(1?2

U H,,.
), [(15a) anmﬁb), we arrive at that

log|I + (I + PHyQuH{Y) ™' PHy Q. HJj |
log(P) '

lim Ry

P=oo0 log(P) = Am

o P—o00

(16)

. 0
0O o

UlH
Letting G..G% = [U! UY] uoH

SVD, and applying the same
obtain that

lim Re _ lim
P—oo log(P) T Poo

log|lI + I+ PG QyGE) ' PG..Q.GE,
log(P) '
(17)

whereG., = U G,, andG,, 2 U2 G,,.

Combining [(16) and[(17), one can see that the achievable
S.D.o.F. is equal to that of a helper-assisted wiretap aflann

According to Theorem 1of [30] or equation (36) of[31],
the maximum achievable S.D.o.F. for such a helper-assisted
wiretap channel is

g(Nh) = min{dczl(Nh) + dZZQ(Nh), Nd, NS}, (19)
where
de=1(Np) £ (Ng = Nep) ™+ s1(Nn), (20a)

di_o(Np) = min{sz(Ny), [ (Na — de=1(Nn))"/2]}, (20b)
with
$1(Na) £ (min{ Ny, Nop} + min{(Ny — Na)*, Nep} — Nep)*,
s2(Np) = (min{ Ny, Nept + min{ Ny, Nep} — Nep) T — s1(Ng).

A

In the following, we will consider two distinct cases, i.the
case of Ny < N, and the case oN, > N,,. For each case
we first give a specific value aN,, denoted byN,, which
satisfiesg(Ny,) = ds ,. We then prove that for ani;, # N,
it holds thatg(Ny,) < ds . In this way, we complete the proof
of Proposition 2

A. For the case ofV, < N,

Nsum_ Ns_Ne
It holds thaté = | | le_
; Nsum_ Ns _Ne .
Let Ny =2| |3 p|J+z, and
; Nsum_ Ns _Ne
Ny = R 2N = Nerly v, - N, 20)

3
wherei £ Ny, — 3N,4. By definitioni € {0,1,2}.

l lEl?e the
erivations frdﬁ]e(12 (16), W& 1 Whens > N,

In this subcase, it can be verified that,,, > N,. Thus,
(@8) becomes

ds,p = Ns- (22)
On the other hand, sinc¥), > Nep, (20d) becomes
de—y(Np) = Nq. (23)



Substituting [[2B) into[{19) and combined with the fact that

min{ Ny, N,} = N,, we arrive atg(N},) = N,. Besides, by
(19) the inequalityy(Ny) < N, always holds true. Therefore,
the maximum value o§(N;,) over N, is

(@)

g(Nh):Ns S,p9

where (a) comes from the equality in_{22).
A. 2 When) < N,

In this subcase, it can be verified tlak Ng,.,,. Thus, [I8)

becomes
dsp =90. (24)

On the other hand, sinc¥, < N, and N}, — Ny < N,, —
N,, (20a) and[(20b) respectively becomes

de=1(Np,) = 0,
di_y(Nn) = 6.

(25)
(26)

Substituting [(2b) and[(26) intd (1L9) and combined with th

fact thatmin{d, Ny, N} = 6, we obtain
o) =62, (27)

where (a) comes from the equality in{24).
Next, we will prove that for any otheY;,, # N, it holds that

Here, since < 2 andk > 1, it holds true that — 2k +

[3 — ZJ <0, and as a result, (a) holds true; (b) comes
from the equality in[(Z4).

For the case ofVy +i < 2k < 2(Ny; + 1), (28)
becomesd._;(Ny,) 0. In addition, by [(20b), it
holds thatd;_,(N;) < | Ng4/2], which, combined with
Ny = Ng+k < 2Ny4+1, indicates thatl’_,(Ny,) < Ny.
Therefore,

2)

g(Np) < di_y(Np) < Ny = ds .

3) Forthe case df > N;+2, (28) becomed.—; (N,) = 0.

Therefore,

9(Np) < di_o(Np) < s2(Np)
= min{N,, Ns + N, — N¢p }
<2Ng+i—k<Ng+i—2
< Ny = ds .

Based on the above two subcases, ike.1l andA. 2, one
&an see that for the case ot < N, the maximum value of
g(Ny) over Ny, is g(Ny) = g(Ni,) = dsp. It is worth noting
that, although bothV,, and N;, can achieve the maximum
S.D.o.F., as it can be observed in Section V, for the helper-
assisted wiretap channel with the antenna allocation gisen
Ny, the formulas of the candidate precoding vector pairs are

g(Np) < dsp, thus completing the proof that the maximunndependent of the channel matricesBob. Therefore, when

value of g(N,) over N, is g(Nh) = d, . To achieve that

P, and

[Ns —

3

sum

goal, we introducelVy = |

Nsum - |Ns -
3

Ny =2|

N, .
oy 4 it (N, — V).

With similar derivations from[{22) td (27) it can be verified

that g(Ny,) = ds, = g(Np). In the remaining text of this
subsection, we will show that for any oth®&¥, £ N}, it holds
that g(Nn) < ds p. _ _
i) For any N;, > N, it holds thatNy; < Ny. In addition,
by (19) it holds thaty(Ny,) < Ny4. Therefore,
g(Nh) < Nd = dsyp.
ii) For any N;, < Ny, sayN, = Nj, — k with k£ > 1, i.e.,

Np=2Ng+i+ (Nep — Ng) — k
Ng= Ny+k.
Thus, Ny, — Ng = Ny + (Nep — Ng) + i — 2k < N, which,
together with [(20a), gives
de=1(Np) = (Ng+1i—2k)7. (28)
1) For the case otk < Ny+i, (28) becomes.—;(Ny) =
Ng + i — 2k,kwhjch, combined with [(20b), gives
d*_y(Np) < L3 —'|. Therefore,

3

9(Ni) < de=1(Np) + d;_5(Np)
—i,

the channel estimates are noisy the proposed scheme with
N;, = Nj, outperforms that scheme with;, = N}, in terms
of the achievable secrecy rate.

B. For the case ofV; > N,

Nsum - Ns - Ne
It holds thaty = | | vl

3
Nsum - |Ns - Nepl
3
Nsum_

J + (Ns _Nep)-

Let Nd = 2\_

|+ 7+ (Ns — Ngp), and
|Ns _Nep|J
3 )

wherej £ Ny, — 3N} By definition, j € {0,1,2}. Besides,
since N, < Ny, it holds that

N = (29)

de=1(Np) = Ny — N,p. (30)

B. 1 WhenN;, > N,
In this subcase, it can be verified that < § and N, <
Nsum- Thus, [I8) becomes

dsp = Ns. (31)

On the other hand, sincs;, > N,,, it holds that
s9(Np) = Nep. (32)
Substituting [(3D) and(32) intd_(119) yieldg N;) = N.. In

addition, by [19) the inequality(N,) < N, always holds
true. Therefore, the maximum value @fN;,) over N;, is
(a)

= ds,p7

g(Nh) = Ns



where (a) comes from the equality in {31).

B. 2 WhenN;, < N,
In this subcase, it can be verified thatl N, andd < Ngum.
Thus, [I8) becomes

dsp =0 = Nj + (Ny — Nep). (33)

On the other handy; < N, combined with [(20b), gives
di_o(Ny) = Ny (34)

Substituting [(3D) and (34) int¢_(1L9) yields

(a)

= ds,pa

Q(Nh) = Nh + (N5 — Nep)

where (a) comes from the equality in {33). X
In the sequel, we will prove that for any othéf, # Ny,

it holds thatg(Ny,) < d, ,, thus completing the proof of that

the maximum value af(N,) over N, is g(Np) = ds .
i) For any Nj, < Ny, it holds thatd.—1(Ny) = N5 — Nep

andd’_,(N;,) = Nj, < Ny,. Therefore,
9(Nn) < de=1(Nn) + d7—s(Nn) < ds p. (35)

i) For any N;, satisfying N, > N, and N}, < N, it holds
thatd.—1(Ny) = Ny — Ne,. Based on[(20b) it holds that
di_o(Np) < [(Na — de=1(Np)) " /2]
< [(Ng =1 = de=1(Nn)) " /2]
=Np+[(j—1)/2],

which, combined with the factj < 2, indicates that,

d*_,(Ny) < Nj,. Therefore, the inequalities i (35) also hold

true.

i)y For any N}, satisfying/N;, > Ny, andNj, > N4, we will
first give a specific value a¥;,, denoted byV;,, which satisfies
g(Np) < ds,,,. We then prove that for any othéy;, # N, it
holds thatg(N;,) < g(Ny). In this way, we finish the proof
thatg(Nh) < ds,P'

Note that sinceNgum = Nj + Ng > 2Ny, for the case
of Ngum < 2(Ns — Ngp) it holds thatN; < (Ng — Ngp),
which, combined withg(N,) < Ny, indicates thay(N,) <

Ny — Nep < ds p. Therefore, in the following arguments we

only need to focus on the case &fum > 2(N; — Nep).
Nsum - 2|Ns - Nepl

10

On comparing[(33) and(B7), one can see that
Q(Nh) S dsp- (38)
On the other hand, for any,, < Ny, say N, = Ny — k,
k>1, it holds thatNy; = N4y + k. Thus,N;, — Ny = N, —
Ny — 2k < N, which together with[(20a), indicates that
Nsum - 2|Ns -

N
3 p|J+T—2I€

dc:l(Nh) - (Ns - Nep) + L
(a)

g(Nh) + 7 =2k,

where (a) is due td (37). In addition, by (20b) we have

3k — TJ
51

3k—T
2

di—y(Nn) < [(Na — de=1 (V) /2] < |

Sincer < 2 andk > 1, it holds thatr — 2k + |
Therefore,

] <o.

9(Nn) < de=1(Np) + di_y(Np) < g(Np). (39)
Moreover, for anyN;, > N, it holds that
g(Nh) < Ng < Nd = g(Nh). (40)

Combining [39) with [(4D), one can see that for any other
N, # N, satisfying N, > Nj, and N, > Ny, it holds that
g(Ny) < g(Ny), which, combined with[{38), indicates that
g(Np) < dsp. This completes the proof.

APPENDIXC
PrROOF OFTheorem 1

In the sequel, we will consider three distinct cases.
1) For the case ofN! > NI, Eve cannot see any
interference-free subspaces, and so the maximum

achievable S.D.o.F. is equal tgim le

—o0 10g

maximum value over the input covariance matrices is
min{(N, — N))*, N,}. In that case, there is no need
for Bob to transmit jamming signals to reduce the
interference-free subspace thHate can see, and so we
setN{™ = 0.

For the case ofV! < N7 and N! > N, the maximum
achievable S.D.o.F. is zero sind&ob already cannot
see any interference-free subspaces. In that case, the
achievable S.D.o.F. will be zero evenBiob transmits
jamming signals, and so we sM,f* =0.

, whose

2)

Let Ny = [ 3 ] + (Ns — Nep), and 3) For the case ofV! < NI and N! < N, no positive
S.D.o.F. can be achieved %, < N!, and thus, in

N, — 2LNsum —2|N; — Nep|J +7+4 (N, - N.p), (36) order to maximize the achievable S.D.oBgb should
3 choose a value olV; such thatVy > N!. In that case,

N Nsum — 2(Ns — Ngp) and by Proposition 1 one can see that the maximum
whereT = Noum — 3L J = 2(Ns = Nep)- achievable S.D.o.F. is equal to that of a helper-assisted
By definition, it holds thatr € {307 1,2}. wiretap channel with number of antenndg = N,,

Substituting [(3B) into[{20a), we arrive at N, = N}, N; = N — N!, Nyym = Ny — N!
_ _ Neum — 2|Ns — Ny, and N, = N/ — N!. Substituting these values into
de=1(Np) = Ns — Nep + min{| 3 J+7,Nep},  Proposition 2 we arrive at we arrive at the expression
. . . . of le*, i.e., N, and also the maximum achievable
which, combined with[{1]9), gives S.D.0.F., i.e.min{n, Ny — N*, N, }.
- - Nsum — 2|Ns — Neyp| Concluding the above three cases, one can obtain the
Np) =Ny = P Ng — Ngp). . * o
9(Nn) a=1 3 I+« ») expressions ofl, ,(N!) and N}™, as given in[(6) and{7),
37) respectively. This completes the proof.
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APPENDIXD
ProOOF oFTheorem 2

Besides, it holds thaV, — N! < N, — N.+2N!, which,
combined witl2N! < N., indicates thatV,— N! < N,.

We should note that for the case &f. > N,, the best Thus, [41) becomes

choice forEveis to allocatelN, antennas to transmit; for that
case no positive S.D.o.F. can be achieved. In what folloves, w
only need to study the nontrivial case df < N,. Concluding the above three cases, one can see that
From [8), one can see that the achievable S.D.o.F. for .

the case ofNI < N! is no greater than that of the other "= (42)
case. Therefore, to make sure that the achievable S.D=.F. i
minimized, Eve would always choose the value &f! such
that N! < N7; for that case

ms(N!) = N, — N°.

min{mq(N?), ma(N?), m3(N!)}.

= min
0<NI<N,
In the sequel, we will consider three distinct cases, accord

ing to whetherm;(N}), i = 1,2, 3, is feasible. For example,

for the case ofN, < N,, mi(N}) is infeasible, since by

ds,o(Ng) = min{n, Ny — N, N}, (41)  definition it rangesV! <

% < 0 which is unavailable.

, Ny—N!—|Na—NI+NI)F r
with 7 £ | KN —INe D™ | 4+ (N, — NT + NbH)*.
Looking into the expression of, we get two thresholds

. N, — N, Ny+ N, — N, _. .
of N7, i.e., and —2 + 3 . SinceN, < Ny, it
Ne_Na Nb"’Ne_Na

N,

A Whenmax{%,f\fa} < Ne < Ny

Nb"'Ne_Na

It holds that e Ve > 0 and

holds that . In order to simply the ST ]
. oo . . . which indicates that bothn; (N?!) andms(N!) are feasible.
expression ofls . (/N?), in the following we will consider three Moreover € €

distinct cases, which are obtained by those two thresholds.

< Ne,

Ne_Na . . . N"'Na_Ne
1) For the case oN! < —<——2 it holds that min _ my(N!) = my(0) = min{| 22| N,},
e 2 Nt<NeNa 3
N, + N, — N, + N* Ny — Nt + N, + N, min m3(N!) = mgz(N.) = Ny — N.
=T 3 ey < J;; Te) ettt (fe) =)
(a) A A _
t S to mo(NN}), it is feasible only for the case of
< N, — N, N.— N, Ny+N.— N, . .
|Ze ey < 2T e 7 e g which
where (a) comes from the fact that 2 3
¢ + . Nt _ Ne - Na - 5
Ny + N, < 2(Ne - Ne) < 2(Nb - Ne)' Ne—Ng <Nr{1ian+NefNa m2( e) - mQ(f + 1)
2 —"e—= 3
Ny+ N, — N, Ny, — N, —
Thus, [41) becomes — min{| b+ X | ’ 3 1N
+ . Nb + Na - Ne + Net
m1(Ng) = min{| 3 Js Na}. Here,£ = 1 if N, — N, is odd and otherwisé = 0.
N NoAN.—N SinceN, < N, < N,, it holds that
e — 1Va b e — 1iVa .
2) For the case otNT < N! < ——5 it Ny — N, + N, N, + N, — N, 2(N. = N,)
holds that ] J=1 I-1 I
3 3 3
n= ij + N, — N. + N°. In addition, it can be verified thate=Nett 1 < | 20Ne=Na) |,
3 Therefore, we haven; (0) < ma(fe=Fe=% 4 1).
In addition. due taV! < Np+ Ne — N, it holds that Combining [42) with }Ce a]l:{]ove discussions, one can see
‘ 3 that for the case Oﬁlax{%, Ny} < N < Ny,
Ny + N, — N,
t e a
R 45 = mingm, (0), ms(N.))
Ny + N, — N, Ny + Ny — N,
$2N§<Nb+Ne—Na—L%J :min{\_%LNb—NeaNa}-
Ny + N, — N,
L%J +N,—N.+N!< N, — N
Ny — N, .
Thus, [@1) becomes B. WhenT < N, < min{Np, N, }
Na - Na N Ne - Na
mg(Né) — min{LNb +]\:;€ — NGJ + N, — N, -I-N;,Na}. It holds that ——— < 0 and b+— < N,
which indicates thatmg(N!) is feasible andm;(N}) is
Ny + N — N, . i i
3) For the case ofV! > b+—, it holds that infeasible. Moreover,

n =N, — N. +2N".

mg(Nt

min K

Np+Ne—Na
3

) =ms(N.) = N — N..

N>



mao(N!) is feasible only for the case df, — N, + N. > 0,
in which case it holds that

(6]

(7]

. t
Nt> 15?41%3571\1& mQ(Ne) o mQ(O)

Ny + N. — N,
:min{[%J + No— No, Ny — N.}. (8]

Combining [42) with the above discussions, we have thg)
following conclusions:
— N,
1) For the case OL < N. < min{Ny, N,} and [10]
N, — N, + N, > 0, it holds that
Ny+ N, — N,
3

[11]
d?g:mlnﬂ_ J+NG_N61NZ)_N6}-

2) For the case ofte—Na < N. < min{N;, N,} and [12]

N, — N, + N, <0, It holds that
13
dy = Np — Ne. 3]

[14]
Ny — N,
C. WhenN, < min{bT,Nb}

_ [15]
It holds thatM > N,, which indicates that
mg(N?) is infeasible, andny(N?) is feasible.
ma (NY) is feasible only for the case df, > N,, in which
case it holds that

[16]

[17]
Ne - Na _5

5 +1)}

dys, = min{m;(0), ma(

b
YN

a [18]
(:) ma (0)

— Ny — [19]
Nef]“ +1). (b) is
| > N,, which is due to

where (a) is due ton;(0) < mof

Ny + N, — Ng
due to the fact thatH_— [20]
2N, < N, — N, and N, > N,.

Also, for the case ofV, < N,, we have
[21]
dgq = m2(0)
Ny + N, — N,
3

[22]

= min{| ]+ Ng — Ne, No}

=N,.

N [23]

Concluding, for the case aV, < min{b,Nb}, it

holds thatd}, = N,. This completes the proof. [24]
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