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Abstract—In this paper, we study the simultaneous wireless
information and power transfer (SWIPT) in downlink multius er
orthogonal frequency-division multiple access (OFDMA) systems,
where each user applies power splitting scheme to coordinate the
energy harvesting and secrecy information decoding processes.
Assuming equal power allocation across subcarriers, we formu-
late the problem to maximize the aggregate harvested power of all
users while satisfying secrecy rate requirement of individual user
by joint subcarrier allocation and optimal power splitting ratio
selection. Due to the NP-hardness of the problem, we propose
two suboptimal algorithms to solve the problem in the dual
domain. The first one is an iterative algorithm that optimizes
subcarrier allocation and power splitting in an alternating way.
The second algorithm is based on a two-step approach that solves
the subcarrier allocation and power splitting sequentially. The
numerical results show that the proposed methods outperform
conventional methods. It is also shown that the iterative algorithm
performs close to the upper bound and the step-wise algorithm
provides good tradeoffs between performance and complexity.

Index Terms—Physical-layer security, simultaneous wireless
information and power transfer (SWIPT), energy harvesting,
orthogonal frequency-division multiple access (OFDMA).

I. I NTRODUCTION

Orthogonal frequency division multiplexing access
(OFDMA) gains its popularity and has become a leading
multiple access candidate scheme for beyond fourth/fifth
generation (4G/5G) wireless systems, due to its flexibility
in resource allocation and robustness against multipath
fading. It enables efficient transmission of various data traffic
by optimizing power, subcarrier, and bit allocation among
different users.

Due to the broadcasting nature of wireless channels, secu-
rity is a crucial issue in designing wireless communication
systems. As a traditional method, cryptography encryption
dominates the upper layers mainly by increasing the complex-
ity has been introduced in every layer but physical layer in
the standard five-layered protocol stack. Thus physical-layer
security is an important complement to the other security
approaches.

A great deal of studies have been devoted to the
information-theoretic physical-layer security [1]–[9].For ex-
ample, in [4], [5], resource allocation for physical-layerse-
curity considerations was studied for multicarrier systems. In
[6], artificial noise was considered for physical-layer security.
However, the artificial noise based methods for physical-layer
security mainly lie on the spatial degrees of freedom offered
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by multiple antennas to degrade the channel of the eaves-
droppers. Alternatively, simultaneous wireless information and
power transfer (SWIPT) also becomes an important solution
to improve the energy utilization for wireless networks by
prolonging the lifetime of wireless nodes and draws a great
deal of research interests [10]–[13]. Energy harvesting wireless
networks are potentially able to gain energy from the wireless
environments. The prior work [10] studied the performance
of SWIPT in the receiver that can decode information and
harvest energy for the same received signal, which may be
not realizable however. Two practical schemes, so-called time
switching and power splitting, were proposed in [11], [12] as
practical designs. With time switching applied at a receiver,
the received signal is either processed for energy harvesting or
for information decoding. When the power splitting is applied
at the receiver, the received signal can be split into two streams
with one stream processed by the energy receiver and the other
processed by the information receiver. The authors studied
the flat-fading channel variations in SWIPT in [13], where
dynamic power splitting was applied in the systems. Two
SWIPT schemes in OFDMA with different configurations and
corresponding resource allocation problems were studied in
[14].

A handful of works have studied SWIPT for physical-
layer security, usually considering some receivers decode
confidential information and the rest receivers harvest energy
(also known as theseparated receiver model) [15]–[17].
These works are mainly motivated by the dual use of the
artificial noise, i.e., artificial noise is used to interferewith the
eavesdropper for secrecy information receivers and acts asthe
source of energy harvesting for energy receivers. Such method
is efficient for the separated receivers, however not for the
co-located receivers where the receivers can simultaneously
receive secrecy information and harvesting energy. Greatly
different from the existing solutions for physical-layer security
(such as artificial noise and beamforming), we consider aco-
located SWIPT system by using power splitting scheme which
is an “SWIPT” way against eavesdropping in an OFDMA
system. Specifically, if subcarriers are preferable to transmit
secrecy information, the user may split more received power
for information decoding and, on the contrary, if subcarriers
are easily eavesdropped, the user splits more received power
for energy harvesting, which helps the systems to fully utilize
both spectrum and energy of the easily eavesdropped subcar-
riers that are traditionally difficult to utilize.

One challenge is that power splitting should be per-
formed before OFDM demodulation in practical OFDMA-
based SWIPT systems. Thus each user should split the power
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of all received information on all subcarriers at a same ratio
instead of dynamic ratio. The complexity of designing power
splitting ratio on all subcarriers with the same ratio is much
greater than that of splitting on each subcarrier with dynamic
ratio, because in the former case, the power splitting ratioof
each user couples all subcarriers in the rate expression.

In this study, we consider the secrecy-rate required downlink
multiuser OFDMA networks, where all users apply power
splitting scheme (of a same power splitting ratio at all subcarri-
ers) to coordinate energy harvesting and information decoding
processes. By assuming equal power allocation at subcarriers,
our goal is to maximize the aggregate harvested power of all
users while satisfying the secrecy rate constraint of each user
by jointly optimizing the subcarrier allocation and designing
the power splitting ratio.

We formulate the problem with power splitting applied
at each receiver for practical application (P-PA) as a mixed
integer programming problem and NP-hard. Since the optimal
solution is difficult to obtain, we introduce two suboptimal
algorithms with polynomial time complexity. We first propose
an efficient iterative algorithm to find the power splitting ratio
and subcarrier allocation in an alternating way. To further
reduce the complexity, we also propose a two-step algorithm
that first obtains the optimal subcarrier allocation policyand
then solves the optimal power splitting ratio. It is shown to
tradeoff the complexity and performance. Numerical results
show that the proposed iterative algorithms perform close to
the performance upper bound and both proposed algorithms
outperform the heuristic methods.

The rest of this paper is organized as follows. In Section II,
we formulate the problem. In Section III, we propose two so-
lutions. We study the case of statistical CSI of eavesdropper in
Section IV. In Section V, the performance of the two schemes
are evaluated via numerical results. Finally, we conclude with
a brief summary of our results in Section VI.

II. SYSTEM MODEL AND PROBLEMS FORMULATION

In this paper, we consider a downlink OFDMA network,
which consists of one base station (BS) with one antenna,
K mobile single-antenna users, overN subcarriers and one
single-antenna eavesdropper attempting to wiretap informa-
tion from all subcarriers. It is trivial to extend to the non-
cooperative multi-eavesdropper scenario, since the overall
eavesdropped rate is the maximum rate of the multiple non-
cooperative eavesdroppers. Thus the proposed algorithms are
also applicable if we select the best eavesdropper link among
multiple eavesdroppers on each subcarrier, i.e., the eavesdrop-
per with the highest decodable information rate. Each user
communicates with BS and demands a secrecy rate that is no
lower than a constantCk ≥ 0, for all 1 ≤ k ≤ K. Here we
assume that equal power allocation is performed by the BS
over all subcarriers for simplicity. This is reasonable since the
gain brought by power adaption is limited in OFDMA systems
[18]–[22]. Each receiver is considered to split the received
signal into two signal streams, with one stream to the energy
receiver and the other one to information receiver.

The considered OFDMA-based SWIPT method for
physical-layer security can be applied in various scenarios,

such as a home internet-of-things. In the considered example,
the wireless devices such as phones and tablets are simultane-
ously receiving confidential information and harvesting energy
from the wireless access point (like Wi-Fi or femtocells). The
wireless access point uses OFDMA to transmit signals (it
is supportable in many standards). However, the neighbours
in/around the building attempt to eavesdrop the secrecy infor-
mation.

We assume that all users are legitimate users and they have
their own data transmission with the BS so that the BS can
obtain full channel state information (CSI) of users. Lethk,n

denote the channel gain of userk on subcarriern, and βn

denote the channel gain of the eavesdropper on subcarriern.
We also assume that eachβn is independent and identically
distributed (i.i.d.) Rayleigh fading channel.

Let pn represent the fixed and equal power allocated on
subcarriern. The received signal at userk is processed by
a power splitter, where we assume a ratioρk of power is
split to energy receiver and the remaining1− ρk of power is
split into the information receiver for OFDM demodulation.
We have 0 ≤ ρk ≤ 1, ∀k. Note that power splitting is
performed in analog domain before the digital domain where
OFDM demodulation is processed. Thus, due to this hardware
limitation, each user has to harvest the received signal with a
same power splitting ratio on all subcarriers.

With the full CSI of eavesdropper known to the BS, the
achievable secrecy rate at subcarriern of userk is given by
[1]

rsk,n =(rk,n − re,n)
+

=

[

log2

(

1 +
(1− ρk) pnhk,n

σ2

)

− log2

(

1 +
pnβn

σ2

)]+

,

(1)

where [·]+ = max{·, 0}, σ2, rk,n and re,n are the power of
additive white Gaussian noise, the achievable informationrate
of user k and the eavesdropper, respectively. Note that the
full CSI of eavesdropper case is practically valid in following
scenarios: (i) the eavesdropper is active in the network so
that the BS can monitor its behavior and obtain its CSI; (ii)
interestingly, as stated in [23], even an passive eavesdropper’s
CSI can be obtained through its local oscillator power inadver-
tently leaked from the receiver RF front end using the methods
in [24], [25]; (iii) the legitimate users and the eavesdropper
belong to different networks in today’s heterogeneous network,
then the BS can coordinate with the eavesdropper’s serving
network to obtain the CSI, since the eavesdropper is the
legitimate user of different network or service. This is referred
to as coordinated multi-point (CoMP) transmission in 3GPP
LTE-A. The assumption is widely adopted in the physical-
layer security literature (e.g., [23], [26]–[29]).

The secrecy rate of userk is given by

rsk =

N
∑

n=1

xk,nr
s
k,n, (2)

where we letxk,n denote the binary subcarrier allocation
variable, withxk,n = 1 indicating that subcarriern is assigned
to userk andxk,n = 0 otherwise. Note that if

∑K
k=1 xk,n = 0
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for any subcarriern, i.e., such subcarrier is not assigned to any
user, then it is used to transmit power to users only.

With the conversion efficiency of the energy harvesting
process at each receiver denotes as0 < ζ < 1, the harvested
power of userk is thus given by

Ek = ζρk

N
∑

n=1

pnhk,n. (3)

The goal of the considered problem is to find the optimal
subcarrier allocation and power splitting ratio to maximize
the total harvested power (for the purpose of uplink trans-
mission for example) while satisfying the individual secrecy
rate requirement for each user. This practical application
optimization problem can thus be expressed as

(P− PA) : max
{X,ρ}

ζ

K
∑

k=1

ρk

N
∑

n=1

pnhk,n (4)

s.t.

K
∑

k=1

xk,n ≤ 1, ∀n (5)

xk,n ∈ {0, 1} , ∀k, n (6)

0 ≤ ρk ≤ 1, ∀k (7)
N
∑

n=1

xk,nr
s
k,n ≥ Ck, ∀k (8)

whereX , {xk,n} andρ , {ρk}. The constraints in (5) and
(6) enforce that each subcarrier can only be used by one user
to avoid the multi-user interference.

III. PROPOSEDALGORITHMS

The formulated (P-PA) is nonconvex due to the binary
subcarrier variablexk,n, finding the optimal solution is usually
prohibitively due to the complexity. However, according to
[30], the duality gap becomes zero in multicarrier systems as
the number of subcarriers goes to large and the time-sharing
condition is satisfied. Thus the optimal solution of a nonconvex
resource allocation problem in multicarrier systems can be
obtained in the dual domain.

Nevertheless, as we will discuss later, the traditional La-
grangian decomposition cannot be directly employed to de-
compose the problem into parallel subproblems with each
subproblem corresponding to one subcarrier. This is because
the power splitting ratioρk appears in the rate expression
and couples the subcarrier assignment variables. As a result,
solving (P-PA) is nontrivial though the dual method is used in
this paper. In this section, we propose two efficient suboptimal
algorithms.

A. Iterative Algorithm

We defineT as all sets of possibleX that satisfy (5) and
(6), R as all sets of possibleρ that satisfy0 ≤ ρk ≤ 1.

The Lagrangian function for (P-PA) is given by

L(ρ,X,µ)

=

K
∑

k=1

ζρk

N
∑

n=1

pnhk,n +

K
∑

k=1

µk

(

N
∑

n=1

xk,nr
s
k,n − Ck

)

=

K
∑

k=1

N
∑

n=1

(

ζρkpnhk,n + xk,nµkr
s
k,n

)

−

K
∑

k=1

µkCk, (9)

whereµ = [µ1, µ2, ..., µk]
T are the Lagrange multipliers. The

dual function is then defined as

g(µ) = max
X∈T ,ρ∈R

L(ρ,X,µ). (10)

The dual problem is thus given byminµ g(µ). For the max-
imization problem in (10), the Lagrangian function cannot be
decomposed intoN subproblems, because the power splitting
ratio ρk has to be computed considering all subcarriers that
are assigned to userk, instead of one specific subcarrier.

Thus, for given dual variablesµ, we can obtain a subop-
timal solution by iteratively optimizingX with fixed ρ, and
optimizingρ with fixedX. The process is repeated until both
X andρ converge, which is known as the block coordinate
descent (BCD) method [31].

To solve X with fixed ρ, suppose that subcarriern is
assigned to userk, we have

L =

N
∑

n=1

Ln −

K
∑

k=1

µkCk, (11)

where

Ln = ζpn

K
∑

k=1

ρkhk,n + µkr
s
k,n. (12)

Thus, the subproblem is given by

max
Xn∈T

Ln(ρ,Xn,µ) (13)

which can be solved independently. By maximizing eachLn,
the optimalX can be obtained as

x∗
k,n =

{

1, if k = k∗ = argmaxk Ln

0, otherwise.
(14)

To solveρ with givenX, the problem can be decomposed
into K subproblems with each corresponding to one user
since eachρk is fixed in this process, which can be solved
independently. The subproblem at userk is given by

max
ρk∈R

Lk(ρk) =

N
∑

n=1

(

ζρkpnhk,n + xk,nµkr
s
k,n

)

, (15)

and we have

L =

K
∑

k=1

Lk −

K
∑

k=1

µkCk. (16)

Applying the Karush-Kuhn-Tucker (KKT) conditions, we have
eachρ∗k has to satisfy

∂Lk

∂ρk
=

N
∑

n=1

[

ζpnhk,n −
µkxk,nhk,npn

ln 2 (hk,npn (1− ρk) + σ2)

]

= 0.

(17)
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Algorithm 1 Proposed Iterative Algorithm for (P-PA)
1: initialize ρ andµ.
2: repeat
3: repeat
4: Solve assignment variablesX according to (14) and

computeL according to (9).
5: for each userk do
6: initialize ρUB

k = 1 andρLB
k = 0.

7: repeat
8: Setρk = 1

2

(

ρUB
k + ρLB

k

)

.
9: Compute∂Lk

∂ρk
according to (17).

10: if ∂Lk

∂ρk
> 0 then

11: SetρLB
k = ρk.

12: else
13: SetρUB

k = ρk.
14: end if
15: until

∣

∣

∣

∂Lk

∂ρk

∣

∣

∣
< ε, whereε is a very small constant

for controlling accuracy.
16: end for
17: until Lagrangian function converges.
18: Updateµ by (19) according to the ellipsoid method.
19: until µ converge.

Unfortunately, there is no closed-form expression for the
optimalρ∗k. However, sinceLk is a concave function ofρk, and
∂Lk

∂ρk
monotonically decreases asρk increases, we can adopt

the bisection search method to solveρ∗k over 0 ≤ ρk ≤ 1.
Nevertheless, an asymptotic solution can be obtained by

considering a high received signal-to-noise (SNR) scenario,
i.e., σ2 → 0. We have

1− ρk =
µk

ζ ln 2

∑N
n=1 xk,n

∑N
n=1 pnhk,n

. (18)

In (18), µk

ζ ln 2 is a constant in each iteration,
∑N

n=1 pnhk,n is
user k’s total received power which is also a constant, and
∑N

n=1 xk,n is the number of subcarriers allocated to userk.
Thus, we can conclude that1 − ρk, the ratio of the power
splitting into userk’s information receiver, is proportional to
the number of subcarriers allocated to this user in high SNR
scenario.

With the fixedρ, the optimalX∗ can be obtained by (14).
The optimal value of the objective function can be increasedby
optimizingX via (17). Then, with the fixedX∗, the optimal
ρ∗ can be obtained. Thus, the above process can be iterated
until the optimal value of the objective function ceases to
increase.

Finally, according to [32], the dual function in (10) is always
convex. By simultaneously updatingµ, we can solve this
problem by the subgradient method. The dual variablesµ are
updated in parallel as

µ
(t+1)
k =

[

µ
(t)
k + αk

(

Ck −

N
∑

n=1

xk,nr
s
k,n

)]+

, ∀k. (19)

The above iterative algorithm to solve (P-PA) is summarized
in Algorithm 1. For this algorithm, the complexity mainly lies

in step 19). As eachρk is obtained individually by the bisec-
tion search, the complexity of steps 6)-15) isO(K). Hence,
The complexity of steps 4)-16) is given byO(K+KN). Next,
the complexity of subgradient updates is polynomial inK [32].
The overall complexity is given byO(Kq+1+Kq+1N), where
q is a constant and equal to2 for the ellipsoid method.

B. Step-Wise Algorithm

Since the complexity of the above algorithm becomes
unfavorable for practical application with the increase ofK
and N , we also propose a simpler suboptimal algorithm in
this subsection.

To begin with, we first formulate a problem by assuming
that the power splitting can be designed differently on each
subcarrier at each receiver. In this case,ρk is extended toρk,n,
denoting the power splitting ratio on subcarriern at userk.
Thus, we consider the following optimization problem as

(P−UB) : max
{X,ρ}

ζ
K
∑

k=1

N
∑

n=1

ρk,npnhk,n (20)

s.t.

K
∑

k=1

xk,n ≤ 1, ∀n (21)

xk,n ∈ {0, 1} , ∀k, n (22)

0 ≤ ρk,n ≤ 1, ∀k, n (23)
N
∑

n=1

xk,nr
s
k,n ≥ Ck, ∀k, (24)

whererk,n given in (1) is replaced by

rk,n = log2

(

1 +
(1− ρk,n)pnhk,n

σ2

)

. (25)

The optimal solution to this problem is given in Appendix
A. As we have discussed in Section II, (P-UB) is hard
implemented in currently practical receiver circuits. However,
it gives a performance upper bound for the comparison purpose
in simulation. Moreover, since (P-UB) can be directly decom-
posed into several subproblems (details in Appendix A), its
solutions also provide useful insights to design the step-wise
algorithm due to its low complexity.

This step-wise algorithm is executed by two stages. The
first stage is to seek the optimal subcarrier allocation policy
X∗ and the second stage is to find the optimal power splitting
ratio ρ∗. The two stages are separable instead of correlative
as in the proposed iterative algorithm.

The main idea of this algorithm is to first obtain the
optimal subcarrier allocation variablesX∗ by solving (P-UB),
then select power splitting ratioρ by the bisection search
individually. We first deduce the following theorem.

Theorem 1: The optimal subcarrier allocation variablesX∗

for (P-UB) is also feasible for (P-PA), given the same inputs
(same channel conditions and secrecy rate requirements).

Proof: Please see Appendix B.
As a result, the proposed step-wise algorithm is feasible as

long as the optimal algorithm for (P-UB) is feasible.
Moreover, for each userk, rsk,n is monotonically decreasing

in ρk. Therefore,ρ∗ can be obtained by the bisection search.
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Algorithm 2 Proposed Step-wise Algorithm for (P-PA)

1: ObtainX∗ by solving (P-UB) according to Algorithm 3,
given the same inputs (the same channel conditions and
secrecy rate requirements).

2: for Each userk do
3: initialize ρUB

k = 1 andρLB
k = 0.

4: repeat
5: Setρk = 1

2 (ρ
UB
k + ρLB

k ).
6: Computersk,n according to (1).
7: if rsk > Ck then
8: SetρLB

k = ρk.
9: else

10: SetρUB
k = ρk.

11: end if
12: until |rsk − Ck| < εCk.
13: end for

The above algorithm is summarized in Algorithm 2. Ac-
cording to Appendix A, the complexity of solving (P-UB) is
given by O(KqN). In addition,ρk is obtained individually
by the bisection search, whose complexity isO(K). Conse-
quently, the complexity of the proposed step-wise algorithm
is O(Kq+1N) which is much lower than that of the proposed
iterative algorithm.

IV. CASE OFEAVESDROPPER’ S PARTIAL CSI

In this section, we consider a more practical case where only
statistical CSI of the eavesdropper is known at the BS, i.e.,the
BS only knows the CSI distribution of the eavesdropper. The
CSI distribution of the eavesdropper can be acquired as follows
in practice: assuming that the eavesdropper and legitimate
users are randomly located in the cell (i.e., the eavesdropper
and legitimate users follow the same distribution), then the BS
knows the eavesdroppers CSI distribution if the BS obtains the
legitimate users CSI distribution. Note that this assumption is
widely used in the literature [33]–[37] and more practical than
the previous case of full CSI of the eavesdropper.

The performance metric is the ergodic secrecy rate given by

rsk,n = (rk,n − re,n)
+ (26)

=

{

log2

(

1 +
(1− ρk) pnhk,n

σ2

)

− Eβn

[

log2

(

1 +
pnβn

σ2

)]}+

=

{

log2

(

1 +
(1− ρk) pnhk,n

σ2

)

−
1

ln 2
e1/γ̄e,nE1

(

1

γ̄e,n

)}+

whereγ̄e,n = pn

σ2 E{βn}, andE1(x) =
∫∞

x
e−t

t dt.
Note that in our paperpn is assumed to be fixed, the

eavesdropper information ratere,n in both full and statistical
CSI cases is independent ofρk. Therefore, the analysis of
both cases is similar. That is, with (1) substituted by (26),the
problem (P-PA) for the case of eavesdropper’s statistical CSI
can be solved by Algorithm 1 or 2.

V. NUMERICAL RESULTS

In this section, we present the numerical results to evaluate
the performance of the proposed algorithms. In the simulation
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Fig. 1. AchievableEsum versusC̄ at total transmit power of30 dBm.

setup, we consider an OFDMA network withN = 128 and
K = 8 mobile users who are located in a cell of 10 m with
distance to the BS randomly distributed. The eavesdropper is
placed exact10 m away from the BS station. The small-
scale fading is modeled as i.i.d Rayleigh fading over all
subcarriers. In addition, the power is uniformly allocatedon
each subcarrier, i.e.,pn = Pt/N , wherePt is the total transmit
power of the BS. LetEsum denote the sum power harvested
by all users. For all energy receivers in users’ terminals, it
is assumed thatζ = 0.4. The minimum secrecy ratēC is
assumed to be the same for the all users, i.e.,Ck = C̄, ∀k.
For the information receivers in users’ terminals, the noise
power is assumed to beσ2 = −30 dBm.

For performance comparison, we also introduce two
schemes in simulation as benchmarks. For the first scheme,
denoted as fixed power splitting (FPS), power splitting ratio
ρk = 0.5, ∀k, is fixed for complexity reduction andX∗ is ob-
tained according to (14). For the second scheme, the subcarrier
assignment is fixed (FSA), while eachρk is optimized by the
bisection search according to Algorithm 2. Specifically, each
subcarrier is randomly allocated to one user and then we use
the bisection method to findρ∗ achieving all users’ required
secrecy rate.

We first illustrate the achievable harvested power at different
required secrecy ratēC with total transmit powerPt = 30
dBm for full CSI case in Fig. 1. It is first observed that
for all schemes,Esum decreases with the increase of secrecy
rate requirement̄C. In addition,Esum falls sharply to zero
at C̄ = 3.51 bit/ OFDM symbol. As we have discussed in
Section III-B, the optimalX∗ for (P-UB) can achieve the
same secrecy rate for (P-PA). Therefore, for both the step-
wise algorithm and the upper bound,Esum falls to zero at the
sameC̄, where the maximal secrecy rate of both schemes is
achieved. It is observed that according to the performance of
the upper bound and the iterative algorithm, applying the same
power splitting ratio at each user only incurs a little loss in
terms of the sum harvested power. Moreover, the proposed
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Fig. 2. Power consumption of information receivers versusC̄ at total transmit
power of30 dBm.

step-wise algorithm incurs less than35% average loss in
Esum compared to the iterative algorithm. Now comparing
two proposed algorithms with the benckmarking schemes,
both of them show great advantage over FPS and FSA. In
addition, the maximal achievable secrecy rateC̄ of the FPS
and FSA is achieved at around̄C = 0.45 and 1.5 bit/OFDM
symbol, respectively, which is much smaller than that of the
two proposed algorithms.

Fig. 2 demonstrates power consumption of information
receivers (the sum received power used to satisfy the required
secrecy rates) versus different̄C for full CSI case. We can
observe that with the increase of the required secrecy rate
C̄, more power should be split into the information receivers
for all schemes. Moreover, the proposed step-wise algorithm
merely consumes a little more power than the upper bound
and the iterative algorithm. In addition, the iterative algorithm
performs close to the upper bound. At last, both proposed
algorithms consume much less power than FSA and FPS.

We then illustrate power consumption of information re-
ceivers (the sum received power used to satisfy the required
secrecy rates) versus the total transmit powerPt for full CSI
case in Fig. 3. It is first observed that with the increase of
the transmit powerPt, more power should be split into the
information receivers for all schemes. This is because withthe
increase of the transmit power, the achievable informationrate
of the eavesdropperre,n also increases, therefore more power
should also be split into the information receivers to guarantee
the same secrecy rate. Moreover, the two proposed algorithms
consume much less power than FPS and FSA schemes.

In Fig. 4, we illustrate the relation betweenEsum and
total transmit powerPt with different knowledge of the
eavesdropper’s CSI (full CSI and statistical CSI) atC̄ = 0.5
bit/OFDM symbol. First, it is observed that the upper bound
has the best performance in terms of the sum harvested power.
In addition, all the schemes are only achievable whenPt > 20
dBm and perform very close to each other. Moreover, the
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Fig. 3. Power consumption of information receivers versusPt at C̄ = 0.5

bit/OFDM symbol.
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Fig. 4. AchievableEsum versusPt at C̄ = 0.5 bit/OFDM symbol.

upper bound and two proposed algorithms perform better
with the full eavesdropper’s CSI than only with the statistical
CSI. However, with the increase of the transmit power, each
scheme with the statistical CSI performs close to that with full
CSI, which coincides with the result in [36] that additional
channel information of the eavesdropper can hardly provide
any secrecy rate gain in high SNR region. It is also observed
that the iterative algorithm performs close to the upper bound.

We finally demonstrate the relation betweenδ and Pt in
Fig. 5, whereδ is denoted as the ratio ofEsum of one specific
scheme to that of the upper bound. As it is observed,δ for
proposed iterative algorithm and step-wise algorithm increases
with the increase ofPt, indicating that the two proposed
algorithms perform closer to the upper bound with increase
of the transmit powerPt. When Pt = 37.5 dBm, δ of the
step-wise algorithm achieves67%, and the iterative algorithm
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Fig. 5. δ versusPt at C̄ = 0.5 bit/OFDM symbol.

can reach aδ = 79.5%. On the other hand, FPS shows no
improvement in terms ofδ as Pt increases and it always
performs the worst among all schemes.

To conclude the discussion on the above results, the pro-
posed iterative and step-wise schemes greatly outperform FSA
and FPS. Specifically, both carefully coordinating subcarrier
allocation and selecting power splitting ratio with the adap-
tation to the channel conditions are insignificant improving
the system performance. Furthermore, while the iterative al-
gorithm performs very close to the upper bound, the step-
wise algorithm also provides favorable performance, greatly
reducing the complexity.

VI. CONCLUSIONS

This study investigated the joint subcarrier allocation pol-
icy and power splitting ratio selection for downlink secure
OFDMA-based SWIPT broadband networks. We formulated
the problem to maximize the sum harvested power while satis-
fying the secrecy rate requirements of all users. We studiedthe
performance upper bound and propose two efficient algorithms
to tackle the non-convex problems. Numerical results showed
that the proposed iterative algorithm performs close to the
upper bound and the proposed step-wise algorithm provides
a good tradeoff between complexity and performance.

APPENDIX A
OPTIMAL SOLUTION FOR PERFORMANCEUPPERBOUND

We can derive the Lagrangian function for (P-UB) as
follows:

L(X,ρ,λ)

=

K
∑

k=1

N
∑

n=1

ζρk,npnhk,n +

K
∑

k=1

λk

(

N
∑

n=1

xk,nr
s
k,n − Ck

)

=

K
∑

k=1

N
∑

n=1

(

ζρk,npnhk,n + xk,nλkr
s
k,n

)

−

K
∑

k=1

λkCk, (27)

Algorithm 3 Dual-Based Method Algorithm for (P-UB)
1: initialize λ.
2: repeat
3: Computeρk,n according to (36) and (37), and thenrsk,n

according to (1) or (26) by replacingρk with ρk,n, for
all k andn.

4: Solvexk,n according to (38) for allk andn.
5: Updateλ via (39) according to the ellipsoid method.
6: until λ converge.

whereλ = [λ1, λ2, ..., λK ]
T is the vector of dual variables.

The Lagrangian dual function can be obtained as

g (λ) = max
X∈T ,ρ∈R(X)

L(X,ρ), (28)

whereR(X) donate all sets ofρ for given X that satisfy
0 ≤ ρk,n ≤ 1 whenxk,n = 1 andρk,n = 1 whenxk,n = 0.
We can thus obtain the dual problem as

min
λ�0

g (λ) . (29)

The dual functiong (λ) can be decomposed intoN subprob-
lems which can be solved independently. Each subproblem is
obtained as

max
Xn∈T ,ρn∈R(X)

Ln(Xn,ρn) = ζpn

K
∑

k=1

ρk,nhk,n + λkr
s
k,n,

(30)

and we can rewrite theL in (27) as

L =

N
∑

n=1

Ln −

K
∑

k=1

λkCk. (31)

A. Optimal Power Splitting Ratio

We first seek for the optimal power splitting ratio of
each subcarrier. According the Karush-Kuhn-Tucker (KKT)
conditions [32], we have

1) Whenrk,n ≥ re,n

∂Ln

∂ρk,n
=

K
∑

k=1

ζpnhk,n −
λkhk,npn

ln 2 (hk,npn (1− ρk,n) + σ2)

=0. (32)

The optimal solutionρk,n can be readily given by

ρk,n =

[

1−
λkhk,n

ζ ln 2pn
∑K

k=1 hk,n

+
σ2

ln 2hk,npn

]1

0

,

(33)

where[·]ba = max{min{·, b}, a}.
2) Whenrk,n < re,n

∂Ln

∂ρk,n
=

K
∑

k=1

ζpnhk,n > 0. (34)
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The optimalρk,n in this case can be obtained as

ρk,n = 1. (35)

Combining the above two scenarios, the optimal solutionρ∗k,n
is summarized as

ρ∗k,n =

{

ρ̇k,n, if rk,n(ρ̇k,n) ≥ re,n

1, otherwise,
(36)

where

ρ̇k,n =

[

1−
λkhk,n

ζ ln 2pn
∑K

k=1 hk,n

+
σ2

ln 2hk,npn

]1

0

. (37)

B. Optimal Subcarrier Assignment

Next, substitutingρ∗k,n into Ln(Xn,ρn), the optimal sub-
carrier assignment policy is given by (the details are easy and
omitted here).

x∗
k,n =

{

1, if k = k∗ = argmaxk Hk,n

0, otherwise,
(38)

whereHk,n = ζpn
∑K

k=1 ρ
∗
k,nhk,n + λkr

s
k,n.

C. Subgradient updating

As stated in [32], the dual problem is always convex and
can be solved by using subgradient method. Dual variableλ

can be updated as follow

λ
(t+1)
k =

[

λ
(t)
k + αk

(

Ck −

N
∑

n=1

xk,nr
s
k,n

)]+

, ∀k. (39)

The complexity of this dual based algorithm is analyzed as
follows. For each subcarrier,O(K) computations are needed.
Since the calculation is independent at each subcarrier, the
complexity ifO(KN) for each iteration. Last, the complexity
of subgradient updates is polynomial inK [32]. Hence, the
overall complexity of subgradient method isO(Kq+1N).
Finally, we present the whole algorithm in Algorithm 3.

APPENDIX B
PROOF FORTHEOREM 1

In this appendix, we will prove that the optimal subcarriers
assignmentX∗ for (P-UB) is also feasible for (P-PA), given
the same inputs (the same channel conditions and secrecy rate
requirements).

On one hand, the secrecy rate for userk for (P-UB) is given
by

rsk,ub =

N
∑

n=1

xk,n

[

log2

(

1 +
(1− ρk,n) pnhk,n

σ2

)

− re,n

]+

,

(40)
where re,n is the information rate of the eavesdropper on
subcarriern given in (1) (full CSI) or (26) (statistical CSI).

For each userk, rsk,ub with the fixed feasibleX reaches its
maximum whenρk,n = 0 for all n that satisfyxk,n = 1.

On the other hand, for each userk, the secrecy ratersk,pa
for (P-PA) is given by

rsk,ub =

N
∑

n=1

xk,n

[

log2

(

1 +
(1− ρk) pnhk,n

σ2

)

− re,n

]+

,

(41)
which reaches its maximum whenρk = 0, and reaches its
minimum whenρk = 1.

Thus, for the given set ofX, we obtain that

max
ρk,n

rsk,ub = rsk,ub(ρk,n = 0)

=

N
∑

n=1

xk,n

[

log2

(

1 +
pnhk,n

σ2

)

− re,n

]+

= max
ρk

rsk,pa = rsk,pa(ρk = 0). (42)

In another word, the maximal secrecy rates of both case
equal, given set ofX.

Furthermore, for feasible solutionX∗ and {ρ∗k,n} for (P-
UB), we have

0 ≤ rsk,ub(X
∗, {ρ∗k,n}) ≤ rsk,ub(X

∗, {ρk,n = 0})

= rsk,pa(X
∗, ρk = 0). (43)

Sincersk,pa is a continuous function with respect toρk and
monotonically decreasing inρk, there always exists a certain
ρk ∈ [0, 1] that satisfies

0 ≤ rsk,pa(X
∗, ρk) = rsk,ub(X

∗, {ρ∗k,n}) ≤ rsk,pa(X
∗, ρk = 0).

(44)

The proof is thus completed.
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