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Abstract—In this paper, we study the simultaneous wireless
information and power transfer (SWIPT) in downlink multius er
orthogonal frequency-division multiple access (OFDMA) sgtems,
where each user applies power splitting scheme to coordinatthe
energy harvesting and secrecy information decoding procsss.
Assuming equal power allocation across subcarriers, we fonu-
late the problem to maximize the aggregate harvested powerfall
users while satisfying secrecy rate requirement of individal user
by joint subcarrier allocation and optimal power splitting ratio

selection. Due to the NP-hardness of the problem, we propose

two suboptimal algorithms to solve the problem in the dual
domain. The first one is an iterative algorithm that optimizes
subcarrier allocation and power splitting in an alternating way.
The second algorithm is based on a two-step approach that s@s
the subcarrier allocation and power splitting sequentialy. The
numerical results show that the proposed methods outperfan
conventional methods. It is also shown that the iterative gorithm
performs close to the upper bound and the step-wise algoritin
provides good tradeoffs between performance and complexyit

Index Terms—Physical-layer security, simultaneous wireless
information and power transfer (SWIPT), energy harvesting,
orthogonal frequency-division multiple access (OFDMA).

|. INTRODUCTION

Orthogonal frequency division

by multiple antennas to degrade the channel of the eaves-
droppers. Alternatively, simultaneous wireless inforimagnd
power transfer (SWIPT) also becomes an important solution
to improve the energy utilization for wireless networks by
prolonging the lifetime of wireless nodes and draws a great
deal of research interesis [10]=[13]. Energy harvestinglass
networks are potentially able to gain energy from the wagle
environments. The prior work [10] studied the performance
of SWIPT in the receiver that can decode information and
harvest energy for the same received signal, which may be
not realizable however. Two practical schemes, so-caiied t
switching and power splitting, were proposed[inl[1L],1[18] a
practical designs. With time switching applied at a recgive
the received signal is either processed for energy hangesti

for information decoding. When the power splitting is apgli

at the receiver, the received signal can be split into tweesirs
with one stream processed by the energy receiver and the othe
processed by the information receiver. The authors studied
the flat-fading channel variations in SWIPT in_[13], where
dynamic power splitting was applied in the systems. Two
SWIPT schemes in OFDMA with different configurations and
corresponding resource allocation problems were studied i

multiplexing acces§i4].

(OFDMA) gains its popularity and has become a leading A handful of works have studied SWIPT for physical-

multiple access candidate scheme for beyond fourth/fi

f@yer security, usually considering some receivers decode

generation (4G/5G) wireless systems, due to its flexibiliyonfidential information and the rest receivers harvestgne
in resource allocation and robustness against multipglso known as theseparated receiver model) [[I5}5[17].

fading. It enables efficient transmission of various daddfitr

These works are mainly motivated by the dual use of the

by optimizing power, subcarrier, and bit allocation amongtificial noise, i.e., artificial noise is used to interfevith the

different users.

eavesdropper for secrecy information receivers and adfseas

Due to the broadcasting nature of wireless channels, segdurce of energy harvesting for energy receivers. Suchateth
rity is a crucial issue in designing wireless communicatiog efficient for the separated receivers, however not for the
systems. As a traditional method, cryptography encrypti@®d-located receivers where the receivers can simultaneously
dominates the upper layers mainly by increasing the complg¥ceive secrecy information and harvesting energy. Greatl
ity has been introduced in every layer but physical layer igifferent from the existing solutions for physical-layecsrity
the standard five-layered protocol stack. Thus physigatla (such as artificial noise and beamforming), we consideo-a
security is an important complement to the other securifycated SWIPT system by using power splitting scheme which

approaches.

is an “SWIPT” way against eavesdropping in an OFDMA

A great deal of studies have been devoted to thgstem. Specifically, if subcarriers are preferable tosnain

information-theoretic physical-layer securifyl [1]-[%or ex-
ample, in [4], [5], resource allocation for physical-layss-
curity considerations was studied for multicarrier systein
[6], artificial noise was considered for physical-layersity.

secrecy information, the user may split more received power
for information decoding and, on the contrary, if subcagrie
are easily eavesdropped, the user splits more receivedrpowe
for energy harvesting, which helps the systems to fullyiagil

However, the artificial noise based methods for physicgla hoth spectrum and energy of the easily eavesdropped subcar-
security mainly lie on the spatial degrees of freedom offergiers that are traditionally difficult to utilize.
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South China University of Technology, Guangzhou, 510641RPChina.
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One challenge is that power splitting should be per-
formed before OFDM demodulation in practical OFDMA-
based SWIPT systems. Thus each user should split the power
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of all received information on all subcarriers at a sameoratsuch as a home internet-of-things. In the considered ex@mpl
instead of dynamic ratio. The complexity of designing powehe wireless devices such as phones and tablets are sieultan
splitting ratio on all subcarriers with the same ratio is mucously receiving confidential information and harvestingreyy
greater than that of splitting on each subcarrier with dyicanfrom the wireless access point (like Wi-Fi or femtocellsheT
ratio, because in the former case, the power splitting ratio wireless access point uses OFDMA to transmit signals (it
each user couples all subcarriers in the rate expression. is supportable in many standards). However, the neighbours

In this study, we consider the secrecy-rate required daknliin/around the building attempt to eavesdrop the secreay-inf
multiuser OFDMA networks, where all users apply powemation.
splitting scheme (of a same power splitting ratio at all sukie We assume that all users are legitimate users and they have
ers) to coordinate energy harvesting and information diegod their own data transmission with the BS so that the BS can
processes. By assuming equal power allocation at subksrriebtain full channel state information (CSI) of users. bgt,
our goal is to maximize the aggregate harvested power of d#note the channel gain of uskron subcarriem, and 3,
users while satisfying the secrecy rate constraint of eaeln udenote the channel gain of the eavesdropper on subcarrier
by jointly optimizing the subcarrier allocation and desigh We also assume that each is independent and identically
the power splitting ratio. distributed (i.i.d.) Rayleigh fading channel.

We formulate the problem with power splitting applied Let p, represent the fixed and equal power allocated on
at each receiver for practical application (P-PA) as a mixeibcarriern. The received signal at uséris processed by
integer programming problem and NP-hard. Since the optinelpower splitter, where we assume a rapip of power is
solution is difficult to obtain, we introduce two suboptimakplit to energy receiver and the remainihg- p; of power is
algorithms with polynomial time complexity. We first progos split into the information receiver for OFDM demodulation.
an efficient iterative algorithm to find the power splittirggio We have0 < p, < 1, Vk. Note that power splitting is
and subcarrier allocation in an alternating way. To furthgrerformed in analog domain before the digital domain where
reduce the complexity, we also propose a two-step algorithd=DM demodulation is processed. Thus, due to this hardware
that first obtains the optimal subcarrier allocation polésyd limitation, each user has to harvest the received signdd wit
then solves the optimal power splitting ratio. It is shown teame power splitting ratio on all subcarriers.
tradeoff the complexity and performance. Numerical result With the full CSI of eavesdropper known to the BS, the
show that the proposed iterative algorithms perform clase achievable secrecy rate at subcarrieof userk is given by
the performance upper bound and both proposed algorithf
outperform the heuristic methods. s 4

The rest of this paper is organized as follows. In Section fkn =(rkn = Ten)
we formulate the problem. In Section I, we propose two so-  _ lo 14 (1 — pr) prhin o paBa\1F
lutions. We study the case of statistical CSI of eavesdmojpe 82 o2 82 o2 ’
Section IV. In Section V, the performance of the two schemes
are evaluated via numerical results. Finally, we concludh w
a brief summary of our results in Section VI.

where[]* = max{-,0}, 02, 1., andr., are the power of
additive white Gaussian noise, the achievable informatite
Il SYSTEM MODEL AND PROBLEMS FORMULATION of userk and the eavesdropper, respectlvely._ Npte that the
_ _ i full CSI of eavesdropper case is practically valid in foliog

In this paper, we consider a downlink OFDMA networkgcenarios: (i) the eavesdropper is active in the network so
which consists of one base station (BS) with one antennga; the BS can monitor its behavior and obtain its CSI: (ii)
K mobile single-antenna users, ovir _subcarr@rs ano! ON€ jnterestingly, as stated i [23], even an passive eavepersp
single-antenna eavesdropper attempting to wiretap irerMyg) can be obtained through its local oscillator power ireaev
tion from all subcarriers. It is trivial to extend to the nonyenyy leaked from the receiver RF front end using the meshod
cooperative mqu-eavesdropper scenario, since thg bverg [24], [25]; (iii) the legitimate users and the eavesdrepp
eavesdropped rate is the maximum rate of the multiple NQgs|ong o different networks in today’s heterogeneous agtw
cooperative eavesdroppers. Thus the proposed algorithens @en the BS can coordinate with the eavesdropper’s serving
also applicable if we select the best eavesdropper link @MgRenyork to obtain the CSI, since the eavesdropper is the
multiple eavesdroppers on each subcarrier, i.e., the 8BM8s |ggitimate user of different network or service. This isereéd
per with the highest decodable information rate. Each usgfias coordinated multi-point (CoMP) transmission in 3GPP
communicates with BS and demands a secrecy rate that iSRg_a  The assumption is widely adopted in the physical-

lower than a constanf, > 0, for all 1 < k < K. Here we layer security literature (e.g/ 23], [26[=[29]).
assume that equal power allocation is performed by the BStpe secrecy rate of uséris given by

over all subcarriers for simplicity. This is reasonablecsithe

gain brought by power adaption is limited in OFDMA systems N

[18]-[22). Each receiver is considered to split the recgive =) ThaTha, (2)
signal into two signal streams, with one stream to the energy n=1

receiver and the other one to information receiver. where we letz , denote the binary subcarrier allocation

The considered OFDMA-based SWIPT method fovariable, withz , = 1 indicating that subcarriet is assigned
physical-layer security can be applied in various scesarido userk andzy,, = 0 otherwise. Note that iEkK:1 Tpn =0



for any subcarrien, i.e., such subcarrier is not assigned to any The Lagrangian function for (P-PA) is given by
user, then it is used to transmit power to users only.

With the conversion efficiency of the energy harvesting
process at each receiver denoted)as ¢ < 1, the harvested

L(p, X, p)
N K

K N
power of userk is thus given by - ; CPx nzlp”hkv" + ;; Hk (7; Tkl = Ok)
N K N K
Bx = Cpe Y puhien. 3) =3 (Corpnhin + Thnpnri ) — Y ukCr,  (9)
ne1 ’ k=1n=1 k=1

) _ ) ~ wherep = [p1, po, ..., uk]T are the Lagrange multipliers. The
The goal of the considered problem is to find the optimgj,al function is then defined as

subcarrier allocation and power splitting ratio to maxieniz

the total harvested power (for the purpose of uplink trans- 9(pn) = erTlafeRL(p’X’“)' (10)
mission for example) while satisfying the individual sexyre . o )

rate requirement for each user. This practical application-.rhe dual problem is thus given byin,, g(u). For the max-

optimization problem can thus be expressed as imization proplem in[(10), the Lagrangian function cann_et_b
decomposed intdv subproblems, because the power splitting

K N ratio p; has to be computed considering all subcarriers that
(P—PA): max CZPk anhk.n (4) are assigned to usér, instead of one specific subcarrier.
{X.p} =1 el ' Thus, for given dual variableg, we can obtain a subop-

K timal solution by iteratively optimizingX with fixed p, and
s.t. Z Tpn < 1,Vn (5) optimizing p with fixed X . The process is repeated until both
k=1 X and p converge, which is known as the block coordinate
xpn € {0,1},Vk,n (6) descent (BCD) method [31].
0< pr <1,Vk ) To solve X with fixed p, suppose that subcarrier is
N assigned to uset, we have
> wpnri, > Cr ¥k (8) N K
n=1 L=3 Lu~Y mCr, (11)
n=1 k=1
where X £ {z.,,} andp £ {p;}. The constraints if{5) and ,pere
(6) enforce that each subcarrier can only be used by one user K
to avoid the multi-user interference. L =Cpn Y prlin + 175 (12)
k=1
Thus, the subproblem is given by
I1l. PROPOSEDALGORITHMS )Ena'),(an(annaH) (13)
7le

The formul_ated (P-P_A)_is nonconvex due_to _the binar\)(/hich can be solved independently. By maximizing eédgh
subcarrier variable;, ,,, finding the optimal solution is usually the optimal X can be obtained as
prohibitively due to the complexity. However, according to
[30], the duality gap becomes zero in multicarrier systesis a . {1, if k=k*=argmaxy L,

the number of subcarriers goes to large and the time-sharing Thon =

condition is satisfied. Thus the optimal solution of a noneon | ith ai h bi be d q
resource allocation problem in multicarrier systems can beTO solvep wit glvenX,t € problem can be decompose
obtained in the dual domain. into K subproblems with each corresponding to one user

Nevertheless, as we will discuss later, the traditional Lginee eacty; is fixed in this process, which can be solved

grangian decomposition cannot be directly employed to d|g_dependently. The subproblem at ugeis given by
compose the problem into parallel subproblems with each N .
subproblem corresponding to one subcarrier. This is becaus }1'2% Li(pr) = Z (Corpnlinn + Thnbtkry ) (15)
the power splitting ratiop;, appears in the rate expression n=1

and couples the subcarrier assignment variables. As atresytd we have X x

sqlving (P-PA) i§ nont_rivial though the dual m_thod is usmzq i I — ZLk -~ Zukck- (16)
this paper. In this section, we propose two efficient sulbogpi = —

algorithms.

) (14)
0, otherwise.

Applying the Karush-Kuhn-Tucker (KKT) conditions, we have
eachp; has to satisfy

A. lterative Algorithm oLy XN: {CP L HkTh ol nDn
nilkn —

EyY _ 2
We define7 as all sets of possibl& that satisfy [(5) and Opr 2 (hinpn (1= pr) +02)
(@), R as all sets of possiblp that satisfy0 < p;, < 1. (17)

=0.

n=1



Algorithm 1 Proposed Iterative Algorithm for (P-PA) in step 19). As each, is obtained individually by the bisec-

1: initialize p and p. tion search, the complexity of steps 6)-15)(§ K). Hence,
2: repeat The complexity of steps 4)-16) is given (K + K N). Next,
3:  repeat the complexity of subgradient updates is polynomiakiri32].
4: Solve assignment variable$ according to[(T¥) and The overall complexity is given b@ (K ¢+ +K9+1 N), where
computeL according to[(D). ¢ is a constant and equal tfor the ellipsoid method.

5: for each usek do
> Lg'“:gfe pi? = 1andpp? =0. B. Step-Wise Algorithm

: R _1(UB LB Since the complexity of the above algorithm becomes
& Setp; = %(p’“ TP ) unfavorable for practical application with the increaserof
9: Compute22: according to[(II7). P PPl ; o

oL Pk and N, we also propose a simpler suboptimal algorithm in
10: if =& > 0 then - ;
Opi this subsection.

. LB _ “LH . .
1 Setpy” = pr. To begin with, we first formulate a problem by assuming

12: else B that the power splitting can be designed differently on each
13: Se_tpk = Pk- subcarrier at each receiver. In this caseis extended tgy ,,,
14: end aIka , denoting the power splitting ratio on subcarrierat userk.
15: until | 55| < e, wheree is a very small constant 1,5 we consider the following optimization problem as
for controlling accuracy. K N
16: end for
17:  until Lagrangian function converges. (P-UB): (X'p) ¢ ; Zl Prnbulticn  (20)
. . . e n—
18: Updatep by (I9) according to the ellipsoid method. o
19: until p converge. s.t. Zxkn <1,Vn (1)
k=1
Thn € {0,1},Vk, n (22)
Unfortunately, there is no closed-form expression for the 0< prn <1,k,n (23)
optimalp;. However, sincd.;, is a concave function gfj,, and N
oL : :
T monotonically decreases ag increases, we can adopt Zxk,nri,n > Oy, Yk, (24)

the bisection search method to sopgover0 < p; < 1. ot
Nevertheless, an asymptotic solution can be obtained . . .

o . . : ) erery ,, given in is replaced b
considering a high received signal-to-noise (SNR) scenar}?"l] "k G @ P y
i.e., 02 — 0. We have ron = log <1 N (1-— pk,n)pnhk,n) (25)

snT 2 .
Kk 22;1 Lk,n o
L—pp = : (18)  The optimal solution to this problem is given in Appendix

 (In2vN
¢ 2 =1 Ptk A. As we have discussed in Section II, (P-UB) is hard

In (@3), Clltll]c2 is a constant in each iteratiOEf:[:lpnhk,n is @mplemented in currently practical receiver circuits_. Hoer,
user k's total received power which is also a constant, ariigives a performance upper bound for the comparison perpos
Zﬁ[:l 1. is the number of subcarriers allocated to uker in simulation. Moreover, since (P-UB) can be directly deeom
Thus, we can conclude that— p;, the ratio of the power posed into several subproblems (details in Appendix A), its
splitting into userk’s information receiver, is proportional to solutions also provide useful insights to design the stesgw
the number of subcarriers allocated to this user in high SN#gorithm due to its low complexity.
scenario. This step-wise algorithm is executed by two stages. The
With the fixedp, the optimalX* can be obtained by (14). first stage is to seek the optimal subcarrier allocationcyoli
The optimal value of the objective function can be increased X~ and the second stage is to find the optimal power splitting
optimizing X via (I7). Then, with the fixed<*, the optimal ratio p*. The two stages are separable instead of correlative
p* can be obtained. Thus, the above process can be iters#dn the proposed iterative algorithm.
until the optimal value of the objective function ceases to The main idea of this algorithm is to first obtain the
increase. optimal subcarrier allocation variabl@* by solving (P-UB),
Finally, according to[[32], the dual function i {10) is alyga then select power splitting ratip by the bisection search
convex. By simultaneously updating, we can solve this individually. We first deduce the following theorem.
problem by the subgradient method. The dual variaplese Theorem 1: The optimal subcarrier allocation variabl&s*

updated in parallel as for (P-UB) is also feasible for (P-PA), given the same inputs
(same channel conditions and secrecy rate requirements).
N + ) :
(t4+1) ) . Proof: Please see Appendix B._ _ _ u
pe =y ok | Ok — Z Lk,nTk,n k. (19) As a result, the proposed step-wise algorithm is feasible as
n=1

long as the optimal algorithm for (P-UB) is feasible.
The above iterative algorithm to solve (P-PA) is summarized Moreover, for each usékr, r} ,, is monotonically decreasing
in Algorithm 1. For this algorithm, the complexity mainlyeB in p;. Therefore,p* can be obtained by the bisection search.



Algorithm 2 Proposed Step-wise Algorithm for (P-PA)

110

1: Obtain X* by solving (P-UB) according to Algorithm 3, —&— Upper Bound
given the same inputs (the same channel conditions & 100¢ ¥ lterative.
. —&— Step-Wise
secrecy rate requirements). 9 1
2: for Each uselk do < sol |
3 initialize p{? =1 andpl? = 0. el
4:  repeat % or |
5: Setpr = 5 (0% + pi"). L 6o 1
6: Computers , according to[{lL). 2 5ol ]
7. if rf > C then § Lol ]
8 Setpp? = py. £
o: else K ]
10: SetplB = py. 20 1
11: end if 10l i
12:  until |r; — Cy| < eCh. o ‘ : ‘ ‘ ‘ ‘
13: end for 0 0.5 1 15 2 25 3 35

Required Secrecy Rate (bittOFDM symbol)

Th_e above algorlthm IS Summarlz_ed in Alg_orlthm 2. A_CT:ig. 1. AchievableEs,, versusC at total transmit power 080 dBm.
cording to Appendix A, the complexity of solving (P-UB) is
given by O(K9N). In addition, p;, is obtained individually ) _
by the bisection search, whose complexity¥k ). Conse- S€tup, we consider an OFDMA network wifi = 128 and
quently, the complexity of the proposed step-wise aIgmithK = 8 mobile users who are located in a cell of 10 m with

is O(K9*+1N) which is much lower than that of the propose&“Stance to the BS randomly distributed. Th_e eavesdropper i
iterative algorithm. placed exactl0 m away from the BS station. The small-
scale fading is modeled as i.i.d Rayleigh fading over all
subcarriers. In addition, the power is uniformly allocatad
each subcarrier, i.ep,, = P;/N, whereP, is the total transmit

In this section, we consider a more practical case where °'H¥wer of the BS. LetF.... denote the sum power harvested
. sum

statistical CSI of the eavesdropper is known at the BS,the., by all users. For all energy receivers in users' termindls, i

BS only knows the CSI distribution of the eavesdropper. The ;5sumed that = 0.4. The minimum secrecy raté' is
CSil distribution of the eavesdropper can be acquired asisll ;5o med to be the same for the all users &= C.VE.

in practice: assuming that the eavesdropper and legitima!g the information receivers in users’ terminals, the @ois
users are randomly located in the cell (i.e., the eaves@rropBOWer is assumed to be® — —30 dBm.
and legitimate users follow the same distribution), thenBIS

SR . For performance comparison, we also introduce two
knows the eavesdroppers CS distribution if the BS Obtm?S 'schemes in simulation as benchmarks. For the first scheme,

legitimate users CSI distribution. Note that this assumpis d . L o .
. . . ) enoted as fixed power splitting (FPS), power splittingorati
widely used in the literaturé [33]=[37] and more practidein e : : s
the ?/evious case of full CSI of the ]eavesdro F(Jer pr = 0.5,Vk, is fixed for complexity reduction an& " is ob-
P g ) pper. . ained according td (14). For the second scheme, the sidcarr
The performance metric is the ergodic secrecy rate given ¥signment is fixed (FSA), while eagh is optimized by the

Thm = Tk = Tem) ™ (26) bisection search according to Algorithm 2. Specificallycrea

(1= p) pu . +subcarrier is randomly allocated to one user and then we use
= {10g2 (1 + #) —Eg, [logQ (1 + "Q"H} the bisection method to fing* achieving all users’ required
g g secrecy rate.
_ {10g2 (1 + (1-— pk)pnhk,n) _ Lel/amEl ( 1 >}+ We first illustrate the achievable harvested power at difier
o2 In2 required secrecy raté' with total transmit powerP, = 30
dBm for full CSI case in Fig[l. It is first observed that

o for all schemesF;,,, decreases with the increase of secrecy

NOtz that n ?ur papep, 1S gssgjmr:e? ItIO b;’ f|x§d,- tr:eratq requirement. In addition, E,,,, falls sharply to zero
eavesdropper information rate ,, in both full and statistical o'~ _ '3 51 piy OFDM symbol. As we have discussed in

CSI cases is independent pf.. Therefore, the analysis OfSection IIl-B, the optimalX* for (P-UB) can achieve the

both cases is similar. That is, withl (1) substituted by (263, same secrecy rate for (P-PA). Therefore, for both the step-

problem (P-PA) for the case of eavesdropper’s statisticll Cwise algorithm and the upper bounk,, falls to zero at the
can be solved by Algorithm 1 or 2.

sameC, where the maximal secrecy rate of both schemes is
achieved. It is observed that according to the performafice o
the upper bound and the iterative algorithm, applying timeesa

In this section, we present the numerical results to evalugiower splitting ratio at each user only incurs a little loss i
the performance of the proposed algorithms. In the sinaratiterms of the sum harvested power. Moreover, the proposed

IV. CASE OFEAVESDROPPERS PARTIAL CSI

Ye,n
where. ,, = BE{S,}, andE;(z) = [~ %dt'

V. NUMERICAL RESULTS
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Fig. 2. Power consumption of information receivers verSuat total transmit  Fig. 3. Power consumption of information receivers vergysat C' = 0.5

power of30 dBm. bit/OFDM symbol.
step-wise algorithm incurs less tha@d3% average loss in 900 ‘ ‘ ) ‘
. . . . —<&— Upper Bound, full CSI
Esum compared to t_he iterative algorithm. Novy comparin 800 || - =& - Upper Bound, statistical CS|
two proposed algorithms with the benckmarking scheme —%— lterative, full CSI
- =A— - Iterative, statistical CSI
both of them show great advantage over FPS and FSA. 700f| 4 Step-wise, full CSI

addition, the maximal achievable secrecy réateof the FPS
and FSA is achieved at arourd = 0.45 and 1.5 bit/OFDM
symbol, respectively, which is much smaller than that of tt
two proposed algorithms.

Fig. [@ demonstrates power consumption of informatic
receivers (the sum received power used to satisfy the redjui
secrecy rates) versus differe@t for full CSI case. We can
observe that with the increase of the required secrecy ri

—/A~ - Step-Wise, statistical CSI

600 [

500

400

300

Sum Harvested Power (UW)

200

C, more power should be split into the information receivel 100}

for all schemes. Moreover, the proposed step-wise alguritt R "

merely consumes a little more power than the upper bou % 22 22 26 28 30 32 34 36
and the iterative algorithm. In addition, the iterativeaithm Transmit Power (dBm)

performs close to the upper bound. At last, both proposed
algorithms consume much less power than FSA and FPS. , _ _
. . . . Fig. 4. AchievableEsum versusP; at C' = 0.5 bit/tOFDM symbol.

We then illustrate power consumption of information re-
ceivers (the sum received power used to satisfy the required
secrecy rates) versus the total transmit powefor full CSI  upper bound and two proposed algorithms perform better
case in Fig[B. It is first observed that with the increase wfith the full eavesdropper’s CSI than only with the statiati
the transmit power;, more power should be split into theCSI. However, with the increase of the transmit power, each
information receivers for all schemes. This is because thith scheme with the statistical CSI performs close to that with f
increase of the transmit power, the achievable informati® CSI, which coincides with the result in_[36] that additional
of the eavesdroppet. ,, also increases, therefore more powerhannel information of the eavesdropper can hardly provide
should also be split into the information receivers to gogga any secrecy rate gain in high SNR region. It is also observed
the same secrecy rate. Moreover, the two proposed algarithtimat the iterative algorithm performs close to the uppemigbu
consume much less power than FPS and FSA schemes.  We finally demonstrate the relation betwe&rand P, in

In Fig. [4, we illustrate the relation betweeh,,, and Fig.[3, whered is denoted as the ratio &, of one specific
total transmit powerP, with different knowledge of the scheme to that of the upper bound. As it is obsendethr
eavesdropper’s CSI (full CSI and statistical CSl)(at= 0.5 proposed iterative algorithm and step-wise algorithmeases
bit/OFDM symbol. First, it is observed that the upper boundith the increase ofP,, indicating that the two proposed
has the best performance in terms of the sum harvested powégorithms perform closer to the upper bound with increase
In addition, all the schemes are only achievable wken- 20  of the transmit power,. When P, = 37.5 dBm, ¢ of the
dBm and perform very close to each other. Moreover, ttletep-wise algorithm achievé§%, and the iterative algorithm



Algorithm 3 Dual-Based Method Algorithm for (P-UB)

1: initialize .

2: repeat

3:  Computepy, , according to[(36) and (87), and theh,,
according to[{l1) or[{26) by replacing. with py_,, for
all k£ andn.

4. Solvezy , according to[(3B) for alk andn.

5:  Update) via (39) according to the ellipsoid method.

6: until A converge.

0.4F 8
: where A = [\, \g, ...,)\K]T is the vector of dual variables.
03l _ T Semwiel]  The Lagrangian dual function can be obtained as
—&—FSA
FPS
0.2 ; ; ; ; ; ; : : B
20 22 24 26 28 30 32 34 36 g(A) = max L(X,p), (28)
Transmit Power (dBm) XeT,peR(X)
where R(X) donate all sets op for given X that satisfy
) _ ' 0 < pgn <1 whenzy, =1 andp;, =1 whenzxy, = 0.
Fig. 5. 4 versusP; atC = 0.5 bitfOFDM symbol. We can thus obtain the dual problem as
can reach & = 79.5%. On the other hand, FPS shows no min g(A). (29)

improvement in terms ob as P, increases and it always
performs the worst among all schemes.

To conclude the discussion on the above results, the p >
posed iterative and step-wise schemes greatly outperfé#n FoPtained as

The dual functiory (A) can be decomposed infé subprob-
jgms which can be solved independently. Each subproblem is

and FPS. Specifically, both carefully coordinating sutiearr K i
allocation and selecting power splitting ratio with the pda GTI.ILa)éR(X)Ln(men) = (Pn Zpk-ﬂhkv" AT
tation to the channel conditions are insignificant imprgvin ~ " " k=1 (30)

the system performance. Furthermore, while the iterative a
gorithm performs very close to the upper bound, the stepnd we can rewrite thé& in (217) as
wise algorithm also provides favorable performance, dyreat

N K
reducing the complexity. L= Z L, — Z MOl (31)
n=1 k=1

VI. CONCLUSIONS

This study investigated the joint subcarrier allocatior po Optimal Power Splitting Ratio
icy and power splitting ratio selection for downlink secure We first seek for the optimal power splitting ratio of
OFDMA-based SWIPT broadband networks. We formulateshch subcarrier. According the Karush-Kuhn-Tucker (KKT)
the problem to maximize the sum harvested power while sateenditions [32], we have
fying the secrecy rate requirements of all users. We stuthied 1) Whenry , > e
performance upper bound and propose two efficient algosthm
to tackle the non-convex problems. Numerical results slklowe

K
that the proposed iterative algorithm performs close to the OLn :Zépnhkn _ Ak, P
upper bound and the proposed step-wise algorithm provides 9Pk = T 2 (hgnpn (1= prn) +0?)
a good tradeoff between complexity and performance. —0. (32)
APPENDIX A The optimal solutiorpy, ,, can be readily given by
OPTIMAL SOLUTION FOR PERFORMANCEUPPERBOUND ok 2 1
kllkn
We can derive the Lagrangian function for (P-UB) as Pk = |1 — " + ;
follows: C(n2p, >y b 0 2hk0pn |
(33)
L(X,p, )

where[-]% = max{min{-, b}, a}.

K N K N
= Z Z CPk PPk + Z Ak <Z ThnTh, — Ck> 2) Whenry ,, < 7en
k=1 n=1

k n

Il
-
Il
-

oL,
3Pk,n

K
= (pnhin > 0. (34)
k=1

K
(Cpk,npnhk,n + l’k,nAk’f'le) - Z )\kcka (27)
k=1

N
] =

e
Il
A
3
Il
-



The optimalpy, ,, in this case can be obtained as

Pkn = 1. (35)

Combining the above two scenarios, the optimal solufipp
is summarized as

* pkm if Tkn(pkn)Zren
= ’ i ’ ’ 36
Pk {1, otherwise, (36)
where
1

. AP, o2
n= 1= ; 37
o [ C In 2pn Zszl hk n In 2hk,npn ( )

B. Optimal Subcarrier Assignment
Next, substitutingo;, ,, into L, (X, p,,), the optimal sub-

carrier assignment pollcy is given by (the details are easly a,

omitted here).

1, it k = k™ = argmaxy Hy»

= 38
Thun {O, otherwise, (38)

whereH.n = Cpn Spey Pl nlen + Aerf -

C. Subgradient updating

As stated in[[3R], the dual problem is always convex arfd’

On the other hand, for each uskrthe secrecy ratej ,,
for (P-PA) is given by

N +
1— nPen
T,Sc_’ub = E Thom [logg (1 + —( p;;)Qp k, ) — rem} ,

n=1
(41)
which reaches its maximum whew), = 0, and reaches its
minimum whenp;, = 1.
Thus, for the given set oX, we obtain that
= rlsc,ub(pkm = O)

N ph +
n 1 1 nokn — lemn
3 v o (10 2552 ) v

n=1
= i pa Pk = 0).

max T]i} ub
Pk,n

(42)

= maxrj
Pk k.pa
In another word, the maximal secrecy rates of both case
equal, given set oiX.
Furthermore, for feasible solutioX ™ and {p; ,,} for (P-
UB), we have

0< b(X {pin}) < 77w (X7 APk = 0})
= Z (X7, pr = 0).
Sincery, ,, is a continuous function with respect p@ and

monotomcally decreasing ipx, there always exists a certain
€ [0,1] that satisfies

(43)

can be solved by using subgradient method. Dual varidble0 < r; . (X™, pr) = 7 . (X™, {pp n}) < 780 (X7, px = 0).

can be updated as follow

N +
AD 1 (Ck - xknrknﬂ Yk (39)

n=1

)\](:H) _

The complexity of this dual based algorithm is analyzed aﬁ]
follows. For each subcarrie€)(K) computations are needed.
Since the calculation is independent at each subcarrier, tie]
complexity if O(K N) for each iteration. Last, the complexity Gl
of subgradient updates is polynomial i [32]. Hence, the
overall complexity of subgradient method ©(K9T'N). [4]
Finally, we present the whole algorithm in Algorithm 3.

(5]
APPENDIXB

PROOF FORTHEOREM 1 6]

In this appendix, we will prove that the optimal subcarriers,
assignmentX ™ for (P-UB) is also feasible for (P-PA), given
the same inputs (the same channel conditions and secrecy rat
requirements). (6]

On one hand, the secrecy rate for usdor (P-UB) is given

by
N +
1_ n nh n
o = e oy (1 gt ) |

n=1
where r. ,, is the information rate of the eavesdropper on
subcarriem given in [A) (full CSI) or [26) (statistical CSI).
For each usek;, rj ,, with the fixed feasibleX reaches its
maximum wherpy, , = 0 for all n that satisfyzy, , = 1.

El

[10]

[12]

1 D. Ng, E. Lo, and R. Schober,

The proof is thus completed.
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