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Abstract
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the setting (K, N, T, K.) = (2,4,2,2), which achieves the rate 3/5, exceeding the conjectured
capacity, 4/7. Insights from the counterexample lead us to capacity characterizations for various
instances of MDS-TPIR including all cases with (K, N, T, K.) = (2, N,T, N — 1), where N and
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1 Introduction

Private Information Retrieval (PIR) is the problem of retrieving one out of K messages from N
distributed servers (each stores all K messages) in such a way that any individual server learns no
information about which message is being retrieved. The rate of a PIR scheme is the ratio of the
number of bits of the desired message to the total number of bits downloaded from all servers. The
supremum of achievable rates is the capacity of PIR. The capacity of PIR was shown in [I] to be

11 1 \7!
Cpir = <1+N+m+‘”+w> (1)
The capacity of several variants of PIR has also since been characterized in [11 2] 3] 4] [5].

The focus of this work is on a recent conjecture by Freij-Hollanti, Gnilke, Hollanti and Karpuk
(FGHK conjecture, in short) in [6] which offers a capacity expression for a generalized form of PIR,
called MDS-TPIR. MDS-TPIR involves two additional parameters: K. and 7', which generalize
the storage and privacy constraints, respectively. Instead of replication, each message is encoded
through a (K., N) MDS storage code, so that the information stored at any K, servers is exactly
enough to recover all K messages. Privacy must be preserved not just from each individual server,
but from any colluding set of up to T' servers. MDS-TPIR is a generalization of PIR, because
setting both 7" = 1 and K. = 1 reduces MDS-TPIR to the original PIR problem for which the
capacity is already known (see (I)).

The capacity of MDS-TPIR is known only at the degenerate extremes — when either 1" or K,
takes the value 1 or V. If either T" or K. is equal to IV then by analogy to the single server setting it
follows immediately that the user must download all messages, i.e., the capacity is 1/K. If K. =1
or T'= 1, then the problem specializes to TPIR, and MDS-PIR, respectively. The capacity of TPIR
(K. =1) was shown in [2] to be

T T2 TK—l -1
CTPIR = <1+N+m+“‘+m> (2)

The capacity of MDS-PIR (T = 1) was characterized by Banawan and Ulukus in [5], as

Kc 2 KK—I -1
CMDSPIR = (1 + ot N—; +--- 4+ NCK_l (3)

It is notable that K. and T play similar roles in the two capacity expressions.

The capacity achieving scheme of Banawan and Ulukus [5] improved upon a scheme proposed
earlier by Tajeddine and Rouayheb in [7]. Tajeddine and Rouayheb also proposed an achievable
scheme for MDS-TPIR for the T" = 2 setting. The scheme was generalized by Freij-Hollanti et al.
[6] to the (K, N, T, K.) setting, T+ K. < N, where it achieves the rate 1 — % Remarkably,
the rate achieved by this scheme does not depend on the number of messages, K. In support of
the plausible asymptotic (K — oo) optimality of their scheme, and based on the intuition from
existing capacity expressions for PIR, MDS-PIR and TPIR, Freij-Hollanti et al. conjecture that if
T + K. < N, then the capacity of MDS-TPIR is given by the following expression.

FGHK CONJECTURE [6]:

_1
- T+K,—1 (T + K. — 1)kt
CMDS-TPIR = <1 + NC Tt NCK—I



The conjecture is appealing for its generality and elegance as it captures all four parameters,
K,N,T,K. in a compact form. T and K. appear as interchangeable terms, and the capacity
expression appears to be a natural extension of the capacity expressions for TPIR and MDS-PIR.
Indeed, the conjectured capacity recovers the known capacity of TPIR if we set K. = 1 and that of
MDS-PIR if we set T'= 1. However, in all non-degenerate cases where T, K. ¢ {1, N}, the capacity
of MDS-TPIR, and therefore the validity of the conjecture is unknown. In fact, in all these cases
the problem is open on both sides, i.e., the conjectured capacity expression is neither known to be
achievable, nor known to be an outer bound. The lack of any non-trivial outer bounds for MDS-
TPIR is also recently highlighted in [8]. This intriguing combination of plausibility, uncertainty
and generality of the FGHK conjecture motivates our work. Our contribution is summarized next.

Summary of Contribution

As the main outcome of this work, we disprove the FGHK conjecture. For our counterexample, we
consider the setting (K, N, T, K.) = (2,4,2,2) where the data is stored using the (2,4) MDS code
(x,y) = (z,y,z + y,x + 2y). The conjectured capacity for this setting is 4/7. We show that the
rate 3/5 > 4/7 is achievable, thus disproving the conjecture. As a converse argument, we show that
no (scalar or vector) linear PIR scheme can achieve a rate higher than 3/5 for this MDS storage
code subject to T' = 2 privacy.

The insights from the counterexample lead us to characterize the exact capacity of various
instances of MDS-TPIR. This includes all cases with (K, N,T, K.) = (2, N,T,N — 1), where N and
T can be arbitrary. The capacity for these cases turns out to be

2
c - NN (5)
2N2 —-3N +T
Note that this is the information theoretic capacity, i.e., for K = 2 messages, no (N — 1, N) MDS
storage code and no PIR scheme (linear or non-linear) can beat this rate, which is achievable with
the simple MDS storage code (z1,29, -+ ,xNn-1) — (T1,22, " 7$N—17Z£\:11 x;) and a linear PIR
scheme.

The general capacity expression for MDS-TPIR remains unknown. However, we are able to
show that it cannot be symmetric in K. and T, i.e., the two parameters are not interchangeable in
general. Also, between K. and T the capacity expression does not consistently favor one over the
other. These findings are illustrated by the following four cases for which the capacity is settled.

(K,N,T,K.)
2.4,2,3) | (2432 [(241,3)] (24,31
Capacity 6/11 4/7 4/7 4/7
Ref. Theorem [ | Section [5] [2]

The first two columns show that the capacity is not symmetric in K. and 7', since switching their
values changes the capacity. The first two columns also suggest that increasing K. hurts capacity
more than increasing 7. However, considering columns 3 and 4 as the baseline where the capacities
are equal, and comparing the drop in capacity from column 3 to column 1 when T is increased,
versus no change in capacity from column 4 to column 2 when K. is increased shows the opposite
trend. Therefore, neither T nor K, is consistently dominant in terms of the sensitivity of capacity
to these two parameters.



Finally, taking an asymptotic view of capacity of MDS-TPIR, we show that if T"+ K. > N,
then the capacity collapses to 0 as the number of messages K — oo. This is consistent with the
restriction of T' 4+ K. < N that is required by the achievable scheme of Freij-Hollanti et al. whose
rate does not depend on K.

Notation: For ni,ng € Z, define the notation [ny : ng| as the set {ny,n1 + 1, -+ ,n2}, Anyimn,
as the vector (An,, An,+1, -+ ,An,), and S(ny : ng,:) as the submatrix of a matrix S formed by
retaining only the n{" to the n4* rows. The notation X ~ Y is used to indicate that X and Y are
identically distributed. The cardinality of a set Z is denoted as |Z|. The determinant of a matrix

S is denoted as |S|. For an index set Z = {iy, - ,i,} such that iy < --- < i,, the notation Az
represents the vector (A;,,---,A;,). (Vi;Va;---;V;,) refers to a matrix whose i’ row vector is
Viyi € [l:nl.

2 Problem Statement

ConsideIEI K independent messages Wq,--- , Wk € IE‘I%Xl, each represented as an L x 1 vector
comprised of L i.i.d. uniform symbols from a finite field I, for a prime p. In p-ary units,

HWy) = ---=HWk)=1L (6)

There are N servers. The n'” server stores (Win, Wop, -+, Wky,), where Wy, € IF'K%Xl represents
L/K, symbols from Wy, k € [1: K].

H(Wkn|Wk) = 0) H(Wkn) = L/Kc (8)

We require the storage system to satisfy the MDS property, i.e., from the information stored in any
K, servers, we can recover each message, i.e.,

IMDS] H(Wj,|[Wi,) = 0,YK, C [1: N, |K.| = K, (9)

Let us use F to denote a random variable privately generated by the user, whose realization is
not available to the servers. F represents the randomness in the strategies followed by the user.
Similarly, G is a random variable that determines the random strategies followed by the servers, and
whose realizations are assumed to be known to all the servers and to the user. The user privately
generates § uniformly from [1 : K| and wishes to retrieve Wy while keeping 6 a secret from each
server. F and G are generated independently and before the realizations of the messages or the
desired message index are known, so that

HO,F,GWy,--- Wg)=HO)+H(F)+ H(G)+H(W;)+---+ HWk) (10)

Suppose 6 = k. In order to retrieve Wy, k € [1 : K| privately, the user privately generates N
random queries, Q[lk], R Kﬁ.

H(QY, -+, QYIF) = 0,vk € [L: K] (1)

"While the problem statement is presented in its general form, we will primarily consider cases with K = 2
messages in this paper (outer bounds for larger K are presented in Section [T4)).



The user sends query Qgﬂ ! to the nth server, n € [1 : N]. Upon receiving Qgﬂ ], the n'" server
generates an answering string A%ﬂ ], which is a function of the received query Q%ﬂ ], the stored

information Wy, -, Wk, and G,
HAMQW Wy, -, Wi, G) = 0 (12)

Each server returns to the user its answer Agﬁ }H

From all the information that is now available at the user (A[lk]N, [1k}N, F,G), the user decodes
the desired message W}, according to a decoding rule that is specified by the PIR scheme. Let P,
denote the probability of error achieved with the specified decoding rule.

To protect the user’s privacy, the K strategies must be indistinguishable (identically distributed)
from the perspective of any subset 7 C [1 : N] of at most T colluding servers, i.e., the following
privacy constraint must be satisfied.

[1-Privacy] (QW, A g Wiz, Wier) ~ (QE A g Wir - Wier),
ViK' € [1: K|,VT C[1:N,|T|=T (13)

The PIR rate characterizes how many bits of desired information are retrieved per downloaded
bit and is defined as follows.

R=1L/D (14)

where D is the expected value of the total number of bits downloaded by the user from all the
servers.

A rate R is said to be e-error achievable if there exists a sequence of PIR schemes, indexed by
L, each of rate greater than or equal to R, for which P. — 0 as L. — oo. Note that for such a
sequence of PIR schemes, from Fano’s inequality, we must have

1

[Correctness| o(L) = EH(Wk\A[lk]N, [1]?]]\/7-7:79) (15)
1

@ ZHWilAlk, 7,6) (16)

where o(L) represents a term whose value approaches zero as L approaches infinity. The supremum
of e-error achievable rates is called the capacity C

3 Settling the Conjecture

Our main result, which settles the FGHK conjecture, is stated in the following theorem.

Theorem 1 For the MDS-TPIR problem with K = 2 messages, N = 4 servers, T = 2 privacy and
the (K¢, N) = (2,4) MDS storage code (x,y) — (z,y,x+y,x+2y), a rate of 3/5 is achievable. Since
the achievable rate exceeds the conjectured capacity of 4/7 for this setting, the FGHK conjecture is
false.

2If the AE{C] are obtained as inner products of query vectors and stored message vectors, then such a PIR scheme
is called a linear PIR scheme.

3 Alternatively, the capacity may be defined with respect to zero error criterion, i.e., the supreme of zero error
achievable rates where a rate R is said to be zero error achievable if there exists (for some L) a PIR scheme of rate
greater than or equal to R for which P. = 0.



Proof: We present a scheme that achieves rate 3/5. We assume that each message is comprised
of L = 12 symbols from F, for a sufﬁciently@ large prime p. Define a € FSXI as the 6 x 1 vector
(ar;a2;- -+ ;a¢) comprised of i.i.d. uniform symbols a; € F),. Vectors b,c,d are defined similarly.
Messages W7, Wy are defined in terms of these vectors as follows.

Wl = (a; b) W2 = (C; d) (17)
3.1 Storage Code
The storage is specified as
(Wi, Wiz, Wiz, Wis) = (a,b,a+b,a+2b) (18)
(War, Wag, Waz, Way) = (c,d,c+d,c+2d) (19)

Recall that Wy, is the information about message W}, that is stored at Server n. Thus, Server 1
stores (a, c), Server 2 stores (b, d), Server 3 stores (a + b, ¢ 4+ d), and Server 4 stores (a + 2b, ¢ + 2d).
In particular, each server stores 6 symbols for each message, for a total of 12 symbols per server.
Any two servers store just enough information to recover both messages, thus the MDS storage
criterion is satisfied.

3.2 Construction of Queries

The query to each server Q[f I is comprised of two parts, denoted as Q[f }(Wl), [f }(Wg). Each
part contains 3 row vectors, also called query vectors, along which the server should project its
corresponding stored message symbols.

QL = (@ (W), QI (172)) (20)

In preparation for the construction of the queries, let us denote the set of all full rank 6 x 6 matrices
over I, as S. The user privately chooses two matrices, S and S’, independently and uniformly from
S. Label the rows of S as Vi, V5, V3, V4, Vi, Vi, and the rows of S’ as Uy, Uy, Us, Us, Uy, Us. Define

V) = {Vi, Vo, V31, U, = {Uo, Us,Us} (21)
Vo ={V1, V4, Vs}, Uz ={Uo,Ur,Ug} (22)
V3 = {Vo, Vi, Vs}, Uz ={Uo, U1, Us} (23)
Vi={V3,V5,Vs},  Us={Uo,Uz,Us} (24)

Ug, U7, Ug, Ug are obtained as follows.

Ug = Uy + Us, U; =Up 42U, (25)
Ug = Uz 4 Uy, Uy = Uz + 2Uy4 (26)

As a preview of what we are trying to accomplish, we note that for Server n € [1 : 4], V,, will
be used as the query vectors for desired message symbols, while i, will be used as query vectors

1t suffices to choose p = 349 for Theorem [l In general, the appeal to large field size, analogous to the random
coding argument in information theory, is made to prove the existence of a scheme, but may not be essential to the
construction of the PIR scheme. To underscore this point, Section [Z.Ilincludes some examples of MDS-TPIR capacity
achieving schemes over small fields.



for undesired message symbols. Since K. = 2, the same query vector V; sent to two different
servers will recover 2 independent desired symbols. Each Vj,i € [1 : 6], is used exactly twice, so
all queries for desired symbols will return independent information for a total of 12 independent
desired symbols. On the other hand, for undesired symbols note that Uy is used as the query
vector to all 4 servers, but because K. = 2, it can only produce 2 independent symbols, i.e., 2 of
the 4 symbols are redundant. The dependencies introduced via (25]),(26]) are carefully chosen to
ensure that the queries along Uy, Us, Ug, U7 will produce only 3 independent symbols. Similarly,
the queries along Us, Uy, Ug, Ug will produce only 3 independent symbols. Thus, all the queries for
the undesired message will produce a total of only 8 independent symbols. The 12 independent
desired symbols and 8 independent undesired symbols will be resolved from a total of 12 4 8 = 20
downloaded symbols, to achieve the rate 12/20 = 3/5. To ensure T' = 2 privacy, the U; and V;
queries will be made indistinguishable from the perspective of any 2 colluding servers. The key to
the T' = 2 privacy is that any V,,, V,/, n # n’ have one element in common. Similarly, any U,,,U,,
n # n’ also have one element in common. This is a critical aspect of the construction.

Next we provide a detailed description of the queries and downloads for message Wi, k € [1 : 2],
both when W} is desired and when it is not desired. To simplify the notation, we will denote
Wi = (x;y). Note that when k£ =1, (x;y) = (a;b) and when k£ =2, (x;y) = (c;d).

3.2.1 Case 1. W}, is Desired

The query sent to Server n is a 3 X 6 matrix whose rows are the 3 vectors in V,,. The ordering of
the rows is uniformly random, i.e.,

Server n: QW) = m,(V,), nell:4] (27)

For a set V = {Vi,,Vi,,Vis}, mn(V) is equally likely to return any one of the 6 possibilities:
(Vi Vigi Vig), (Viis Vigi Vio), (Vi3 Vs Via), (Vigs Vigs Viy)y (Vigs Vi3 Vip) and (Vi3 Viy; Vi ). The m,
are independently chosen for each n € [1 : 4].

After receiving the 3 query vectors ng }(Wk), Server n projects its stored Wy, symbols along
these vectors. This creates three linear combinations of Wy, symbols (denoted as A[f }(Wk))

A W) = QI (W) Wi (28)

Define k¢ = 3 — k as the complement of k, i.e., k = 1 if kK = 2 and vice versa. The answers A[f }
to be sent to the user will be constructed eventually by combining Al ](Wk) and A ](ch), since
separately sending these answers will be too inefficient. The details of this combining process will
be specified later. Next we note an important property of the construction.

Desired Symbols Are Independent: We show that if the user can recover A[lkll(Wk) from the

downloads, then he can recover all 12 symbols of Wj. From A[lkll(Wk) the user recovers the 12
symbols Vix, Vax, Vax, Viy, Vay, Vsy, Va(x +y), Va(x +y), Vs(x +y), Va(x +2y), Vs(x + 2y),
Ve(x + 2y). From these 12 symbols, he recovers V;x and Vjy for all ¢ € [1 : 6]. Since S =
(Vi3 Va; Va3 Vy; Vis; V) has full rank (invertible) and the user knows Vi.g, he recovers all symbols in

x and y (thus Wy).



3.2.2 C(Case 2. W}, is Undesired

Similarly, the query sent to Server n is a 3 X 6 matrix whose rows are the 3 vectors in U,,. The
ordering of the rows is uniformly random for each n, and independent across all n € [1 : 4].

Server n: QW) =7/ (U,), nell:4] (29)

Each server projects its stored Wy, symbols along the 3 query vectors to obtain,
AT W) = QY I (Wi) Wi, (30)
Interfering Symbols Have Dimension 8: A[lli](Wk) is comprised of Upx, Usx, Usx, Upy, Ury, Ugy,

Ux+y), Ui(x+y), Us(x+y), Us(x + 2y), Us(x+ 2y), Us(x + 2y). We now show that these
12 symbols are dependent and have dimension only 81 Because of (23] and (26]), we have

Ux+Upy = Us(x+y)
Upx +2Upy = Up(x +2y)
Ux+ Uy —Ui(x+y) = Us(x+2y)
Usx +Ugy —Us(x +y) = Ui(x+2y) (31)

Thus, of the 12 symbols recovered from A[lli] (Wp), at least 4 are linear combinations of the remaining

8. It follows that A[lk;](Wk) contains no more than 8 dimensions. The number of dimensions is
also not less than 8 because, the following 8 undesired symbols (two symbols from each server) are
independent,

Server 1 : Uox, Usx = (U1 + Uz)x

Server 2 : Uoy,Ugy = (Us + 2U,)y

Server 3 : Ui(x+y),Us(x+y)

Server 4 : Us(x + 2y),Us(x + 2y) (32)

To see that the 8 symbols are independent, we add 4 new symbols (U1x, Usy, Usx, Usy) such
that from the 12 symbols, we can recover all 12 undesired symbols (S'x, S’y). Since the 4 new
symbols cannot contribute more than 4 dimensions, the original 8 symbols must occupy at least 8
dimensions.

3.3 Combining Answers for Efficient Download

Based on the queries, each server has 3 linear combinations of symbols of W; in Agﬂ ](Wl) and 3

linear combinations of symbols of Wy in Al ](Wg) for a total of 12 linear combinations of desired
symbols and 12 linear combinations of undesired symbols across all servers. However, recall that
there are only 8 independent linear combinations of undesired symbols. This is a fact that can be
exploited to improve the efficiency of download. Specifically, we will combine the 6 queried symbols
(i.e., the 6 linear combinations) from each server into 5 symbols to be downloaded by the user.
Intuitively, 5 symbols from each server will give the user a total of 20 symbols, from which he can

resolve the 12 desired and 8 undesired symbols.

®Equivalently, the joint entropy of these 12 variables, conditioned on Up.g is only 8 p-ary units.



The following function maps 6 queried symbols to 5 downloaded symbols.
ﬁ(X17X27X37Y17Y27}/E)>) = (X17X27Y17Y27X3+}/E)>) (33)

Note that the first four symbols are directly downloaded and only the last symbol is mixed. The
desired and undesired symbols are combined to produce the answers as follows.

AW = £(C, A (W), Cu A (1) (34)

where C), are deterministic 3 x 3 matrices, that are required to satisfy the following two properties.
Denote the first 2 rows of C,, as C,,.

P1. All C,, must have full rank.

P2. For all (3))* distinct realizations of 7/,,n € [1 : 4], the 8 linear combinations of the un-
desired message symbols that are directly downloaded (2 from each server), UlA[lk](ch),
U2A[2k}(ch), UgA[gk}(ch), €4A£lk}(ch) are independent.

As we will prove in the sequel, it is not difficult to find matrices that satisfy these properties.
In fact, these properties are ‘generic’, i.e., uniformly random choices of C),, matrices will satisfy
these properties with probability approaching 1 as the field size approaches infinity. The appeal
to generic property will be particularly useful as we consider larger classes of MDS-TPIR settings.
Those (weaker) proofs apply here as well. However, for the particular setting of Theorem [I] based
on a brute force search we are able to strengthen the proof by presenting the following explicit
choice of Cy,,n € [1 : 4] which satisfies both properties over Fsyg.

123 1 7 3 1 10 8 1 35
Ci=|6 54|, =11 98|, c5=(75 4],ci=]129 3 (35)
00 1 0 0 1 0 0 1 0 0 1

Property P1 is trivially verified. Property P2 is verified by considering one by one, all of the 6*
distinct realizations of 7,,n € [1 : 4]. To show how this is done, let us consider one case here.
Suppose the realization of the permutations is such that

m(U) = (U, Us,Us) (36)
ﬂ-é (u2) = (U07 U97 U7) (37)
ma(Us) = (Ur,Us, Up) (38)
my(Us) = (U2, Uy, Up) (39)
then we have
1 2 0 =303 0 3 Upx
6 5 0 -4 0 4 0 4 Ugx
0 -3 1 7T 3 0 3 0 Upy
el 1Ll LA gl 10 =811 9 8 0 8 0 Ugy
(CLAT W) 3 CAAT W) = | g 07 s g 1 10 0 0 Ur(x+7) (40)
40 4 0 7 5 00 Us(x +y)
5 0 10 0 0 O 1 3 Us(x + 2y)
30 6 0 0 0 129 Us(x +2y)
2c



The determinant of C over Fg49 is 321. Since the determinant is non-zero, all of its 8 rows are
linearly independent. Note that the test for property P2 does not depend on the realizations of
U; vectors. To see why this is true, note that the 8 linear combinations of (x,y) in the rightmost
column vector of (0] are linearly independent. Therefore, if C is an invertible matrix then the
8 directly downloaded linear combinations on the LHS of (0] are also independent (have joint
entropy 8 p-ary units, conditioned on Up.g).

At this point the construction of the scheme is complete. All that remains now is to prove that
the scheme is correct, i.e., it retrieves the desired message, and that it is 1" = 2 private.

3.4  The Scheme is Correct (Retrieves Desired Message)

As noted previously, the first 4 variables in the output of the £ function are obtained directly,
i.e., 61A[1k](W1), UQA[;:}(W:[), 63Ai[;’k](W1), 64A£lk}(W1) and 61A[1k](W2), UQA[;:}(WQ), 63Ai[;’k](W2),
64A£1k] (W3) are all directly recovered. By property P2of C,, UlA[lk} (Wge), UQA[;:} (Wge), UgAgﬂ (Wge),
64A£1k](ch) are linearly independent. Since the user has recovered 8 independent dimensions of
interference, and interference only spans 8 dimensions, all interference is recovered and eliminated.
Once the interference is eliminated, since C,, matrices have full rank, the user is left with 12 in-
dependent linear combinations of desired symbols, from which he is able to recover the 12 desired
message symbols. Therefore the scheme is correct.

3.5 The Scheme is Private (to any T'= 2 Colluding Servers)

To prove that the scheme is T' = 2 private (refer to (I3))), it suffices to show that the queries for
any 2 servers are identically distributed, regardless of which message is desired. Since each query is
made up of two independently generated parts, one for each message, it suffices to prove that the
query vectors for a message (say Wy) are identically distributed, regardless of whether the message
is desired or undesired,

(Qfﬂ(Wk)yQi(Wk)) ~ (fo](Wk)ngf}(WkD , Vni,ng € [1:4],m <np (41)

Note that
(QEW), QW) ) = (T, Vi), T (V) (42)
(QEIW), QUETWR)) = (wh, WUn,), T, Unc)) (43)

Therefore, to prove (@I it suffices to show the following,.
(‘/;17‘/;27‘/;37‘/;47‘/2'5) ~ (U07Uj17Uj27Uj37Uj4) (44)

where Vy,, = {‘/i17‘/;27‘/;3}7 Vi, = {ViuviwvisL Un, = {U07Uj17Uj2}7 Up, = {U07Uj37Uj4}' Be-
cause S is uniformly chosen from the set of all full rank matrices, we have

(‘/7317‘/2'27‘/2'37‘/2'47‘/2'5)N(Vla‘/é7‘/i)>7v47‘/})) (45)
Next we note that there is a bijection between

(U07Uj17Uj27Uj3vUj4) < (U07U17U27U37U4) (46)
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This is because (Up,Uj,,Uj,,Uj,,Uj,) always includes Uy, two terms out of Uy, Us,Us,Ur and
two terms out of Us, Uy, Ug,Uy. But from any two terms of Uy, Us, U, Uz there is a bijection
to Uy,Us, and from any two terms of Us, Uy, Us,Ug there is a bijection to Us,Us. Now since
S" = (Up; Ur; Uy; Us; Uy; Us) is picked uniformly from S, conditioned on any feasible value of Us,
(Uo, Ur,Us,Us, Uy) is uniformly distributed over all possible values that preserve full rank for S’.
Since (Uo,Uj,,Uj,,Uj,,Uj,) spans the same space as (Up, U, Us, Uz, Uy), they have the same set
of feasible values. The bijection between them then means that (Up,Uj,,Uj,,Uj,, Uj,) is also uni-
formly distributed over all possibilities that preserve full rank for S’, conditioned on any feasible

Us. That means
(Uo,Ujy, Ujy, Uy, Uy ) ~ (U, Ur, Uz, Us, Us) (47)
Finally, we note that S and S’ are identically distributed, so we have
(V1, V2, V3, Vi, V5) ~ (Uo, Uz, Uz, Us, Us) (48)

Combining ([5), (1) and ({8]), we arrive at (@) and (4I]).

3.6 Rate achieved is 3/5

The rate achieved is 12/20 = 3/5, because we download 20 symbols in total (5 from each server)
and the desired message size is 12 symbols.

4 Optimality of Rate 3/5

We presented a scheme that achieves the rate 3/5 for the setting (K, N,T, K.) = (2,4,2,2) with
the MDS storage code (x,y) — (x,y,z +y,z +2y). But is the scheme optimal? i.e., is the rate 3/5
the highest rate possible for this setting? To settle this question we need an upper bound. So far
the best information theoretic upper bound that we are able to prove is 8/ 159 (see Section [T4T]),
which leaves the information theoretic capacity open for this setting. However, let us define the
notion of “linear capacity” as the highest rate that can be achieved by any (scalar or vector) linear
PIR scheme. It turns out that we are able to settle the linear capacity.

Theorem 2 For the MDS-TPIR problem with (K,N,T,K.) = (2,4,2,2) and the MDS storage
code (x,y) — (x,y,x +y,x + 2y), the linear capacity is 3/5.

Proof: Since the achievability of 3/5 has already been shown, we are left to prove the converse, i.e.,
the upper bound.

Let a,b,c,d € Fﬁ/ 1 he ii.d. uniform L /2 x 1 vectors over F,,. Without loss of generality, the
MDS storage code for message W) is represented as follows.

Wl = (a; b) W2 = (C; d) (49)
and the storage is specified as

(Whi, Wig, Wi, Wia) = (a,b,a+b,a+2b)

SRemarkably, 8/13 can be shown to be the capacity if the colluding sets of servers are restricted to servers

{1,2},{2,3}, {3,4}, {4, 1} (see Section [[.5T).
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(Wa1, Wag, Wa3, Way) = (c,d,c+d,c+2d) (50)

The scheme is linear so that the download from each server consists of linear combinations of the
stored symbols of both messages. Furthermore, without loss of generality, we assume that the
scheme is Symmetricﬁ and the download from each server is comprised of d < L/2 independent
symbols from each message. Therefore, the downloads can be expressed as

AR = v v, vne 1 4) ke (10 2] (51)
rank(ViF) = rank(Vi¥) =d (52)
where VZ[:] are D/4 x L/2 matrices that may be chosen randomly by the user (functions of F).

Clearly we must have 4d > L otherwise the L symbols of the desired message cannot be recovered.
Define € > 0 such that

4d = L(1+e) (53)

Without loss of generality, let us assume henceforth that W5 is the desired message. For the next
set of arguments, we focus only on the downloads corresponding to Ws, i.e., set all Wi symbols
to 0. Further, let us use the notation V to represent the row span of the matrix V. The symbols
downloaded from Server n along V C V[;jl, are called redundant if they can be expressed as linear
combinations of symbols downloaded from other servers, i.e., they contribute no new information.

H(VW2n|V2[3L}1 Wan, , ‘/2[2]2 Waon,, V2[72LL Wans, F, V) =0 (54)
where n,n1,n9,n3 are distinct indices in [1 : 4]. Note that we download no more than a total
of L(1 + €) (possibly dependent) symbols of Wy from all 4 servers, from which we must be able
to decode all L independent symbols of W5. Therefore, we cannot have more than e¢L redundant
symbols. Therefore, for any V' that satisfies (54]) we must have

dim(V) < €L (55)

Next, let us consider the pairwise overlap between V[22Z-] and V[22j], i < j,i,7 € [1:4]. By the
symmetry of the scheme, there exist Vj;, Vi, j € [1:4],7 # j, and o > 0 such that
R Ay g Y —
Vij =V, NVyi, dim(Vij) = ad (56)
The following lemma formalizes the intuition that the overlaps a must be small enough to
ensure that we have enough independent symbols to recover Wj.

Lemma 1
3ad < d+2eL (57)
Equivalently, o < 1+§ ‘ (58)
1 PO =3T3\ T1e

TAny scheme can be made symmetric, e.g., by repeating the original scheme for each of the N! permutations of
the servers to retrieve a correspondingly expanded message of length L' = N!L.
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Proof: First, we show that
dim(V12 N Vlg) <eL (59)

For any vector v € V12 N Vi3 (note that v belongs simultaneously to V[221],V[222},V[223]), the symbol
vWas (downloaded from Server 3) is redundant because it is a linear combination of downloads

from servers 1 and 2,

vic+d) = wvc+od (60)
SooWey = vWo + oWy (61)
= H(UW23|V£]W21, V2[22}W22,]:’U) =0 (62)

From (62]) and (B5l), we have (B9).

Second, we show that

dim ((V12 U Vlg) N V14) <elL (63)
Consider any vector v € Via. Because v belongs to both V[221] and V[222}, we have downloaded
vWs = vec and vWhy = vd from servers 1 and 2. Similarly, for any vector v € Vi3, we have
downloaded v'Wa; = v'c and v/Wag = v/(c + d) = v'Way +0'Was (from servers 1 and 3), from which
we can recover v'Wo = v'c and v'Way = v'd. Consider now any vector v* € (V13 U V13) N Vig.
Suppose v* = hjv + hot',v € V12,0’ € Vy3 for constants hq, he. The symbol v*Way = v*(c + 2d)
(downloaded from Server 4) is redundant because it is a linear combination of downloads from
servers 1, 2 and 3,

(@)}
=~

viWoy = (hl’U + hg’L)/)(C + Zd)

hive + 2hivd + hov'c + 2hov'd

= h1oWai + 2h19vWag + hot/ Wy + 2hov/ Wao

= H( Waul V) War, Vay Wan, Vo Wag, F,v*) =0

~—~ o~
(=2
~N
~— — — ~—

From (67)) and (B3)), we have (63]). Next, consider dim(Vi U Vi3).

dim(V12 U V13) (68)
= dim(Vlg) + dim(Vlg) - dim(Vlg N V13) (69)
> 2ad —eL (from (56)(E9)) (70)

Finally, consider dim(V12 U Vi3 U V1y).

d = dim(VE) > dim(Vio U Vis UVyy) (71)
= dim(Vlg U V13) + dim(V14) — dim ((V12 U V13) M V14) (72)
> 2ad—eL+ad—el (from (70)(E0) (G3]) (73)
= 3ad <d+ 2L (74)
|
We now proceed to complete the converse.
D+o(L)L > HAYF,G) + o(L)L (75)
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D gl wyrg) (76)
O g+ B W, F,0) + HAL Wy, ALE, g) (77)
> HW) + HAM W, F,6) + HAY Wy, Wy, Al 7 g) (78)
BIDAD 4y 4 + HAMY W, Fog) + HAE Wy, Wy, FLG) (79)
BED 5w+ HAZ W, F,0) + HAZ W, ng, F.0) (80)
EDED  fy o by + HVE e F) + HVE (e + d), Vi (c + 2d)|c, F) (81)
= H(a,b)+ H(Vj{elF) + H(Vj d, Vﬁdm (82)
© dim(VE) + dim(VE U V) (83)
BAED L g1 24— ad (84)
P dd ()
= 5L/3 (86)
Letting L — 0o, we have R = L/D < 3/5.
[ |

5 Capacity of a Class of MDS-TPIR Instances

Building upon the insights from the achievable scheme and linear converse presented in the previous
sections, we are able to settle the information theoretic capacity of a non-trivial class of MDS-TPIR
instances.

Theorem 3 For the class of MDS-TPIR instances with (K, N,T,K.) = (2,N,T,N — 1), with
N2-N
2N2-3N+T"

The case T' = N is trivial because if all servers collude then the situation is equivalent to the
single database scenario, i.e., it is optimal to download everything, and the capacity is 1/K = 1/2.
For the remaining cases, T' < N, and the proof of converse is presented in Section The proof
of achievability for T" = 2 setting appears in Section where we present a scheme with zero error.
The proof of achievability for T° > 2 settings appears in Section [.3] where we present a scheme
with vanishing probability of error. The remainder of this section presents two examples (one with
T = 2 and one with 7' = 3) to illustrate the key ideas.

arbitrary T, N, the capacity is C =

5.1 Example: Capacity achieving scheme for (K, N, T, K.) = (2,4,2,3)

Let us present a scheme that achieves the rate 6/11, which is the capacity for this setting according
to Theorem [Bl As evident from the description below, the scheme builds upon the ideas that were
introduced for Theorem [

5.1.1 Message and Storage Code

Let each message be comprised of L = N (/N —1) = 12 independent symbols from a sufficiently large

finite field F),. Define a ¢ F?,Xl as the vector (ai;asg;as;as) comprised of i.i.d. uniform symbols
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a; € F,. Vectors b,c,d, e, f are defined similarly. Messages W7, W5 are defined in terms of these
vectors as follows.

Wi = (ajbjc) W2 =(d;e:f) (87)
The (N —1,N) = (3,4) MDS storage code is specified as follows.

(Whi, Wig, W13, Wia) = (a,b,c,a+b+c) (88)
(Wa1, Wag, Wa3, Wou) = (d,e,f,d+e+f) (89)

Note that each server stores 4 symbols for each message and any three serves store just enough
information to recover both messages (MDS property is satisfied).

5.1.2 Construction of Queries

The query to each server consists of 6 vectors, the first three for W) (denoted as Q[f }(Wl)) and

the last three for W5 (denoted as Q%C ](Wg)). The queries and downloads for Wy, k € [1 : 2] are
described next. We denote Wy, = (x;y;z). When k£ = 1, (x;y;2z) = (a;b;c) and when k = 2,
(x;y;2) = (d; e; ).

Denote the set of all full rank 4 x 4 matrices over [F, as S4. The user privately chooses two
matrices S, S’, independently and uniformly from S4. Label the rows of S as Vi, V5, V3, V4, and the
rows of S" as Uy,Us, Uy, Us. Define the following sets

Vl - { ‘/27 ‘/37 V4}7 Z/[l — {217227 Ul}
Vo = {W1, V3, Vi}, U = {U1,Uz,Us} (90)
Vi = {V1, Vs Vi}, Us = {U:1,Uz,Us}
Vi = {1, Vo, V3 1, U = {U1,Uz, U}
where Us, Uy are obtained as follows.
Us = U+ Uy, (91)
Uy = U +20, (92)

A preview of the scheme is as follows. For Server n € [1 : 4], the vectors in V), are for the desired
message and the vectors in U, are for the undesired message. Since K. = N — 1 = 3, and each
query vector V; is used no more than three times, all queries for the desired message will return
independent symbols for a total of 12 desired symbols. For the undesired message, the same query
vector U; is used 4 times such that only 3 independent symbols are produced. Similarly the 4
uses of Uy produce only 3 independent symbols. Thus all queries for the undesired message will
produce at most 6 + 4 = 10 independent undesired symbols. The 12 independent desired symbols
and 10 undesired symbols will be resolved from a total of 12 + 10 = 22 downloaded symbols, to
achieve the rate 12/22 = 6/11. Privacy is ensured by the observation that any V,, V) n # n’ have
two elements in common and similarly any U,,,U), n # n’ have two elements in common. We now
proceed to the details.
When W, is desired, we have Vn € [1 : 4],

Server n : QE(Wy) = mn(Wh), A W) = QI (W ) Wi (93)
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Desired Symbols Are Independent: From A[IITL(W;C), the user can recover the 12 symbols

Vox, Vax, Vux, iy, Vay, Vay, Viz,Voz, Viz, Vi (x +y + 2), Va(x +y + 2), V3(x + y + z) and therefore
all 12 symbols (x;y;z) of Wy, since S = (Vi; Va; V3; Vy) has full rank.
When W, is undesired, we have Vn € [1 : 4],

Server 7 : WIWy) =m0, (Un), ARy = QI (W) Wiy (94)

Interfering Symbols Are Dependent and Have Dimension at most 10: Consider the interfering
symbols along the common vectors Uy, Us. Note that

Ux+Uyy+Uiz=U(x+y +2) (95)
Usx +Usy +Usz = Us(x +y + 2) (96)

Since at least 2 interfering symbols are linear combinations of the rest, the 12 interfering symbols
cannot have more than 10 dimensions, i.e., their joint entropy is no more than 10 in p-ary units.

5.1.3 Combining Answers, Correctness and Rate

The combining process and correctness proof are similar to that in Theorem [Il The difference
is that in Theorem [I we find the explicit choice of combining matrices, here we will only prove
the existence of combining matrices over a sufficiently large field. The details are deferred to the
general proof in Section We repeat the above query construction two times independently such
that each server has 6 x 2 = 12 symbols (6 in W and 6 in W3). These 12 symbols at each server
are combined to 11 downloaded symbols, A%ﬂ Jand it is ensured that we can decode all interfering
symbols and then extract the desired symbols.

Thus, the rate achieved is 6/11.

5.1.4 Privacy Proof

The privacy proof is virtually identical to that in Theorem [1 so the details are deferred to the
general proof in Section

5.2 Example: Capacity achieving scheme for (K, N, T, K.) = (2,4,3,3)

Let us present a scheme that achieves the rate 12/23, which is the capacity for this setting according
to Theorem Bl The key distinction of this T' = 3 case with the T' = 2 case presented in the previous
section is that permutations of the query vectors are no longer enough to ensure the privacy.
So we will resort to sending the space spanned by the query vectors instead of the query vectors
themselves. Furthermore, instead of guaranteeing zero-error, we will only show that the probability
of error can be made arbitrarily small by choosing a sufficiently large message size.

5.2.1 Message and Storage Code

The message construction and storage code are the same as when T = 2. Let each message be
comprised of L = N(N — 1) = 12 independent symbols from a sufficiently large finite field F).
Define a € IE‘;Xl as the vector (a1;ag;as;as) comprised of i.i.d. uniform symbols a; € F,. Vectors
b,c,d, e, f are defined similarly. Messages W71, W are defined in terms of these vectors as follows.

Wi = (a;b;c) Wa = (d;e;f) (97)
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The (N —1,N) = (3,4) MDS storage code is specified as follows.

(Whi, Wig, W13, Wia) = (a,b,c,a+b+c) (98)
(Wai, Wag, Wa3, Wou) = (d,e,f,d+e+f) (99)

5.2.2 Construction of Queries

The query to each server consists of two vector spaces, one for Wy (span of the rows of Qgﬂ ](Wl))
and one for Wy (span of the rows of Qgﬁ }(Wg)). The queries and downloads for Wy, k € [1 : 2]
are described next. We denote Wy, = (x;y;z). When k = 1, (x;y;z) = (a;b;c) and when k = 2,
(x;y;2) = (d; e ).

Denote the set of all full rank 4 x 4 matrices over F, as S4. The user privately chooses two
matrices S, S’, independently and uniformly from S;. Label the rows of S as Vi, V5, V3, V4, and the
rows of 8" as U1, Uy, Us, Us. Define the following sets

Vio= { Va, Vi, Vil U = {gl,gl,gz}:{gl,Ul,Uﬂ
Vo = {W, Vs, Vi}, Uy = {U1,Us,Us} ={U1,Us,Us + U} (100)
Vi = {W, V3, Vit Us = {U1,Us5 Us} ={U1,Us + Us, Uy + Us}
Vi = {V17 Vo, V3 }7 U, = {Ul,U7,U8}:{Ul,U1+U2—|—U3,U1—|—2U2+2U3}
where (71,--- ,(78 are the rows of U , obtained as follows.
U = P(Uy;Us;Us) (101)
U 100
Us 010
Us 00 1
~ U,
. o | 110
ie., [75 = 10 1 gg (102)
Us 011 ’
0. 111
Uy 1 2 2

A preview of the scheme is as follows. For Server n € [1 : 4], the span of V, is the query space
for the desired message and the span of U, is the query space for the undesired message. Since
K. = N —1 = 3, and each query vector V; is used no more than three times, all queries for the
desired message will return independent symbols for a total of 12 desired symbols. For the undesired
message, the same query vector U; is used 4 times such that only 3 independent symbols will be
produced. Thus all queries for the undesired message will produce at most 3+ 8 = 11 independent
undesired symbols. The 12 independent desired symbols and 11 undesired symbols will be resolved
from a total of 12 + 11 = 23 downloaded symbols, to achieve the rate 12/23. Privacy is ensured
by choosing P in such a way that it allows a bijective mapping between the U,, or V,, spaces that
may be observed by any set of up to 7" = 3 colluding servers. The bijection shows that the queries
for both desired and undesired messages are uniformly distributed, and therefore indistinguishable.
While a specific P is chosen for this example, there are many choices of P that will work. In fact,
P only needs to be sufficiently generic, so as the field size grows, almost all choices of P will work.
We now proceed to the details.
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When Wy, is desired, we have Vn € [1 : 4],
Server n : QE(W,) =B(V,), AW = QI (W ) Wi,.. (103)

where B(V) represents the reduced row echelon form of a matrix whose rows are the elements of
V. The reduced row echelon form ensures that the queries reveal only the space spanned by the
corresponding V; vectors to each server, and not directly the V; vectors themselves.

Desired Symbols Are Independent: From A[llﬂl(Wk), we can recover the 12 symbols of Wj. Note
that because the user knows Vj.4, from A[lkll(Wk) he can recover the projections along V;. For
example, the row reduced echelon form for V; is a change of basis operation that can be represented

as B(V1) = B1(Va; Vi; Vy) for some invertible matrix Bj. Since the user knows By, he can multiply
A[lk}(Wk) with (B;1)~! as follows

B AP wy) = B W) Wiy (104)
By ' By (Va; Vi Va)x (105)
= (Vax; Vax; Vix) (106)

Thus, from A[lkL(Wk) the user recovers the 12 symbols Vox, Vax, Vyx, Viy, Vay, Vuy, Viz, Voz, Viz, Vi (x+
y+z), Vo(x+y+z), V3(x+y-+z) and therefore all 12 symbols (x;y;z) of Wy, since S = (Vi; Va; Vi; Vi)
has full rank.

When W, is undesired, we have Vn € [1 : 4],

Server n : QFI(Wy) = B(Uy), AT = QET (W) Wiy, (107)

Interfering Symbols Are Dependent and Have Dimension at most 11: Consider the interfering
symbols along the common vector U;. Note that

Ux+Uy+Uiz=U(x+y +2) (108)

Since at least 1 interfering symbol is a linear combination of the rest, the 12 interfering symbols
cannot have more than 11 dimensions, i.e., their joint entropy is no more than 11 in p-ary units.

5.2.3 Combining Answers, Correctness and Rate

The combining process and correctness proof are similar to that in Theorem 1 except that the
combining matrices C,, are chosen in a uniformly random manner now (so the matrices are no
longer deterministic). We will show in Section [T.3] that independent and uniformly random choices
of C,, are enough to guarantee that as the field size approaches infinity, i.e., p — oo, the probability
of error, P. — 0. The reasoning for the rate calculation is as follows. We repeat the above query
construction four times independently such that each server has 6 x 4 = 24 symbols (12 in W; and
12 in Wh). These 24 symbols at each server are combined to 23 downloaded symbols, A[f } and it
is ensured that we can almost surely decode all interfering symbols and then extract the desired
symbols. Thus, the rate achieved is 12/23.

5.2.4 Privacy Proof

Since the privacy proof is a bit more involved now, let us use this example to introduce the key
ideas. To show that the scheme is private to any 1T' = 3 colluding servers, it suffices to show that

18



the queries for Wy, for any T' = 3 servers are identically distributed, regardless of which message is
desired. Consider 3 distinct indices i, 7,1, < j < [l in [1 : 4], we require

(@M. Q. QP wi) ~ (@ w. @M .M w) (o)
<= (BOMV),B(V)),BV)) ~ (BU:),BU;),BU)) (110)

Note that
BWV:), B(V;), BOV)) = BHVin, Vi, Vi}), BU Vi, Vi, Vi}), B({Vin, Vi, V5 1)) (111)

where m ¢ {i,j,l},m € [1 : 4. To prove (I10), we wish to transform the spaces on the RHS to
the form that is the same as ([III]). To this end, we first compute the vectors that lie in the span
of both B(i4;) and B(U;), i < j. Note that the matrix P is designed such that except Uj, we have
only one such vector (up to scaling), denoted as Uy; ;3. Uy, j1 are computed explicitly as follows.
Further, we fix the scaling factor such that the Uy; ;) vector is unique.

U{172} = Ui +U;

Upsy = Ui—Us

Ungy = U

Upgy = Ui+ Ux+2U3
U{274} = U1 +Ux+Us
U{374} = U+ Us

—
—_
w

N TN N N N /N
— =
[ -
Ut

S N e N N N

It is easy to verify that Uy, 1, Uginy, Uginy, 4,4,1 € [1:4],i < j <[, are linearly independent, i.e.,

(4,5,0) = (1,2,3)  rank(Uyi2); Ug1,3y; Ugo,3y) = rank(Uy + Uz; Uy — U Uy + Uz + 2U3) = 3
(4,5,0) = (1,2,4)  rank(Uy 2); Ug4y; Ugogy) = rank(Uy + Uz; Uy Ur + Uz + Us) = 3
(i,7,0) = (1,3,4)  rank(Uqy 3y; Ugray; Ugsay) = rank(Uy — Uz; Uy Uz + Us) = 3
(i,5,1) = (2,3,4) rank(U{2,3}; U{274}; U{3’4}) =rank(Uy + Uy + 2Us; Uy + Uz + Us; Us + Us) = 3
(118)
As a result, we may equivalently represent Qz[kc}(Wk) as
QW) = BUs) = BUT 1, Ugigy, Uy D). Vi gl € [Ledl,i # Gii # 1,5 #1 (119)

Note that equipped with this representation, (B(;),B(U;),B(;)) is now of the same form as
(B(V;),B(V;),B(V;)) and we are now ready to prove the privacy condition (II0I).

(I0) <= (BHVin, Vi VD) BU{Vin, Vi, Vi), B{Vim, Vi, Vi)
~ BHUL U, 3 Uan ) BEUL Uy, Ugin ) BEU L, Uy, Ugin b)) (120)

Therefore, it suffices to show the following.
Vi, Vi, Vi, Vi) ~ (U, Ugin, Uy, Ui ) (121)
Because S is uniformly chosen from the set of all full rank matrices, we have

(va‘/;)‘/ﬁv}) ~ (VVI7V27VY37V4) (122)
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Based on (II8]), there is a bijection between
(Ub U{j,l}7 U{i,l}7 U{Z,j}) AN (Ub Uy, Uy, U3) (123)

Now since S" = (Uy; Uy; Us; Us) is uniform in all full rank matrices, the above bijection then means
that (Uty; Ugjyi Ugigy; Ui jy) is also uniform in all full rank matrices, i.e.,

(UL, Uiy, Uiy, Ugijy) ~ (U1, Uy, U, Us) (124)
Finally, note that S and S’ have the same distribution, so we have
(V1, V2, V3, Vi) ~ (U1, U1, Ua, Us) (125)

Therefore, from ([[22]), (I24]) and ([I25]), we have proved ([IZI]) and (II0). [ ]

6 Conclusion

We settle a conjecture on the capacity of MDS-TPIR by Freij-Hollanti et al. [6] by constructing
a scheme that beats the conjectured capacity for one particular instance of MDS-TPIR. The rate
achieved by the new scheme is shown to be the best possible rate that can be achieved by any
linear scheme for the same MDS storage code. The insights from the achievability and converse
arguments allow us to characterize the capacity of a class of MDS-TPIR instances. Through another
counterexample, we are also able to prove that the capacity expression cannot be symmetric in T’
and K. parameters, i.e., these parameters cannot be interchangeable in general. Nevertheless, the
general capacity expression for MDS-TPIR remains unknown.

7 Appendix

7.1 Examples of Optimal Schemes over Small Fields

To highlight that the assumption of large field size (which was made convenience) may not be
essential, in this section, we provide two examples of explicit MDS-TPIR capacity achieving schemes
over small fields.

7.1.1 Example 1

Consider the MDS-TPIR instance with (K, N,T, K.) = (2,3,2,2). Note that the capacity of this
setting is 6/11, as established in Theorem [l We provide an alternative achievable scheme for rate
6/11. In particular, the scheme operates over the binary field and the upload is 4 bits per server
(the query to each server takes values in a set with cardinality 2* = 16).

We assume that each message is L = 6 bits. Denote ay, - ,ag,b1, -+ ,bg as 12 i.i.d. uniform
bits, a;, b; € Fo. Messages W1, Wy are defined in terms of these bits as follows.

W1 = (a1;a9; as; aq; as; ag), Wa = (by; ba; bs; ba; bs; bg) (126)
The storage is specified as

Server 1 : W1 = (a1;a9;a3), Woy = (by; ba; b3) (127)
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Server 2 : Who = (a4; as; a6), Waa = (by; bs; bg) (128)
Server 3: Wiz = (a1;a9;a3), Waz = (515 B2; B3) (129)

where aq, ao, ag, 81, B2, B3 are obtained as follows.

a1 =ay+as+as, By =0by+by+ by (130)
a9 = a1 + az + ag, B2 = by + b3 + bg (131)
as = az + a4 + ag, B3 = by + by + bg (132)
Further define
ay = aptay+ag=as3+ag+as (133)
Bo = Pr+ B2+ P3=bs+bs+0bs (134)

Note that each server stores 3 bits of each message and the storage at any 2 servers is just enough
to recover both messages (MDS storage property is satisfied).
Define a function that maps 4 input bits to 3 output bits as follows.

L3(X1,X2,Y1,Ys) = (X1 + Y5, X0+ Y5,Y] +Y5) (135)

We now describe the PIR scheme. F is a uniform random variable in [1 : 16]. Depending on
the value of F and the desired message index 6 € [1 : 2], the user’s query is specified by Table 1.
The double-quotes notation around a random variable represents the query about its realization.
Note that the queries to Server 1 and Server 2 are the same, regardless of the value of  and the
query to Server 3 is a deterministic function of that to Server 1 and Server 2.

We show that the scheme is both correct and private. The schemes is correct because our
scheme satisfies the important property (P1) that from the answers A[lk}, A[QM, we always know one
undesired bit in Agk] and then we can extract the 2 desired bits in Agf} (because if any 1 of the 4
input bits of the L3 function is known, the remaining 3 input bits can be solved from the 3 output
bits). Combining these 2 desired bits with the other 4 desired bits (2 from Server 1 and 2 from
Server 2), we obtain the desired message (easy to verify that these 6 bits are independent). The

property (P1) is easy to verify. For example, consider k = 1 and F = 8. From A[ll], A[zl}, we obtain

b1, b3, b4, bs, from which we further obtain 84 = b3 4+ b4 + b5 and (4 appears in Agl}. The scheme is
private because it is easy to verify that for any 2 servers, the queries are identically distributed no
matter which message is desired and then the privacy condition (3] is satisfied.

The scheme downloads 4 bits from Server 1, 4 bits from Server 2 and 3 bits from Serve 3. It
retrieves 6 desired message bits. Therefore the rate is 6/11.

7.1.2 Example 2

Consider the MDS-TPIR instance with (K, N, T, K.) = (2,4,3,2). The capacity of this setting
turns out to be 4/7. The rate can not be more than 4/7 because the capacity of TPIR with
(K,N,T) = (2,4,3) is 4/7 [2] and reducing K, from 2 to 1 can not hurt. We provide an achievable
scheme for rate 4/7. In particular, the scheme operates over the finite field Fi3 and the upload is
6 bits per server (the query to each server takes values in a set with cardinality 26 = 64).

We assume that each message is L = 4 symbols. Denote aq,as,as,aq,b1,b2,b3,04 as 8 i.i.d.
uniform symbols, a;, b; € F13. Messages Wy, Wy are defined in terms of these symbols as follows.

Wi = (a1; az; az; ag), Wa = (b1; b2; bs; ba) (136)
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Table 1: The Scheme for MDS-TPIR with (K N.T,K.) = (2,3,2,2).

F | Prob. Ql (Server 1) Q2 (Server 2) Q3 (Server 3) Qg} (Server 3)

L | 1/16 | “ai,a2,b1,bo” | “a4,a5,b4,b5” | “L3(asz,aq, b1, P2)" | “L3(ar, o, B3,B84)"
2 | 1/16 | “a1,a3,b1,b2” | “as,a5,bs,b5" | “L3(a1,az,P1,52)" | “L3(as,au, B3, 1)”
3 | 1/16 | “ay,a,b1,b3” | “a4,a5,b4,b5” | “L3(ag,au, B3, 54)” | “La(ar,az, B, F2)”
4 | 1/16 | “ai,a3,b1,b3” | “a4,a5,bs,b5” | “L3(a1,az,B3,54)" | “L3(as,au, B, [2)”
5 | 1/16 | “ay,a2,b1,b2” | “a4,a6,bs,b5” | “L3(ar,az,P1,52)" | “La(as,aq, B3, 4)”
6 | 1/16 | “a1,a3,b1,b2” | “as,a6,bs,b5” | “L3(a3, au,Br1,52)" | “La(ar,az, B3, B1)”
71 1/16 | “a1,a2,b1,b3" | “ay,a6,b4,b5" | “Ls(on, a0, B3,81)" | “Li(as, o, P, B2)”
8 | 1/16 | “a1,a3,b1,b3” | “as,a6,bs,b5” | “L3(a3,au,P3,54)" | “L3(ar,az, B, [2)”

9 | 1/16 | “a1,a2,b1,b2” | “as,a5,bs,b6” | “L3(a3,au,B3,54)” | “L3(ar,az, B, [2)”
10 | 1/16 | “a1,a3,b1,b" | “as,as5,b4,b6" | “Ls(on, a0, B3,81)" | “L3a(as, ou, f1, B2)”
( ) ( )
( ) ( )

11| 1/16 | “a1,a2,b1,b3” | “as,as,bs,b6” | “L3(as,aq, B1,52)" | “Ls(on, s, B3, Pa
12 | 1/16 | “a1,as3,b1,b3” | “a4,a5,bs,b6” | “La(aq,az,b1,52)" | “Ls(as, o, B3, Pa

13 | 1/16 | “ai,a2,b1,b2” | “a4,a6,bs,b6” | “L3(a1,az,B3,84)" | “L3(as,au, B, [2)”
14 | 1/16 | “a1,a3,b1,by" | “as,a6,bs,b6” | “L3(as, ou,B3,81)" | “La(ar, az, b1, 52)”
( ) ( )
( ) ( )

15 | 1/16 | “a1,a2,b1,b3” | “as,a6,bs,b6” | “L3(on,a, B1,52)" | “Ls(as,au, P3,Pa
16 | 1/16 | “a1,as3,b1,b3” | “a4,a6,bs,b6” | “L3(as,aq, b1, 52)" | “Ls(ou, s, B3, Pa

The storage is specified as

Server 1 : Wll = (al; CLQ), W21 = (bl; bg) (137)
Server 2 : W12 = (ag; CL4), W22 = (bg; b4) (138)
Server 3 : W13 = (041, 042), W23 = (,81; 52) (139)
Server 4 W14 = (043, 044) W24 = (,83, 54) (140)
where a1, ao, a3, oy, B1, o, B3, B4 are obtained as follows.
a1 = 3a1 + 2as + 4asg + ay, B1 = 3b1 + 2by + 4b3 + by
a9 = 2a1 + 3as + az + 4ay, Bo = 2by + 3by + bg + 4by
ag = 3a1 + 12a9 + 4as + 6ay, B3 = 3b1 + 12by + 4b3 + 6by
ayg = 12a7 + 3as + 6as + 4ay, B4 = 12b1 + 3by + 6bg + 4by (141)

Note that each server stores 2 symbols of each message and the storage at any 2 servers is just
enough to recover both messages (MDS storage property is satisfied).

We now describe the PIR scheme. F is a uniform random variable in [1 : 64]. The user’s query
is uniform over 64 choices and is specified by Table 2. Note that the queries to servers 1, 2 and 3
are the same, regardless of the value of § and the query to Server 4 is a deterministic function of
that to servers 1, 2 and 3.

The key to the scheme is that the undesired symbol downloaded from Server 4 is known from that
downloaded from servers 1, 2 and 3, while desired symbols are all independent. This observation
is formalized in the following lemma.
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Table 2: The Scheme for MDS-TPIR with (K, N,T, K.) = (2,4,3,2).
Prob. Q[le} (Server 1) Q[;] (Server 2) Q:[f] (Server 3) QLH (Server 4) QE] (Server 4)
1/64 “aiy, by, “aig, bj,” “uig, Bjs” “aiy + By oy + B
i1, 1,13, j3 are ii.d. and uniform in {1,2}. iy, j are i.i.d. and uniform in {3,4}.
i4,j4,1y, 7y are determined as follows.

(i1,42,73) = (1,3,1) = iy = 4,4y = 3, (41, J2,73) = (1,3,1) = j, = 3,5, = 4
(i1,42,13) = (1,3,2) = iy = 3,1y = 4, (J1,72,73) = (1,3,2) = ju = 4,75, =3
(i1,42,13) = (1,4,1) = iy = 3,1y = 4, (J1,72,73) = (1,4,1) = ju =4,7, =3
(i1,42,13) = (1,4,2) = iy = 4,1y = 3, (J1,72,73) = (1,4,2) = j4 = 3,5, =4
(i1,49,13) = (2,3,1) :>i4:3,i21:4, (J1,J2,7J3) = (2,3,1) = ju =4,j, = 3
(i1,49,13) = (2,3,2) :>i4:4,i21:3, (J1,J2,J3) = (2,3,2) = ju=3,j, =4
(i1,49,13) = (2,4,1) :>i4:4,i21:3, (J1,J2,J3) = (2,4,1) = ju =3,j, =4
(i1,49,13) = (2,4, 2) :>i4:3,iﬁl:4, (J1,J2,J3) = (2,4,2) = ju =4,j, =3

Lemma 2 For all values of 1,142,143, 14,1y, j1, 2, J3, Ja, Jjy @n Table 2, we have

dim(a;, , @iy, iy, iy) =4, dim(as,, @iy, g, ) = 3 (142)
dim(bjl 5 bjmﬁjg, 6)’4) = 3, dim(bjl s bjz,ﬁj?),ﬁjjl) =4 (143)

Lemma [2]is proved by brute force, i.e., verifying (I42]) and (I43]) hold for each case.

We show that the scheme is both correct and private. The schemes is correct because as
Lemma [2] has proved, the 4 undesired symbols only have dimension 3 and it is easy to see that
the 3 undesired symbols in answers from the first 3 servers have dimension 3. Therefore, from the

answers A[lk],A[Qk],AgC], we always know the undesired symbol in Agﬂ.

symbol out from A[k}, we obtain the desired symbol interference freely. Lemma 2] has proved that
the 4 desired symbols are independent such that we can recover the desired message. The scheme
is private because it is easy to verify that for any 3 servers, the queries are identically distributed
no matter which message is desired and then the privacy condition (I3) is satisfied.

The scheme downloads 2 symbols from Server 1, Server 2 and Server 3 each, and 1 symbol from
Server 4. It retrieves 4 desired message symbols. Therefore the rate is 4/7.

Let us conclude this example with the observation that this MDS-TPIR instance with (K, N, T, K.)
= (2,4,3,2) is not covered by Theorem [, but we were still able to find its capacity. Let us also
note that we are able to cast this example into a similar framework as Theorem [B] and prove the
existence of PIR schemes that achieve the same capacity for the (z,y) — (z,y,z +y,z + 2y) MDS
storage code, subject to the assumption of a sufficiently large finite field. The details are repetitive,
and therefore omitted. However, we believe this example may provide useful insights for further
generalizations.

Subtracting the undesired

7.2 Achievability Proof for Theorem [3l when 7" = 2

The proof for the general setting (arbitrary N) follows the same route as the N = 4 example
presented earlier. We assume that each message is comprised of L = N(N — 1) independent
symbols from a sufficiently large finite field F,,.
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7.2.1 Storage Code
The (N — 1, N) MDS storage code is as follows.

Win € FY*Lke[l:2,ne[l:N] (144)
Wi = (Wi Waas -+ s Wiy_1)) € Fy™! (145)
Wiy = Wi+ Wi+ + Wk(N—l) (146)

7.2.2 Construction of Queries

The query to each server consists of 2(IN — 1) vectors, the first N — 1 vectors for W, (Q%c ](Wl))

and the last N — 1 vectors for Wy ( [k ](Wg)). The queries and downloads for Wi, k € [1 : 2] are

described next.
Denote the set of all full rank N x N matrices over [, as Sy. The user privately chooses two

matrices S, S’, independently and uniformly from Sy. Label the rows of S as V;,---, Vi, and the
rows of " as Uy, -+ ,UpN_a,U1,Us. Define Vn € [1 : N]

Vn — {‘/17 7VTL—17VTL+17"' 7VN} (147)
Uy = {U1, . Un-2,Up} (148)

where U,,n € [1 : N] are the rows of U, obtained as follows.
U = MDSyx2(Ur; Us) (149)

where MDS 2 is an N X 2 matrix such that any two of its rows are linearly independent.
When W, is desired, we have Vn,

Server n : QW) = m,(Vn), AR (W) = QM (W) Wi, (150)

Desired Symbols Are Independent: From A[lk}N(Wk), we can recover all N(N — 1) symbols of Wj.
This is easily seen because the storage is an (N — 1, N) MDS code, no query dimension is repeated
more than N — 1 times and the matrix S has full rank.

When W;, is undesired, we have Vn,

Server n: QW) = 7 (U,), AFY W) = QI (W) Wi (151)

Interfering Symbols Are Dependent and Have Dimension at most N(N —1) — (N —2): Consider
the interfering symbols along the common vectors U;,i € [1 : N — 2]. Note that

UiWir + -+ UWyn-1) = UiWin (152)

Therefore (N — 2) interfering symbols are linear combinations of the other N? — 2N + 2 symbols.

7.2.3 Combining Answers for Efficient Download

Based on the queries, each server has 2(N — 1) symbols, N — 1 in W7, Al ](Wl) and N — 1 in

W, A%C](Wg) for a total of L = N(N — 1) desired symbols and L = N(N — 1) undesired symbols.
Note that there are at most N2 — 2N + 2 £ [ independent undesired symbols. Exploiting this
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fact, we will combine the 2(N — 1) queried symbols from each server into (I + L)/N symbols to be
downloaded by the user. Intuitively, (L + I)/N symbols from each server will give the user a total
of L 4+ I symbols, from which he can resolve the L desired and I undesired symbols.

Define the following function that maps 2L/N € Z, input symbols to (L + I)/N € Z, output
symbols.

L5( Xy, Xo, -+, XN, Y1, Y2, Y N)
= (X1, Xy Y, Yy Xver + Yo, Xoyn + Yon) (153)

We formalize the combining process in the following lemma.

Lemma 3 Suppose each server has L/N desired symbols and L/N undesired symbols. Across all
servers, the L desired symbols are independent, while the L undesired symbols have dimension at
most I, i.e., all L undesired symbols can be expressed as linear combinations of symbols in s, where
s is a set of I symbols. Further, each server contains I/N distinct symbols in s.

The desired and undesired symbols are combined to produce the answers as follows.

AR = £ A (W), Cu Al (W) (154)

where Cy, are deterministic L/N x L/N matrices, that are required to satisfy the following two
properties. Denote the first I/N rows of Cy, as C,.

P1. All C,, have full rank.

P2. For all (N — 1)V distinct realizations of w\,n € [I : N|, the I symbols of the undesired

message that are directly downloaded (I/N from each server), UlA[lk](ch), U2A[2k](ch),

e UNAE@(W;CC) are independent in variables in s.
Then we have the following claim.
Claim. The C), satisfying the two required properties exist over F,, for a sufficiently large prime pﬁ

Proof: This proof of existence will use Schwartz-Zippel lemma [9, [I0] about the roots of a
polynomial. The variables for the polynomial are the coefficients of the C,, matrices. Let us start
with an arbitrary choice of «,,n € [1 : N]. Since all Al }(ch) can be expressed in terms of the
symbols in the vector s with constant coefficients, we can express

(UlA[lk](ch), s ;UNAES}(WI&)) = C]X[S (155)

Now consider the polynomial given by the determinant of C. This is not the zero polynomiaﬂ
because we can easily assign values to C,, to make C = I, the identity matrix. This is because the
queried symbols from each server include I/N distinct symbols in s.

Next do the same for every realization of 7r,,,n € [1 : N|. As there are N permutations involved,
and each can take (N — 1)! different values, so we have a total of (N — 1)!"V different possibilities.
We will consider each of them separately. Each time we find a different C, which gives us a different
non-zero polynomial.

Next consider the determinant of each C),. This gives us another N non-zero polynomials.

8In fact, the properties are generic, i.e., they are satisfied by almost all matrices over large fields.
9A polynomial is a zero polynomial if all its coefficients are zero.
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For each of these (N — 1)!"V + N polynomials, Schwartz-Zippel lemma guarantees that a uni-
formly random choice of C,, produces a non-zero evaluation with high probability over a large field
(probability approaching 1 as p — oo). Since the intersection of finite number of high probability
events is also a high probability event, there must exist a realization of C), over a large field for
which all (IV — 1)!N + N polynomials simultaneously evaluate to non-zero values, i.e., a realization
that satisfies both properties. Hence, the claim is true.

|
Next we prove that the scheme retrieves the desired message, and that it is 1" private.

7.2.4 The Scheme is Correct (Retrieves Desired Message)

Note that from (I52]), independent undesired message symbols distribute evenly across the databases,
such that Lemma [ applies. Note that the first 2/ /N variables in the output of the £* function

are obtained directly, i.e., UlA[lk](Wl), UQA[QM(Wl), e UNAE@](Wl) and UlA[lk](Wg), UQA[;](WQ),

e UNAK?}(WQ) are all directly recovered. By property P2 of C,, UlA[lk](ch), UQA[;](W;CC),

S UNAE@(WM) are linearly independent. Since we have recovered I independent dimensions of
interference, and interference only spans at most I dimensions, all interference is recovered and
eliminated. Further, since the L desired symbols are independent and since the C),, matrices have
full rank, the user is able to recover the L desired message symbols after the interference symbols
are recovered and subtracted from the downloaded equations. Therefore the scheme is correct with
ZE€ro error.

7.2.5 The Scheme is Private (to any 7' = 2 Colluding Servers)

To prove that the scheme is T' = 2 private (refer to (I3))), it suffices to show that the queries for
any 2 servers are identically distributed, regardless of which message is desired. Since each query
is made up of 2(N — 1) vectors, N — 1 for each message and the vectors for W; and the vectors for
W, are generated independently, it suffices to prove that the vectors for one message (say Wy) are
identically distributed, i.e.,

(@), QW) ~ (QUET W), QETWi)) s Yy ma € [1: 4],m1 < o (156)

Note that
(QEIWa), QEIWi)) = (s (Vs )s Tns (Vi) (157)
(QEIWa), QW) ) = (mh, W), e, Uhnc) (158)

Therefore, to prove (I50) it suffices to show the following.

(‘/17 7‘/;;n1717‘/in1+17"' 7‘/2'”2717‘/;;n2+17"' 7VN7‘/;7L27‘/;7L1) ~ (U17"' 7UN—27Z77117Z77L2) (159)

Because S is uniformly chosen from the set of all full rank matrices, we have

(Vly"' 7‘/7:n171"/in1+1’”. 7‘/;'”2717‘/1'”24@7'“ 7VN7V2n27 inl) ~ S (160)
Recall that S = (Vi,---, V). Next we note that there is a bijection between
(Ula"' 7UN—2aﬁn17ﬁn2) <~ Sl (161)
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because of ([I49) so that there is a bijection between ﬁnl,ﬁm and U, Uz. Recall that 61 =
(Ul, o, Un_2,Uq, Ug). Now as S’ is uniform over all full rank matrices, (Ul, oo S UN—2,Upy,s Um)
is also uniform over all full rank matrices,

T, Un-2,Upn,,Upy,) ~ S (162)
Finally, we note that S and S’ are identically distributed, so we have
S~ 5 (163)
Combining ([I60]), (I62) and ([I63]), we arrive at (I59) and (I56).

7.2.6 Rate Achieved is (N? — N)/(2N? — 3N +2)

The rate achieved is (N? — N)/(2N? — 3N + 2), because we download 2N2 — 3N + 2 symbols in
total and the desired message size is N(N — 1) symbols.

7.3 Achievability Proof of Theorem [3 when 7" > 2

The proof for the general setting follows the same route as the N = 4,T = 3 example presented
earlier. We assume that each message is comprised of L = N(N — 1) independent symbols from a
sufficiently large finite field F,,.

7.3.1 Storage Code

The (VN — 1, N) MDS storage code is as follows.

Win € FY*Lke[l:2,ne(l:N] (164)
Wi = (Wi Waas - s Wyvo1)) € FF (165)
Win = Wi +Wia+ -+ Wivoy (166)

7.3.2 Construction of Queries

The query to each server consists of two vector spaces, one for W (span of the rows of Q%ﬂ ](Wl))
and one for Wy (span of the rows of ng }(Wg)). The queries and downloads for Wy, k € [1 : 2] are
described next.

Denote the set of all full rank N x N matrices over [, as Sy. The user privately chooses two

matrices S, S’, independently and uniformly from Sy. Label the rows of S as Vy,---,Vy, and the
rows of S’ as Uy, ,Un_7,U1,--+ ,Up. Define Vn € [1 : N]

Vo = Vi, Va1, Vagr, -,V } (167)
Uy = {Us, . Un-1,Upn—1yr=1)41,"** » Unr—1) } (168)

where (71, e ,(7 N(T—1) are the rows of U , obtained as follows.
U= P(U;-;Ur) (169)

P is a deterministic N(7T' — 1) x T matrix that is chosen in such a way that it allows a bijective
mapping between the U, or V,, spaces that may be observed by any set of up to T" colluding servers.
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Intuitively, the only requirement on this matrix is that it is sufficiently ‘generic’, so that almost
all N(T — 1) x T matrices over large finite fields are acceptable. Here unlike the previous example
where we explicitly construct the matrix P, we will specify (later) the properties of this matrix and
prove that such a matrix exists.

When W;, is desired, we have Vn,

Server n = QW) =BW,), AN (W) = QU (W) Wi, (170)

Desired Symbols Are Independent: From A[lk}N(Wk), we can recover all N(N — 1) symbols of
Wi, This is easily seen because the storage is an (N — 1, N) MDS code and the matrix S has full
rank.

When W;, is undesired, we have Vn,

Server n: QW) =B, AXTWy) = Q¥ (W) Wi (171)

Interfering Symbols Are Dependent and Have Dimension at most N(N —1) — (N —T): Consider
the interfering symbols along the common vectors U;,i € [1 : N — T]. Note that

UWii+ -+ UWyn-1) = UiWin (172)

Therefore (N — T) interfering symbols are linear combinations of the other N2 — 2N + T symbols.

7.3.3 Combining Answers for Efficient Download

The idea of combining is the same as the 7' = 2 setting. That is, we will combine the 2(N — 1)
queried symbols from each server into (2N? — 3N +T)/N = (L +I)/N symbols to be downloaded
by the user. We will use the same combining function £* defined in (I53]). The difference lies in the
combining matrices C,,. For T'= 2, C,, are deterministic and the scheme has zero-error, while here
C,, are random and the scheme has e-error, with e approaching zero as the message size approaches
infinity. The combining process is described in the following lemma, which corresponds to Lemma
(with differences brought by random C), accounted).

Lemma 4 Suppose each server has L/N desired symbols and L/N undesired symbols from TF,.
Across all servers, the L desired symbols are independent, while the L undesired symbols have
dimension at most I, i.e., all L undesired symbols can be expressed as linear combinations of
symbols in s, where s is a set of I symbols. Further, each server contains I/N distinct symbols in
S.

The desired and undesired symbols are combined to produce the answers as follows.

ARl = 2, AP (), ¢, AFL () (173)

where Cy, are random L/N x L/N matrices, that are required to satisfy the following two properties.
Denote the first I/N rows of Cy, as C,.

P1. All Cy, are full rank.

P2. The I symbols of the undesired message that are directly downloaded (I/N from each server),
UlA[lk}(ch), 62A[2k](ch), e ENAE@](WM) are independent in variables in s.
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Then the following claim must be true.

Claim. The probability that Cp,n € [1 : N| with each element chosen independently and uniformly
over Fy,, satisfy the two required properties, approaches 1 as p — oo.

Proof: Without loss of generality, we assume that I /N is an integer. There is no loss of generality
because if I/N is not an integer, we may repeat the scheme a number of times (say M) such that
IM/N becomes an integer.

The proof relies on Schwartz-Zippel lemma [9,[10] about the roots of a polynomial. The variables
for the polynomial are the coefficients of the C), matrices. Consider an arbitrary realization of the
query spaces U,,. Generate uniformly random C,,, independent of U,,. Given U,,,n € [1 : N], since
all Al ](ch) can be expressed in terms of the I symbols of the vector s with constant coefficients,
we can express

@AM W) O AB (W) = Cross (174)

Now consider the polynomial given by the determinant of C. This is not the zero polynomial
because we can easily assign values to C,, to make C = I, the identity matrix. This is because each
server contains I /N distinct symbols in s. By the Schwartz-Zippel lemma, a non-zero polynomial
evaluates to a non-zero value with probability approaching 1 as the field size p increases and C),
are chosen uniformly over F,. Therefore Property P2 is satisfied with high probability.

Next consider the determinant of each C),. This gives us another N non-zero polynomials.
When we choose C), uniformly, the determinant of C), is not zero almost surely for large p, so that
C., have full rank and Property P1 is satisfied with high probability.

Now, because Property P1 and P2 are each satisfied with probability approaching 1, the prob-
ability that the two are simultaneously satisfied also approaches 1 (union bound). Since this is true
conditioned on every possible realization of U,,,n € [1 : NJ, it is also true unconditionally.

|
Next we prove that the scheme retrieves the desired message, and that it is 1" private.

7.3.4 The Scheme is Correct (Retrieves Desired Message)

Note that from (I72]), independent undesired message symbols distribute evenly across the databases,
such that Lemma [ applies. Note that the first 2/ /N variables in the output of the £* function

are obtained directly, i.e., UlA[lk](Wl), UQA[QM(Wl), e UNAE@](Wl) and UlA[lk](Wg), UQA[;](WQ),

el UNAE@(WQ) are all directly recovered. By property P2 of C,, UlA[lk](ch), UQA[Zk](ch),

Sl ENAE@(WM) are linearly independent with probability approaching 1 as p — oo. Since we
have recovered I independent dimensions of interference, and interference only spans at most I
dimensions, all interference is recovered and eliminated. Further, since the L desired symbols are
independent and since the C),, matrices have full rank, the user is able to recover the L desired
message symbols after the interference symbols are recovered and subtracted from the downloaded
equations. Therefore the scheme is correct with a probability of error ¢ that approaches 0 as the
field size p approaches infinity. Note that since each message is comprised of L independent and
uniformly random symbols in F,, as p approaches infinity, the size of each message also approaches
infinity. So, given any € > 0, we can find a sufficiently large p, and a correspondingly large message
size value such that the probability of error of the scheme described above, is less than e.
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7.3.5 The Scheme is Private (to any 7" Colluding Servers)

To prove that the scheme is T private (refer to ([I3])), it suffices to show that the queries for any
T servers are identically distributed, regardless of which message is desired. Since each query
is made up of two vector spaces, one for each message and the two vector spaces are generated
independently, it suffices to prove that the query spaces for one message (say W) are identically
distributed whether it is desired or undesired. Consider an index set T = {iy,d2,--- ,ir} C [1 : N]
such that i1 < iy < --- < ip. For all T, we require

(@, @il wn) ~ (T, .ol m) (175)
— (B(Vu)v T 7B(VZ )) ~ (B(un)v T 718(2/{2 )) (176)

Note that

(B(Vll)vB(Vlz)v 7B(Vl ))
= (B({VTC7VZ'27”' 7‘/;T})7B({V707‘/;17‘/i37"' 7‘/;;T})7B({VTC7‘/;17”' 7‘/1'T71})) (177)

Next we transform the spaces on the RHS of (I76]) to the form that is the same as (I77). To do
this, we require the matrix P to satisfy the following properties.

P1. For all T* = {j1,J2, - ,jr—1} C[L: N,|T*| =T -1, j1 < jo < --- < jr_1, there exists
a function mqy~(P) that returns a non-zero vector which lies simultaneously in the spans of
each of Pj, £ P((jy —1)(T —1)+1: ji(T —1),:),t € [1: T —1]. Note that my«(P)isalxT
row vector that only depends on P (it does not depend on U).

P2. For each T = {iy,i2, -+ ,i7} C [1 : N], the vectors my«(P),VT* C T,|T*| =T — 1 (found
in P1) are linearly independent. Equivalently, we require the following 7" x T matrix to have
full rank.

Pr = (m{i[LT]/{T}}(P); m{i[LT]/{Tq}}(P); o ;m{iu;:r]/{n}(P)) (178)

Claim. The P satisfying the two required properties exists over [F,, for a sufficiently large p.
Proof: Similar to the proof of existence of C,, matrices presented earlier, this proof of existence

will use Schwartz-Zippel lemma [9], [10] about the roots of a polynomial. The variables for the
polynomial are the coefficients of the P matrix. Since P is a N(T' — 1) x T matrix, we have a
total of NT(T — 1) variables. Define a set P that is comprised of all non-zero polynomials with
NT(T — 1) variables of P as its variables, and coefficients from [F),.

We first consider Property P1. Recall that there are (TJX 1) choices for T*. Let us start with an
arbitrary choice of 7* = {j1,jo2, -+ ,jr—1} such that j; < jo < .-+ < jp—1. The required non-zero
vector my+(P) is found as follows.

me= (P) = H1Pj1 = HQle == HT—lpjT,l (179)
Py Py Py
_ P o - 0
= [H, Hy -~ Hp,]| " [0 0 -~ 0] (180)
S 0
0 0 0 _Pijl
2P,
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where Pj,,t € [1: T — 1] are (T' — 1) x T' matrices, 0 is the (7" — 1) x T" matrix with all elements
equal to 0 and Py is a (T — 1)? x T(T — 2) matrix. Note that the left null space of P7 is exactly
of one dimension if Pz has full rank. Consider the matrix P7, which is a square matrix formed
by the last T'(T" — 2) rows of P7. We claim that the determinant of P7 is a non-zero polynomial,
i.e., |[P%| € P. This is because we can identify a specific choice of P;, such that |P%| is not zero, as
follows We set Pj, to be the matrix obtained by inserting an all zero column as the (7' + 1 — ¢)*"
column of the (T'— 1) x (T — 1) identity matrix Iy_;. Equivalently, this means that

P, U = (Uis- 5Up—;Upqo—yg;--- Ur),t € [1: T — 1] (181)

Since Uy, --- ,Up are independent, my=(P)U can only be some scaled version of the U; vector.
This means that P’ has full rank (which is also easily verified by plugging the vaules of Pj, in P7).
Therefore, |P%| € P. To make my+(P) a function, i.e., to remove ambiguity due to scaling factors,
let us normalize the vector [Hy,--- , Hp_1] by its first element, h, such that this vector is unique
(scaling is fixed). Note that h € P because if we use the same special choice of P;, as above, we
find that h = 1 (non-zero). With normalized [Hy,--- , Hr_1], we obtain my=(P). Note that each
element of my~(P) also belongs to P.

Now do the same for every possible choice of 7*. There are (T]\_f 1) possibilities. We will consider
each of them separately. Each time we obtain different |P7|,h € P and find a different m7(P).
Putting all of these together, we have a set of 2(T]\_f 1) non-zero polynomials.

Next consider Property P2. Similarly, we consider all choices of 7 separately. For each choice
of T = {iy,i2, -+ ,ir} such that i1 < iy--- < ip, we consider the determinant of Pr. This
determinant polynomial is non-zero because we may set P;,,t € [1 : T] to be the matrix obtained
by inserting an all zero column as the (T'+ 1 — )" column of Iz_q, such that the common vector
mr=(P),YT* € T,|T*| =T — 1 can be computed explicitly

PU = (U Up—;Uryo—¢ - ;Ur) (182)

m{i[le]/{t}}(P) = epy1-4,VtE€[1:T)] (183)

where e; represents the 1 x T unit row vector with a 1 in the i** location and 0 at all other locations.

Therefore, Pr is an identity matrix and the determinant is 1 (non-zero). With all choices of T, we
have another (]%7) non-zero polynomials.

By Schwartz-Zippel lemma, as the field size grows, for each of the polynomials mentioned
above, a uniform choice of P produces a non-zero evaluation with probability approaching 1. By
the union bound, the probability that all polynomials simultaneously produce a non-zero value also

approaches 1. In particular, for a sufficiently large field this probability is not zero, so there must
exist a P matrix that satisfies both properties. [ |

Because of the two properties, we may equivalently represent QEI:C](Wk), te[l:T]as

QEI:C}(Wk) =BU;) = B{U, Uiyt Utinenygend Yt e b Utipeny g }), (184)
We are now ready to prove the privacy condition (II0).
[(70) (B{Vre, Vigs -+, Vig 1), BUVTe, Vg, Vigs -+ Vi 1), BUVe, Vi, -+, Vi 1 1)
~ < (U, Uiy Yty o b B{U, Utinry oy Uty b Utiperyom 13
BUT Uty iy Uiyie i) (185)
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Therefore, it suffices to show the following.
(VTca Vvi1 ) ‘/i27 ) ‘/ZT) ~ (Uv U{i[le]/{l}}y U{i[1;T]/{2}}’ Ty U{i[le]/{T}}) (186)
Because S is uniformly chosen from the set of all full rank matrices, we have
(VTC7‘/’i17‘/i27”’ 7‘/737*)'\'(‘/17‘/27'” 7VN) (187)
Because of Property P2, there is a bijection between

(U U{Z 1T]/{1} U{Zu /4231 U{Z LT /{T}}) (U7 U) (188)

Now since S’ = (U; U) is uniform in all full rank matrices, the bijection implies that (U, U{i[m] b

U{i[I:T]/{Q}}, ,U{i[le]/{T}}) is also uniform in all full rank matrices, i.e.,

(U U{Z LT)/{1} b U{Zu /{2y U{i[LT]/{T}}) ~ (U7 U) (189)
Finally, note that S and S’ have the same distribution, so we have
(V1,Va, -, Vn) ~ (U,U) (190)

Therefore, from ([I87)), (I89) and (I90), we have proved (I86]) and (I74).

7.3.6 Rate Achieved is (N? — N)/(2N? — 3N +T)

The rate achieved is (N? — N)/(2N? — 3N + T), because we download 2N2 — 3N + T symbols in
total and the desired message size is N(N — 1) symbols.

7.4 Converse for Arbitrary K

In this section, we consider the information theoretic converse of MDS-TPIR, for two scenarios,
one with (K, N,T,K.) = (K,4,2,2) and the other with (K, N, T, K.) such that N < T + K. For
both scenarios, we provide outer bounds that hold for arbitrary K.

Let us start with two useful lemmas that hold for arbitrary K, N, T, K.

Lemma 5 For all T C[1: N,|T| =T and k, k' € [1: K|,
(A’[;ﬂvwlv"' 7WK7]:7g) N( [k] Wi, - 7WK7]:7g) (191)

Proof: From (I3), we know that Q[ﬁ] ~ Q[;fl]. Combining with (1), we have

HQY|IF) =0 (192)
From (I0), we have
I0: Wy, Wk, F,G) =0 (193)
= 10; W, Wi, F,G.QY) =0 (194)
BOD o, W, F 0, A% =0 (195)
— AWy, Wk, FG) ~ (A W Wk, FLG) (196)
|
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Lemma 6 For all K. = {n1,na, - ,nkg,} C[1: N],

H(AL Wy, F,0)= Y H(AD W, F,Q) (197)
neke

Proof: From () and (@), we know that for any K. servers, the stored information is independent.

H(Wixc,) = D H(Wia). Vk € [1: K] (198)
nekle
) S
= HWac,, - Wk /Wi, F,G) = > > H(Win|W1, F,G) (199)
nEICc k?:2

As answers are functions of the storage, the answers from any K. servers are independent as well.
Consider two arbitrary subsets of K. that have no overlap, K1, Ko C K¢, K1 N Ko = 0.

1Al Al wy, FL6)

S I(Agé}laA][é]za‘/VvZ/CQv 7WKK2|W17]:7g) (200)
MDD 1A Wy, Wier, Wi, . 0) (201)
b {I2)
< I(W2IC17"' 7WKIC1;W2/C27"' 7WK/C2|W17]:7g) (202)
= 0 (203)
Using (203) repeatedly, we obtain (I97]). [ |

Next we proceed to the two scenarios. To highlight the parameter K, in this section, the
capacity C' and the download cost D are denoted as C(K) and D(K), respectively.
7.4.1 (K,N,T,K.)=(K,4,2,2)

For the setting with (K, N, T, K.) = (K,4,2,2), we obtain a recursive upper bound that holds for
arbitrary K. This result is stated in the following theorem.

Theorem 4 For the class of MDS-TPIR instances with (K, N,EKC) = (K,4,2,2), with arbitrary
K, the following recursive relation on the capacity outer bound C(K) > C(K) holds.

(Hg () ( @“) g)‘l,vm

a1 =1 (204)

C(K)

IN

Proof: Consider an MDS-TPIR instance with (K, N,T,K.) = (K,4,2,2). When K = 1,
C(1) = 1 is a trivial bound on C(1). Next we consider K > 2. Define

C(K) = L/H(AL|F.G) (205)
C(k-1) = L/H(AP W, F.Q) (206)
C(K) is a valid outer bound on C(K), since

C(K) = L/H(AD}|F,G) > L/D(K) = C(K) (207)
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Similarly, C(K — 1) is a valid outer bound on C(K — 1). Now, substituting (205]) and (200]) to
([204]), we have

1] 3 2] 2\ 71 3
H(A1:4’~7:=g)/L21+§H(A1:4‘W1=]:=g)/[/+ 1 - 3 1 (208)

We proceed to prove ([208]). To simplify the notation, we define (Wy;, Wa;, -+, Wgy) = Wiy, i €
[1:N].

H(ALY|F.9)
D gl wyFg) +o(L)L (209)
m HWy) + HAM W, F.6) + HAE, Wy, A F.6) + o(L)L (210)
> HWy) +HAD W, F.¢) + HAL W, AV F o) 1oL (211)
OB ;o goalliw,, 7,6) + BAL WY, Wi, F,G) + o(L)L (212)
BID ;A2 Wy, 7,6) + HAR W, Way, F.G) + o(L)L (213)

Advancing the databases indices, from (2I3]), we have

H(ADY|F,9)
> L+ HAP )Wy, F.6) + HAE Wy, W1, F.G) + o(L)L (214)

Adding [2I3) and (214]), we have
H(AWIF,G) + o(L)L
1
> L+ HAWLF9) + 3 (H<Ag%14;w1, Wi, F.G) + H(AZ Wy, Wiy, F, g))215)

1
> L+ HAPWLFLQ) + 5 (HARL WL Wa, F.G) + HAD W1, W, F,G) )(216)

207 1 1
B L+ HAZ W, F.6) + §H(Ag2]|W1,}', g) + §H(A£2:]4|W1, W, F.G) (217)
where we use the sub-modular property of entropy functions to obtain (2I6). Now consider the

term H (A[Q%L\Wl, W1, F,G). This corresponds to the total download for the setting where we have
3 servers (servers 2, 3 and 4), K — 1 messages (W, W3, .-+, W), each message is of length L/2
and the MDS code is fully replicated (conditioning on W,q, each other server contains the other
half information of entropy L/2 about each message), i.e., the TPIR setting. W5 is the desired

-1
message. As the capacity of this TPIR setting is % (1 — (%)K 1) [2], we have

2] NN\ L
H(AG Wi, W, F,G) 23 | 1= ( 5 5 (218)

Substituting back to [2I7) and advancing database indices, we have Vi, j € [1: 4],i # j,

H(AWF.G) +o(L)L
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K-1
> Lt HAR W, F,6) + sH(AD I, 7,6) + (1 - <—> ) = (219)

Adding (219) for all 4,j € [1 : 4], we have

H(AY|F,6) +o(L)L

1 4 2] 1 1 2] 2\ 51\ 3L
> — - — : N -
> L+ ;H(Az W, F.G) + 2 2 H(A] WA, F.G) + (1 <3> > (220
3 2\ 1\ 3L
Normalizing both sides by L, we arrive at (208]). [ |

Two observations from the converse argument are listed below.

1. When we set K = 2, we obtain the information theoretic bound 8/13.

c2) < 02 (222)
<I21§Eb (1+3/8x1/C(1)+ (1 —2/3) x 3/4)~" (223)
ng) (1+3/8x1+(1—-2/3)x3/4)~"=8/13 (224)

2. As K — oo, the capacity upper bound converges to 5/14. Since the MDS-TPIR scheme of
Freij-Hollanti et al. [0] achieves the rate 1/4 for this setting as K — oo, we note that the
asymptotic optimality of the scheme remains open.

7.4.2 (K,N,T,K.) with N <T + K,

For the setting with (K, N, T, K.) and N < T + K., we obtain a recursive upper bound that holds
for arbitrary K. This result is stated in the following theorem.

Theorem 5 For the class of MDS-TPIR instances (K,N,T,K.) such that N < T + K., with
arbitrary K, N, T, K., the following recursive relation on the capacity outer bound C(K) > C(K)

holds.
C(K) < <1+N]\_[T(U(K1_1)>+(K—1)<1—NI;CT>>_1,VK22

o) =1 (225)

Therefore, for constant N, T, K., when K — oo, C(K) decreases linearly with K such that down-
loading everything (rate 1/K ) is order optimal.

N Proof: Consider an MDS-TPIR instance (K, N,T, K,.) such that N < T + K.. When K =1,
C(1) =1 is a trivial bound on C(1). Next we consider K > 2. Define

C(K) = L/H(AYIF.G) (226)
C(K-1) = L/HAE Wy, F,6) (227)
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C(K) is a valid outer bound on C(K), since

C(K) = L/H(A\|F,G) > L/D(K) = C(K) (228)

Similarly, C(K — 1) is a valid outer bound on C(K — 1). Now, substituting ([226]) and [227)) to
[2258), we have

(1] _ (2] _
RG] 5 gy ELAEI) | oy (1- 22T (229)

L - N L

[

We proceed to prove (229). Consider an index set ' C [1 : N| with cardinality |N| =N —-T <
K.. Denote the complement of A as N¢.

H(AIF,G)

ot H(AY W F,G) + o(L)L (230)
D gy + HAY WL, F.6) + B Wy, ALY, F.G) + o(L)L (231)
(@) (I97)
> L+ Y HANWLF,G) + H(AN Wi, W, AL F,G) + o(L)L (232)
neN
BIDED 7 S~ maltwy, 7,0) + HALIW, Wy, F,0) + (L)1 (233)
neN
BID - f S HAR WA, F.G) + HAZL W, War, F,G) + o(L)L (234)
neN
BUDED 7 S~ m(al Wy, 7,6) + HAZ Wi, Wan, F,G) + o(L)L (235)
neN
(16
> L+ Y HAPWLF,G) + HAP W Wy, Wy, F,G) + o(L)L (236)
neN
> L+ HAZ|W, F,G) + HWa| Wi, Wan, F, G) + H(ADN W1, Wa, Wanr, F. G) + (L)L
neN
(237)
IDEED 1 S~ HAR W1, F,G) + LK. — INT)/ K.+ H(AP W1, Wa, W, F,G) + o( L)L (238)
neN
() BD)

neN

To bound the term H(A/[%/]C|W1, Wo, Winr, F,G), we repeat ([233)) to (239) for messages W3, - -+, Wk
This gives us

H(A|F,G)

> L+ > HAPW, F,G) + L(K — 1) <1 — NI; T> +o(L)L (240)
neN ¢
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Consider (240]) for all subsets of [1 : N] that have exactly N —T" elements and average over all such
subsets. We have

H(Apy|7.6)
> Lt~ > > HAMW,F.G) +LK-1)(1- +o(L)L (241)
(v2r) N:N|=N-T neN ¢
N-T N-T
> L+ ———H(AP Wy, F,6) + L(K — 1) <1 - > +o(L)L (242)
Letting L — oo and normalizing by L, we have proved (229]) and 225]). [ ]

Based on Theorem [l the following observations are relevant.

1. When we set K =2, K. = N — 1, we obtain the information theoretic bound for Theorem [3],
ie., (N2~ N)/(2N? —3N +1T).

c2) < 02 (243)
225) _ — -1
= <1+NNT><%+(2—1)<1—]]\\77_T>> (244)
N-T T-1\! N2 - N
223 <1+ - ><1+—N_1> - (245)

2. As K — oo, Theorem [l shows that the capacity decays as 1/K, so that it converges to 0. As
a sanity check, we note that indeed, the MDS-TPIR, scheme of Freij-Hollanti et al. [6], which
does not depend on the number of messages K, does not apply when N < T + K.. Thus, in
this case the asymptotic optimality as K — oo is trivially settled.

7.5 Restricted Colluding Sets

Recall that for the setting of our counterexample, i.e., (K, N,T, K.) = (2,4,2,2), while the linear
capacity is settled, the information theoretic capacity remains open. In particular, the best infor-
mation theoretic capacity upper bound that we were able to obtain is 8/13. To gain insights into
the potential tightness of this bound, here we look into the capacity of this setting with restricted
colluding sets, a line of inquiry recently initiated by Tajeddine et al. in [11]. Our motivation for
studying restricted colluding sets comes from the following observation.

Consider TPIR, for which the capacity is known [2]. The TPIR formulation allows the possibility
that any set of up to 1" servers may collude. However, suppose we relax the privacy constraint,
by allowing only collusions between cyclically contiguous servers, i.e., the colluding servers must
belong to the set of servers indexed {n,n+1,--- ,n+T — 1} for some n € [1 : N|, with the indices
interpreted modulo N. Because of the symmetry that is still maintained across servers, it is readily
verified that the converse proof for TPIR in [2] still goes through unchanged. Thus, even though
the restriction on colluding sets to cyclically contiguous servers relaxes the privacy constraint, it
does not affect the capacity of TPIR.

This leads us to question if a similar property might hold for MDS-TPIR. If so, then we could
gain insights into the capacity of MDS-TPIR by imposing similar restrictions on the colluding sets.
This line of thought leads us to two somewhat contrasting observations, that are presented in the
following two subsections.
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7.5.1 (K,N,T,K.)=(2,4,2,2) with Cyclically Adjacent Colluding Sets

Our first observation is in favor of the tightness of the upper bound 8/13. Indeed, if colluding sets
were restricted to cyclically contiguous sets then 8/13 is the capacity for the MDS-TPIR setting
(K,N,T,K.) = (2,4,2,2). This observation is summarized in a bit more detail next.

For our counterexample we considered the MDS-TPIR setting (K, N, T, K.) = (2,4, 2,2) where
any 2 servers may collude. Suppose, now we restrict the colluding sets of servers to cyclically
adjacent pairs, i.e., any one of {1,2},{2,3},{3,4},{4,1}. Essentially we have relaxed the privacy
constraint by eliminating the possibilities that Server 1 might collude with Server 3, or that Server
2 might collude with Server 4. For this setting, we show that the capacity is 8/13.

The converse is similar to that with 7" = 2, presented in Section [Z1l (2I8]) holds with
restricted colluding sets when K = 2, because we are left with only K — 1 = 1 message. All other
steps follow similarly because the assumption of symmetry across servers holds under cyclically
adjacent colluding sets. As a result, the capacity upper bound of 8/13 (refer to ([224])) holds here.

Next, we summarize the achievable scheme. The message construction and the storage code are
specified as follows.

Win €Fy k€ [1:2],n € [1:4] (246)
Wi = (Wi Wia) € Fy<! (247)
Wis = Wi + Wia, Wia = Wiy + 2Wio (248)

The construction of queries is similar to that with 7" = 2 in Section[Bl The query to each server ng }
is comprised of two parts, ng }(Wl), % ](Wg). Each part contains 2 row vectors, along which the
server should project its corresponding stored message symbols. To generate the query vectors, the
user privately chooses two matrices, S = (V1;Va;V3;Vy) and S” = (Uy; Uy; Us; Us), independently

and uniformly from S, the set of all full rank 4 x 4 matrices over F,. Define

Vi = {1, Va}, U = {Uo, Ui +Us}
Vo ={Va,V3},  Us ={Uy, U + 2Us}
Vs ={V3,Va}, Us={Up, Ui}
Va={Vy,Vi}, Uy ={Uo,Us}

Independent random orderings of the rows in V,, are the queries to Server n for the desired message
and independent random orderings of the rows in U,, are the queries to Server n for the undesired
message. The rate achieved is 8/13 because the 8 desired symbols along the V; vectors are all
independent and the 8 undesired symbols occupy only 5 dimensions (the 4 symbols along Uy con-
tribute only 2 independent dimensions and the remaining 4 symbols contribute only 3 independent
dimensions). Privacy follows from the observation that for each cyclically adjacent colluding set of
servers, say Server 1 and Server 2, the sets Vi, Vs intersect in one of their elements, as do the sets
U1,Us, and both are otherwise uniformly random, thus making the distinction of ¢,V invisible to
the colluding servers. Note that this scheme is not private to the non-adjacent colluding servers, say
Server 1 and Server 3, because, V1, V3 contain no common vectors, while U;,Us do share a common
vector. The remaining details are virtually identical to the settings already covered in Section
and Section and are omitted.
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7.5.2 Disjoint Colluding Sets of T" Servers Each

Our second observation provides a counterpoint to the first observation. The first observation
favored the tightness of 8/13 bound based on the insight originating from TPIR, that certain
restrictions on colluding sets may not affect capacity. The second observation challenges this
viewpoint by showing that insights from TPIR do not carry over to MDS-TPIR.

Consider again the TPIR problem. Suppose T divides N, i.e., mT = N for some m € Z,,
and we partition the N servers into the m disjoint sets of T' elements each: 77 = {1,2,--- ,T},
To={T+1,T+2,--- 2T}, -, Ty ={(m—-1)T+1,(m—1)T+2,--- , N}. Further, suppose we
relax the privacy constraint and allow collusions between only those servers that belong to the same
Ti, @ € [1: m]. Then, note that the TPIR problem with restricted colluding sets becomes equivalent
to the PIR problem with N/T = m servers However, the capacity of PIR with N/T servers is
the same as the capacity of TPIR with IV servers. Therefore, relaxing the privacy constraint by
restricting the colluding sets to disjoint sets of cardinality 1" each, in the manner described above,
does not affect the capacity of TPIR. However, as we will show next, the same is not true for
MDS-TPIR.

Consider MDS-TPIR with (K, N, T, K.) = (2,4,3,2), where any T' = 2 of the N = 4 servers
may collude. From Theorem [B] we know that the capacity of this setting is 6/11. However, now
suppose we partition the servers into disjoint sets 71 = {1,2}, T2 = {3,4}, each of cardinality
T = 2. Now we allow collusions only between servers in the same 7; set, i.e., Server 1 can only
collude with Server 2, while Server 3 can only collude with Server 4. Then, in contrast to TPIR
where such a restriction on colluding sets does not affect the capacity, we now show that with these
restricted colluding sets, the capacity of MDS-TPIR changes — it increases from 6/11 to 4/7.

The converse for rate 4/7 is trivial, because the rate can not be higher than that of MDS-PIR
with (K, N, K.) = (2,4, 3), where privacy needs to be ensured only to each individual server. From
[5], we know that the capacity of MDS-PIR with (K, N, K.) = (2,4,3) is 4/7. Therefore, the upper
bound follows.

Next, we consider the achievable scheme. Each message consists of 12 symbols. The storage
code is specified as follows.

Win €Fy Mk € [1:2],n € [1:4] (253)
Wi = (Wiy; Wia; Wis) € F2*! (254)
Wia = Wit + Wia + Wi (255)

The query to each server Qgﬂ Vs comprised of vectors in V,, and U,,, given as follows.

Vi={W,V5,V5}, U ={Uo, U1, Us}
Vo ={V1,V3,V5}, Uz = {Uo, Uy, Us}
V3 = {Va, Vi, Vs},  Us = {Uo, Uy, Uz}
Vi=1{Va, Vi, Vs}, Uy ={Uo, U1, Uz}

where S = (V1;Va; V3; Vs V3 V) and S' = (Uy; Uy; Ua; Us; Uy; Us) are independent and uniform
from the set of all full rank 6 x 6 matrices. The rate achieved is 12/(12 +9) = 4/7 because the 12
desired symbols along the V; vectors are all independent and the 12 undesired symbols occupy only

10This is because storage is fully replicated, so that each disjoint set of T' colluding servers may be equivalently
replaced with 1 server.
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9 dimensions (the symbols along each U;, i € {0,1,2}, occupy only K. = 3 dimensions). Privacy
follows from the observation that for either colluding set {1,2} or {3,4}, the vectors in V and U
are both the same. The remaining details can be filled in based on Section Bl and Section and
are omitted.

In light of the two contrasting observations, the tightness of the 8/13 upper bound, as well as
the general impact of restricted colluding sets on the capacity of MDS-TPIR remain intriguing open
problems for future work. For readers interested in the latter problem, we conclude this section
with two simple examples of such capacity characterizations.

7.5.3 Examples of Capacity of MDS-TPIR under Restricted Colluding Sets

As usual in this section, we will omit details of achievability arguments that follow directly from
Section Bl and Section

Example 1 Consider the setting (K, N, K.) = (2,4,2) and let the restricted colluding sets be
{1,2},{3,4}. Alternatively, let the restricted colluding sets be {1,2},{3},{4}. In either case, the
capacity is 2/3, same as that of MDS-PIR with (K, N, K.) = (2,4,2) [5] so that the converse is
implied. The scheme that achieves rate 4/6 = 2/3 is as follows.

Win €F2N ke [1:2,ne[l:4] (260)
Wi = (Wi1; Wio) € By (261)
Wis = Wi + Wia, Wiy = Wi + 2Wie (262)
Vi = {Vi},th = {Up} (263)
Vo = {Vi},Us = {Up} (264)
Vs = {Va},Us = {Up} (265)
Vi = {Va},Us = {Up} (266)

where S = (V3;V2) and S” = (Up; Uy) are independently and uniformly chosen from the set of all
full rank 2 x 2 matrices.

Example 2 Suppose (K, N, K.) = (2,3,2) and the colluding sets are either {1,2},{2,3}. Alter-
natively, suppose the colluding sets are {1,2},{3}. In both cases, the capacity is 4/7. The scheme
that achieves rate 4/7 is as follows.

Win €F2XN k€ [1:2],n € [1:3] (267)
Wi, = (Wii; Wia) € F, (268)
Wis = Wi + Wie (269)
Vi ={Vi},th = {Uo} (270)
Vo = {V1,Va}, Uy = {Uo, U1} (271)
Vs = {Va},Us = {Uo} (272)

where S = (Vi;V3) and S’ = (Up; Uy) are independent and uniformly chosen from the set of all full

rank 2 x 2 matrices over [F,,.
For the converse, consider (238]). Plugging in K =2, K. = 2, N = {3}, N = 3, we have

D>HAYF G > L+ HA W, F.¢)+ L/2+o(L)L (273)
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Note that (238)) still holds when |[N| = K.. Plugging in K =2, K. =2, N = {1,2}, N = 3, we have

D>HAYF ¢) > L+ HAP WY, F.¢) + HAP W, F,G) + o(L)L (274)

Adding the two inequalities above, we have

oD > 5L/2+ H(AP AP ABYwy F.G)+ L/2+ o(L)L (275)
(Dzﬂ) 5L/2+ H(Wo|W1,F,G)+ L/2+ o(L)L (276)
D& /o4 o)L (277)

Normalizing by L and taking limits as L approaches infinity, gives us the upper bound on the rate
L/D as 4/7, which completes the converse.
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