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ABSTRACT
Attribute-based encryption (ABE) has been widely studied re-
cently to support fine-grained access control of shared data. Anony-
mous ABE, which is a relevant notion to ABE, further hides the
receivers’ attribute information in ciphertexts because many at-
tributes are sensitive and related to the identity of eligible user-
s. However, in existing anonymous ABE work, a user knows
whether the attributes and the policy match or not only after re-
peating decryption attempts. And, the computation overhead of
each decryption is high as the computational cost grows with the
complexity of the access formula, which usually requires many
pairings in most of the existing ABE schemes. As a result, this
direct decryption method in anonymous ABE will suffer a severe
efficiency drawback.

Aiming at tackling the challenge above, we propose a novel
technique called match-then-decrypt, in which a matching phase
is additionally introduced before the decryption phase. This tech-
nique works by computing special components in ciphertexts,
which are used to perform the test that if the attribute private
key matches the hidden attributes policy in ciphertexts with-
out decryption. In our proposed construction, the computation
cost of such a test is much less than one decryption operation.
The proposed construction is proven to be secure. In addition,
the results in simulation experiments indicate that the proposed
solution is efficient and practical, which greatly improves the ef-
ficiency of decryption in anonymous ABE.
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E.3 [Data Encryption]: Public key cryptosystems
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1. INTRODUCTION
With the rapid development of cloud computing technology,

more and more people have uploaded their various types of data
into clouds either for ease of sharing or for cost saving. Naturally,
people would like to make their private data only accessible to
authorized users. In particular, differentiated data access is fre-
quently required in the sense that users with different attributes
or roles should be granted different level of access privileges.

Attribute-based encryption (ABE) is envisioned as a highly
promising public key primitive for realizing scalable and fine-
grained access control systems [15], where differential yet flexi-
ble access rights can be assigned to individual users. Especially,
ciphertext-policy attribute-based encryption (CP-ABE) [1] puts
access policy decisions in the hands of data owners. Though ABE
can be directly applied to design secure access control, there is
an increasing need to protect user privacy in access control sys-
tems. In order to address this problem, anonymous ABE was
introduced in [8, 19] and further improved by [11, 12]. In anony-
mous CP-ABE, a user obtains his attribute secret key and if the
attribute set associated with the secret key does not satisfy the
access policy in the ciphertext, the user cannot decrypt and guess
what access policy was specified by the data owner.

However, in existing anonymous ABE work, the user has to de-
crypt and decide whether his attributes satisfy the hidden policy
in the ciphertext or not. Such a test should be repeated un-
til a successful decryption or all of the possible tests have been
considered. The decryption computation overhead in existing
work is high as the computational cost grows with the complex-
ity of the access formula, which usually requires many pairings
in most of the existing ABE schemes. As a result, this direct
decryption method in anonymous ABE will suffer a severe effi-
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ciency drawback. Therefore, it is desirable for users to efficient-
ly decide before full decryption whether the hidden policy in a
ciphertext matches his attributes. Currently, techniques for at-
tribute matching detection in state-of-the-art CP-ABE schemes
are implemented through repeated decryption and hence suffer
efficiency limitations. In fact, most of the available detection
techniques in CP-ABE schemes have to reveal the access policy
in the ciphertext, which violates user privacy. In practice, each
user may receive a large number of ciphertexts and such kind of
decryption method involves a large computational overhead.

1.1 Our Contribution.
Our contribution are two-folds:

1. We introduce a new technique called match-then-decrypt in-
to the decryption of anonymous ABE, in which a match-
ing phase is added before the decryption phase. This tech-
nique works by computing special components in cipher-
texts, which are used to perform the test that if the at-
tribute private key matches the hidden attributes policy in
ciphertexts without decryption. In our proposed construc-
tion, the computation cost of such a test is much less than
one decryption operation.

2. We prove that the proposed construction is secure under the
presented model. To be specific, our construction is proven
to be selective ciphertext policy and chosen plaintext se-
cure under the Decisional Bilinear Diffie-Hellman assump-
tion and the Decisional Linear assumption. Experimental
results show that the novel technique of match-then-decrypt
can greatly improve the efficiency of decryption in anony-
mous ABE.

1.2 Related Work.
Since the introduction of ABE in implementing fine-grained ac-

cess control systems [15], a plenty of researches have been done
on flexible ABE schemes [1, 5, 6, 7, 8, 10, 11, 12, 13, 14, 17,
18, 19]. ABE comes in two flavors called key-policy ABE (KP-
ABE) and ciphertext-policy ABE, which were both mentioned
in [6]. The first KP-ABE construction [6] realized the monoton-
ic access policy for key policies. To enable more flexible access
policy, Ostrovsky et al. presented the first KP-ABE system that
supports the expression of non-monotone formulas in key policies
[14]. Bethencourt et al. proposed the first CP-ABE construction
[1]. However, the construction [1] is only proved secure under the
generic group model. To overcome this weakness, Cheung and
Newport presented another construction [5] that is proved to be
secure under the standard model. Later, Goyal et al. proposed a
bounded CP-ABE scheme with expressive access structures and
provable security under the standard model [7]. However, com-
plexity of the construction is extremely high and can just serve
as a theoretical feasibility.

All the above CP-ABE schemes suffer from a weakness that the
access policy has to be revealed in the ciphertexts since decryp-
tors must know how they should combine their secret key com-
ponents for decryption. To further achieve recipient-anonymity,
Kapadia et al. proposed a CP-ABE scheme [8], which can re-
alize hidden ciphertext policies that are represented by AND of
different attributes, but it is not collusion-resistant and needs an
online semi-trusted server which may be a performance bottle-
neck in the system. Shi et al. proposed a predicate encryption
scheme [16] that focuses on range queries over huge numbers.
The security proof of [16] is based on a security notion weaker

than ours, which is called match-revealing security in [16] and the
number of attributes must be small because the decryption cost
is exponential in the number of attributes. Boneh and Waters
proposed a predicate encryption scheme based on the primitive
called Hidden Vector Encryption [2]. The scheme in [2] can also
realize the anonymous CP-ABE by using the opposite semantic-
s of subset predicates. Furthermore, Katz, Sahai, and Waters
proposed a novel predicate encryption scheme supporting inner
product predicates [9]. However, their scheme is based on a spe-
cial type of bilinear groups the order of which is a product of three
(or two) large primes, and hence needs to deal with large group
elements. Later, a more efficient anonymous CP-ABE scheme
was constructed [11]. The security proof was given under the
Decisional Bilinear Diffie-Hellman assumption and the Decision
Linear assumption. Based on the same assumptions as [11], Jin
et al. proposed an anonymous CP-ABE scheme [12] with short-
er public parameters. There are also many works proposed to
make further improvements on ABE [4, 12, 20, 21]. However, all
these ABE schemes implement the attribute matching detection
only after decryption and hence lose practicability due to large
computation cost.

2. PRELIMINARIES

2.1 Bilinear Pairings
Let G and GT be cyclic multiplicative groups of some large

prime order p and we denote the identity of GT as 1. We call ê
a bilinear pairing if ê : G×G → GT is a map with the following
properties:

1. Bilinear: e(ga, gb) = e(g, g)ab for all a, b ∈ Zp.

2. Non-degenerate: There exists g1, g2 ∈ G such that e(g1, g2)
�= 1.

3. Computable: There is an efficient algorithm to compute
e(g1, g2) for all g1, g2 ∈ G.

2.2 Complexity Assumptions
The Decisional Bilinear Diffie-Hellman (DBDH) Assumption: Let

a, b, c, z ∈R Zp and g ∈R G be a generator. We say that the
DBDH assumption holds in G if no probabilistic polynomial-time
algorithm can distinguish the tuple

[
g, ga, gb, gc, ê(g, g)abc

]
from

the tuple
[
g, ga, gb, gc, gz

]
with non-negligible advantage.

The Decision Linear (D-Linear) Assumption: Let z1, z2, z3, z4, z
∈R Zp and g ∈R G be a generator. We say that the D-Linear
assumption holds in G if no probabilistic polynomial-time algo-
rithm can distinguish the tuple

[
g, gz1 , gz2 , gz1z3 , gz2z4 , gz3+z4

]
from the tuple [g, gz1 , gz2 , gz1z3 , gz2z4 , gz] with non-negligible ad-
vantage.

2.3 Access Structure
Intuitively, an access structure, namely a ciphertext policy in

CP-ABE, is a rule W that returns either 0 or 1 given a set L of
attributes. We say that L satisfies W if and only if W answers 1
on L. Usually, notation L |= W is used to represent the fact that
L satisfies W , and the case of L does not satisfy W is denoted
by L �|= W .
In our construction, we consider access structures consisting of

a single AND-gate supporting multi-value attributes and wild-
cards. As a generalization of access structures in [5, 21], access
structures in our construction are the same as those in [11, 12].

512



Formally, given an attribute list L = [L1, L2, · · · , Ln] and a ci-
phertext policy W = [W1,W2, · · · , Wn], L |= W if Li = Wi or
Wi = ∗ for all 1 ≤ i ≤ n, and otherwise L �|= W . Note that the
wildcard ∗ in the ciphertext policy plays the role of “don’t care”
value.

3. DEFINITION AND SECURITY MODEL

3.1 Definition of Anonymous CP-ABE
An anonymous CP-ABE scheme consists of a suite of four algo-

rithms: Setup, KeyGen, Encrypt, and Decrypt. These algorithms
are specified as follows:

• Setup(1λ) → (PK,MK): The setup algorithm is run by
the attribute center. On input a security parameter λ, it
returns the system public key PK which is distributed to
users, and the master key MK which is kept private.

• KeyGen(PK,MK,L) → SKL: The key generation algo-
rithm is run by the attribute center. On input the system
public key PK, the master key MK and an attribute list
L, it outputs SKL as the attribute secret key associated
with the attribute list L.

• Encrypt(PK,M,W ) → CTW : The encryption algorithm
is run by the encryptor. On input the system public key
PK, a message M and a ciphertext policy W , it generates
a ciphertext CTW as the encryption of M with respect to
W .

• Decrypt(PK,CTW , SKL) → M or ⊥: The decryption al-
gorithm involves two phases, that is, attribute matching
detection and decryption phase. On input the system pub-
lic key PK, a ciphertext CTW of a message M under a
ciphertext policy W , and a secret key SKL associated with
L, the ciphertext CTW is tested and decrypted by a user
with secret key SKL as follows:

1. Matching Phase: It returns ⊥ to terminate decryption
with overwhelming probability if the attribute list L
does not satisfy the ciphertext policy W , that is, L �|=
W . Otherwise, L |= W , the Matching Phase ends by
initiating the Decryption Phase.

2. Decryption Phase: It returns the message M .

3.2 Security Model
We demonstrate security requirements for anonymous CP-ABE

systems by modeling the capability of adversaries, and define
corresponding security notions. The goals of an adversary in an
anonymous CP-ABE system include extracting information of a
plaintext from the ciphertext and distinguishing underlying ac-
cess policies in ciphertexts, which can be integrated the following
IND-sCP-CPA game involving an adversary A and a challenger S.

1. Init: The adversary A commits to the challenge ciphertext
policies W ∗

0 ,W
∗
1 .

2. Setup: The challenger S chooses a sufficiently large security
parameter λ, and runs the Setup algorithm to get a master
key SK and the corresponding public key PK. It retains
SK and gives PK to A.

3. Phase 1: In addition to hash queries, the adversary A issues
a polynomially bounded number of queries to the following
key generation oracle:

• KeyGen oracle OKeyGen: The adversary A submits an
attribute list L, if (L |= W ∗

0 ∧ L |= W ∗
1 ) or (L �|=

W ∗
0 ∧ L �|= W ∗

1 ), the challenger S gives A the secret
key SKL. Otherwise, it outputs ⊥.

4. Challenge: Once A decides that Phase 1 is over, it outputs
two equal length messages M0, M1 from the message space,
on which it wishes to be challenged with respect to W ∗

0

and W ∗
1 . It is required that M0 = M1 if any secret key on

L satisfying L |= W ∗
0 ∧ L |= W ∗

1 has been queried. The
challenger S randomly chooses a bit ν ∈ {0, 1}, computes
CTW∗

ν
= Encrypt(PK,Mν ,W

∗
ν ) and sends CTW∗

ν
to A.

5. Phase 2: The same as Phase 1.

6. Guess: The adversary A outputs a guess bit ν′ ∈ {0, 1} and
wins the game if ν′ = ν.

The advantage of an adversary A in the IND-sCP-CPA game is
defined as AdvIND-sCP-CPA

CP-ABE (A) =
∣∣Pr[ ν′ = ν ]− 1

2

∣∣ .
Definition 1. An anonymous CP-ABE scheme is said to be

IND-sCP-CPA secure if no probabilistic polynomial-time adversary
can break the IND-sCP-CPA game with non-negligible advantage.

4. THE PROPOSED CONSTRUCTION
In this section, we present a CPA-secure anonymous CP-ABE

scheme, which achieves the protection of user privacy and enables
efficient attribute matching detection.

4.1 Construction

• Setup(1λ): Let G,GT be cyclic multiplicative groups of
prime order p, and ê : G × G → GT be a bilinear map.
Define a hash function H : {0, 1}∗ → G. Assume there
are n attributes in universe and the universal attribute set
is U = {ω1, ω2, · · · , ωn}. And, each attribute has multi-
ple values, where Si = {vi,1, vi,2, · · · , vi,ni} is the multi-
value set for ωi and |Si| = ni. The attribute center chooses
y ∈R Zp, g1, g2 ∈R G. Next the attribute center com-
putes Y = ê(g1, g2)

y. The system public key is published
as PK = 〈g, g1, g2, Y 〉. The master key is MK = 〈y〉.

• KeyGen(PK,MK,L): Let L = [L1, L2, · · · , Ln] be the at-
tribute list for the user who obtains the corresponding at-
tribute secret key. The attribute center chooses r1, r2, · · · ,
rn−1 ∈R Zp and computes rn = y − ∑n−1

i=1 ri mod p. Al-

so, the attribute center chooses r ∈R Zp and {r̂i, λi, λ̂i ∈R

Zp}1≤i≤n, sets r̂ =
∑n

i=1 r̂i, and computes
[
D̂0, DΔ,0

]
=

[gy−r̂
2 , gr1 ]. For 1 ≤ i ≤ n, the attribute center computes[

DΔ,i, Di,0, Di,1, D̂i,0, D̂i,1

]
=[

g
r̂i
2 H(i||vi,ki

)
r
, g

λi
2 , g

ri
1 H(0||i||vi,ki

)
λi , g

λ̂i
1 , g

ri
2 H(1||i||vi,ki

)
λ̂i

]
,

where Li = vi,ki . The secret key is

SKL = 〈D̂0, DΔ,0, {DΔ,i, Di,0, Di,1, D̂i,0, D̂i,1}1≤i≤n〉.
• Encrypt(PK,M,W ): To encrypt a message M ∈ GT under

a ciphertext policy W = [W1,W2, · · · ,Wn], an encryptor

chooses s, s′, s′′ ∈R Zp, and computes C̃ = MY s, CΔ =

ê(g, g)sY s′ , C0 = gs, Ĉ0 = gs
′

1 , C1 = gs
′′

2 , Ĉ1 = gs−s′′
1 .

Then for 1 ≤ i ≤ n and 1 ≤ t ≤ ni, the encryptor computes[
Ci,t,Δ, Ci,t,0, Ĉi,t,0

]
as follows:
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1. If vi,t ∈ Wi, then
[
Ci,t,Δ, Ci,t,0, Ĉi,t,0

]
=

[
H(i||vi,t)s

′
, H(0||i||vi,t)s

′′
, H(1||i||vi,t)s−s′′

]
.

2. If vi,t /∈ Wi, then
[
Ci,t,Δ, Ci,t,0, Ĉi,t,0

]
are random el-

ements in G.

Then the ciphertext of M with respect to W is

CTW = 〈CΔ, C0, Ĉ0, C̃, C1, Ĉ1,

{{Ci,t,Δ, Ci,t,0, Ĉi,t,0}1≤t≤ni}1≤i≤n〉.

• Decrypt(PK,CTW , SKL): The ciphertext CTW is tested
and decrypted by a user with secret key SKL as follows:

1. Matching Phase: The user checks whether L |= W in
terms of the following Equality (1). To be specific,
L |= W if and only if Equality (1) holds:

CΔ

ê(g, C0)
=

ê
(
Ĉ0, D̂0

∏n
i=1 DΔ,i

)
ê
(∏n

i=1 Ci,t,Δ, DΔ,0

) , (1)

where Li = vi,t. If L �|= W , it returns ⊥. Otherwise,
it initiates the Decryption Phase if L |= W .

2. Decryption Phase: The user decrypts and computes M
as follows:

M =
C̃
∏n

i=1 ê (Ci,t,0, Di,0) ê
(
Ĉi,t,0, D̂i,0

)
∏n

i=1 ê (C1, Di,1) ê
(
Ĉ1, D̂i,1

) ,

where Li = vi,t.

4.2 Consistency of the Proposed Construction
For 1 ≤ i ≤ n, suppose Li = vi,t. We first show that Equality

(1) holds, which means the attribute matching detection is valid
in decryption of the proposed construction. Indeed,

ê
(
Ĉ0, D̂0

∏n
i=1 DΔ,i

)
ê
(∏n

i=1 Ci,t,Δ, DΔ,0

)
=

ê
(
gs′
1 , gy−r̂

2

∏n
i=1

(
g
r̂i
2 H(i||vi,t)r

))
ê
(∏n

i=1 H(i||vi,t)s′ , gr
1

)
= ê

(
g
s′
1 , g

y−r̂
2

(
n∏

i=1

g
r̂i
2

))
= ê

(
g
s′
1 , g

y−r̂
2 g

r̂
2

)
= ê

(
g
s′
1 , g

y
2

)
= ê (g1, g2)

ys′

=
CΔ

ê(g, C0)
.

On the other hand, the message can be successfully recovered as
follows:

C̃
∏n

i=1 ê (Ci,t,0, Di,0) ê
(
Ĉi,t,0, D̂i,0

)
∏n

i=1 ê (C1, Di,1) ê
(
Ĉ1, D̂i,1

)

=

C̃
∏n

i=1 ê
(
H(0||i||vi,t)s′′ , gλi

2

)
ê

(
H(1||i||vi,t)s−s′′ , gλ̂i

1

)
∏n

i=1 ê
(
gs′′
2 , g

ri
1 H(0||i||vi,t)λi

)
ê
(
gs−s′′
1 , g

ri
2 H(1||i||vi,t)λ̂i

)
=

MY s∏n
i=1 ê

(
gs′′
2 , g

ri
1

)
ê
(
gs−s′′
1 , g

ri
2

)
=

Mê(g1, g2)
ys∏n

i=1 ê (g1, g2)
sri

=
Mê(g1, g2)

ys

ê (g1, g2)
ys = M.

4.3 Security Results

Theorem 1. If there exists a polynomial-time adversary A
that can attack the proposed construction in the IND-sCP-CPA
model with advantage ε, then ε is negligible and ε ≤ εDBDH+nεDL,
where εDBDH and εDL respectively denotes the advantage of a dis-
tinguisher of a DBDH challenge and a D-Linear challenge, and
n represents the total number of attributes in universe.

Proof. (Sketch) Suppose that the adversary A commits to
the challenge ciphertext policies W ∗

0 =
[
W ∗

0,1,W
∗
0,2, · · · ,W ∗

0,n

]
and W ∗

1 =
[
W ∗

1,1,W
∗
1,2, · · · ,W ∗

1,n

]
at the beginning of the game.

Based on the IND-sCP-CPA security model, we use a sequence of
hybrid games to prove that A cannot win the original security
game denoted by G with non-negligible probability. We begin by
slightly modifying the gameG into a gameG0. The definitions of
games G and G0 are the same except the generation of the chal-
lenge ciphertext. In G0, to be precise, if the adversary did not
obtain the secret key SKL with respect to the attribute list L sat-
isfying the condition of [L |= W ∗

0 ∧ L |= W ∗
1 ], then the challenge

ciphertext component C̃ is a random element in GT regardless
of the random coin, while the rest of the challenge ciphertext are
generated in a normal way. On the other hand, if the adversary
obtained the secret key SKL whose associated attribute list L is
such that [L |= W ∗

0 ∧ L |= W ∗
1 ], then the challenge ciphertext is

generated correctly. In this case, we have G = G0. In any case,
we have

Lemma 1. Under the DBDH assumption, the difference be-
tween advantages of A in game G and game G0 is negligible in
the security parameter λ. To be specific, we have |Pr[ E ]− Pr[ E0 ]|
≤ εDBDH.

Subsequently, we modify the game G0 by changing the ci-

phertext components {{Ci,t,Δ, Ci,t,0, Ĉi,t,0}1≤t≤ni}1≤i≤n and de-
fine a sequence of games as follows. For vi,t such that (vi,t ∈
W ∗

0,i ∧ vi,t ∈ W ∗
1,i) or (vi,t /∈ W ∗

0,i ∧ vi,t /∈ W ∗
1,i), the components

{Ci,t,Δ, Ci,t,0, Ĉi,t,0} are generated as in the real game through
the sequence of all the games. In the case that there exists vi,t
such that (vi,t ∈ W ∗

0,i ∧ vi,t /∈ W ∗
1,i) or (vi,t /∈ W ∗

0,i ∧ vi,t ∈ W ∗
1,i),

the components {Ci,t,Δ, Ci,t,0, Ĉi,t,0} generated normally in game
Gl−1 are replaced with the random elements from the group G

in the new modified game Gl regardless of the random coin. The
process is repeated until there is no component vi,t satisfying
(vi,t ∈ W ∗

0,i ∧ vi,t /∈ W ∗
1,i) or (vi,t /∈ W ∗

0,i ∧ vi,t ∈ W ∗
1,i). In

the last game of the sequence, the advantage of the adversary A
is zero since that A is given a ciphertext chosen from the same
distribution regardless of the random coin. By replacing the well-
formed ciphertext components inGl−1 with the random elements
from the group G in Gl in this way, we can embed a D-Linear
challenge into the ciphertext such that a distinguisher of Gl−1

and Gl leads to a distinguisher of the D-Linear challenge. To be
specific, we have

Lemma 2. Under the D-Linear assumption, the difference be-
tween advantages of A in game Gl−1 and game Gl is negligible in
the security parameter λ. Specifically, we have |Pr[ El−1 ]− Pr[ El ]|
≤ εDL for 1 ≤ l ≤ lmax.

Suppose that the above games sequentially compose {G,G0,G1,
· · · ,Glmax}, where G is the original attack game and Glmax is
the last one which gives no advantage to A. Let E be the event
that ν′ = ν in the original game G and El be the event that
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ν′ = ν in Gl for 0 ≤ l ≤ lmax. Then, we have ε =
∣∣Pr[ E ]− 1

2

∣∣ =
|Pr[ E ]− Pr[ Elmax ]|. From the triangle inequality, it follows that

ε ≤ |Pr[ E ]− Pr[ E0 ]|+
∑lmax

l=1
|Pr[ El−1 ]− Pr[ El ]|

≤ εDBDH + nεDL.

Then it is obvious that ε is negligible, and hence the proposed
scheme is IND-sCP-CPA secure under the DBDH assumption and
the D-Linear assumption. �

Remark 1. We can apply the Canetti-Halevi-Katz technique
[3] to obtain a selective ciphertext policy and chosen ciphertext
secure extension based on strongly existentially unforgeable one-
time signatures.

5. PERFORMANCE COMPARISON
In this section, we compare the security and efficiency per-

formance of the proposed scheme with some existing CP-ABE
schemes [1, 5, 11, 12].

Table 1 mainly presents the security comparison with respect
to the complexity assumption, the security model and anonymity.
Note that anonymity can be applied to protect users’ privacy.
From the security comparison in Table 1, it is clear that only
Nishide et al’s scheme [11], Li et al’s scheme [12] and ours achieve
the goal of protecting users’ privacy and they have the same
access policy. It is important to note that only the proposed
construction enjoys the desirable property of match-then-decrypt,
and hence can be used to alleviate the computation burden of
users in the attribute-based setting.

On the other hand, it is indispensable for receivers to perform
attribute matching detection (i.e., decryption test) in attribute-
based setting. Considering the protection of user privacy, we only
compare the cost of attribute matching detection of schemes [11,
12] with that of ours in Figure 1. Our experiment is simulated on
a LINUX machine with Intel Core 2 processors running at 2.40
GHz and 2G memory. The order p of groups G and GT is set
as a prime of length 160 bits. It is obvious that the proposed
scheme is significantly more efficient than schemes [11, 12]. The
reason is that the cost of attribute matching detection is mainly
determined by the number of fundamental cryptographic opera-
tions, especially the most expensive pairing operation. And, the
number of pairing operations for attribute matching detection is
constant in the proposed scheme and linearly grows with n in
schemes [11, 12].

6. CONCLUSION
The notion of anonymous ABE can be applied to hide the

receivers’ attribute information in ciphertexts. However, the de-
cryption computation overhead is high as the computational cost
grows with the complexity of the access formula. Aiming at im-
proving the decryption efficiency, in this paper, we introduced
a new technique called match-then-decrypt into the decryption
of anonymous ABE, in which a matching phase is added before
the decryption phase. This technique performs the test that if
the attribute private key matches the hidden attributes policy
in ciphertexts without decryption. In the proposed construction,
the computation cost of such a test is much less than one de-
cryption operation. Our construction is proven to be secure. In
particular, experimental results show that the proposed solution
is efficient and practical, and that the novel technique of match-
then-decrypt can greatly improve the efficiency of decryption in
anonymous ABE.
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Figure 1: Comparison of cost for attribute matching de-
tection.
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