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Abstract: SARS-CoV-2, a tiny virus, is severely affecting the social, economic, and environmental
sustainability of our planet, causing infections and deaths (2,674,151 deaths, as of 17 March 2021),
relationship breakdowns, depression, economic downturn, riots, and much more. The lessons that
have been learned from good practices by various countries include containing the virus rapidly;
enforcing containment measures; growing COVID-19 testing capability; discovering cures; providing
stimulus packages to the affected; easing monetary policies; developing new pandemic-related
industries; support plans for controlling unemployment; and overcoming inequalities. Coordination
and multi-term planning have been found to be the key among the successful national and global
endeavors to fight the pandemic. The current research and practice have mainly focused on specific
aspects of COVID-19 response. There is a need to automate the learning process such that we can learn
from good and bad practices during pandemics and normal times. To this end, this paper proposes a
technology-driven framework, iResponse, for coordinated and autonomous pandemic management,
allowing pandemic-related monitoring and policy enforcement, resource planning and provisioning,
and data-driven planning and decision-making. The framework consists of five modules: Monitoring
and Break-the-Chain, Cure Development and Treatment, Resource Planner, Data Analytics and
Decision Making, and Data Storage and Management. All modules collaborate dynamically to make
coordinated and informed decisions. We provide the technical system architecture of a system based
on the proposed iResponse framework along with the design details of each of its five components.
The challenges related to the design of the individual modules and the whole system are discussed.
We provide six case studies in the paper to elaborate on the different functionalities of the iResponse
framework and how the framework can be implemented. These include a sentiment analysis case
study, a case study on the recognition of human activities, and four case studies using deep learning
and other data-driven methods to show how to develop sustainability-related optimal strategies
for pandemic management using seven real-world datasets. A number of important findings are
extracted from these case studies.

Keywords: pandemic management; COVID-19; social sustainability; environment sustainability;
economic sustainability; Internet of things (IoT); sensors; artificial intelligence (Al); deep learning;
big data; Break-the-Chain; contact-tracing; sentiment analysis

1. Introduction

COVID-19 has shown that a tiny virus can gravely affect social, economic, and en-
vironmental sustainability [1-9]. The pandemic has subdued the whole world and has
shown the vulnerability of our people, our nations, and its various public and private orga-
nizations and organizational systems [10-19]. Government sectors, businesses, educational
institutions, and social life have come to a halt in many parts of the world. As of 2 August

Sustainability 2021, 13, 3797. https:/ /doi.org/10.3390/su13073797

https:/ /www.mdpi.com/journal/sustainability


https://www.mdpi.com/journal/sustainability
https://www.mdpi.com
https://orcid.org/0000-0003-3796-0294
https://orcid.org/0000-0002-4997-5322
https://doi.org/10.3390/su13073797
https://doi.org/10.3390/su13073797
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.3390/su13073797
https://www.mdpi.com/journal/sustainability
https://www.mdpi.com/2071-1050/13/7/3797?type=check_update&version=1

Sustainability 2021, 13, 3797

2 of 52

2020, nearly 18 million people have been infected with COVID-19, claiming over 680,000
deaths around the globe and it is increasing [20]. These numbers were at the time of the
first submission of this article. As of 27 February 2021, the time this first revision of the
article was submitted, 1.126 billion people have been infected with COVID-19, claiming
nearly 2.5 million deaths. COVID-19 is the name of the disease caused by the virus SARS-
CoV-2 (Severe Acute Respiratory Syndrome Corona Virus 2). The pandemic is being called
COVID-19 pandemic or coronavirus pandemic [20].

1.1. COVID-19: Key Observations and the Winners

A number of important observations can be made about the epidemic. The evolution
of the pandemic has varied greatly across nations and these trends have been dependent
upon the specifics of the virus itself and the variations in responses by various countries
around the globe. For example, China, where COVID-19 is believed to have been originated,
to date, has had less than 90,000 cases compared to 4.6 million cases in the U.S., equating to
0.006% cases in China, compared to 27% cases in the U.S., of the total number of cases in
the world [21]. As of 2 August 2020, the five most affected countries in terms of the number
of cases are the U.S., Brazil, India, Russia, and South Africa with 4.6 million, 2.7 million,
1.7 million, 0.8 million, and 0.5 million cases, respectively. The five most affected countries
in terms of the number of deaths are the U.S., Brazil, Mexico, the U.K., and India with
approximately 154,000, 93,000, 47,000, 46,000, and 37,000 deaths, respectively [21]. These
numbers were at the time of the first submission of this article. As of 27 February 2021, the
time this first revision of the article was submitted, the five most affected countries in terms
of the number of cases are the U.S., India, Brazil, Russia, and the United Kingdom with
28.33 million, 11.04 million, 10.32 million, 4.16 million, and 4.15 million cases, respectively
(based on the population reported in [22], the respective incidence rates of the number of
COVID-19 cases per 100,000 population for these countries are 8559, 800, 4856, 2851, and
6112). The five most affected countries in terms of the number of deaths are the U.S., Brazil,
Mexico, India, and the U.K. with approximately 506,000, 250,000, 183,000, 157,000, and
122,000 deaths, respectively. The respective incidence rates of the number of COVID-19
deaths per 100,000 population for these countries are 152, 118, 142, 11, and 178. Figure 1
provides information for the top 20 countries in the world in terms of the incidence rates of
COVID-19 cases and deaths.

Pandemics have always challenged human existence on our planet [23]. During
1347-1351, the Bubonic plague, also known as Black Death, killed around 200 million peo-
ple [23]. The Spanish flu took more than 40 million human lives during 1918-1919 [23]. We
now live in a much more technologically advanced time with unprecedented technological
capabilities. We deserve a better response to the current pandemic and use our current and
past experiences to develop better preparedness for future pandemics. The frequencies and
severity of natural disasters and pandemics are increasing due to the convergence of factors
including the global population, frequent traveling, rapid urbanization, climate change,
and ecological destruction [24-29]. Using facts from The Global Risks Report 2020 [30]
of the World Economic Forum [31], Kate Whiting writes in her article “Coronavirus isn’t
an outlier, it’s part of our interconnected viral age” [24], “Coronavirus COVID-19 is part
of a pattern of increasingly frequent epidemics that have coincided with globalization,
urbanization and climate change”. Therefore, the risks of pandemics and challenges to
manage pandemics are far greater [26,28].
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Figure 1. Top 20 countries in the world by cases and deaths (cumulative total per 100,000 population).

Eurasia Group developed a methodology to assess and rank national responses
across three key areas: healthcare management, political response, and financial pol-
icy response [32]. The top five countries with the best global response to COVID-19 that
they ranked are Taiwan, Singapore, South Korea, New Zealand, and Australia. Taiwan
had 443 COVID-19 cases and 7 deaths in total. To achieve such an admirable COVID-19
response, Taiwan closed its border and banned exports of surgical masks. Instead of closing
businesses, Taiwan used mobile tracing apps and aggressive precautionary measures to
control the virus spread [33]. Singapore had a total of 38,000 cases and 25 deaths. Singapore
relied on contact tracing and widespread testing to curtail the pandemic and spent 20%
of its GDP to maintain the national economy [34,35]. South Korea used extensive testing,
contact tracing, and financial aid to curtail the pandemic to 11,000 cases and 276 deaths,
and maintain socioeconomic conditions [36,37]. New Zealand used aggressive lockdown,
national border closure, and financial strategies to manage pandemic to 1000 cases and
22 deaths, and maintain national socioeconomic health [38,39]. Australia contained its
COVID-19 cases to below 8000 and deaths to 102 using a coordinated approach across the
government including financial relief for the citizens [40,41]. The countries that have the
highest number of COVID-19 cases and deaths were unable to understand the pandemic
effects and did not take timely actions.

Note that the assessment and ranking of Eurasia Group [32] mentioned above is to
motivate the reader and highlight some of the challenges and response mechanisms for
managing the COVID-19 pandemic. There are several other successful stories that have not
been highlighted by Eurasia Group in their mentioned rankings. For example, Sri Lanka
has been able to keep the cumulative number of cases to below 83,000 and the number of
deaths to 464 despite a large population of 21.5 million living in an area of 62,710 km? [20].
Sri Lanka has been able to successfully manage this pandemic with measures including
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early and strict lockdowns, aggressive testing, etc. [42,43]. Similarly, Vietnam, with nearly
100 million in population and close geographic proximity to China, was able to successfully
manage the pandemic, limiting to 2426 cases and 35 deaths in the country [44]. It seems
possible that these countries, and other countries with good pandemic management, were
not ranked in the Eurasia Group rankings due to the differences in economic capabilities
among those countries and, therefore, the methodology of Eurasia Group could be biased
toward the economic strengths of countries. Moreover, the Eurasia Group’s initial list [32]
was comprised mostly of open democracies and therefore countries such as China and
Vietnam were not included in the list (this is not an endorsement from the authors of this
methodology). These issues should be considered by the community while developing and
ranking good practices and standards for pandemic management from across the globe.
Our focus in this manuscript is a technology-driven framework for autonomous pandemic
management. Finding or endorsing the specifics of the response mechanisms is not the
primary focus of our manuscript. We will see later in the paper that the proposed system
can use data-driven analytics and learn specific policies, strategies, and mechanisms to
manage pandemics.

1.2. COVID-19: Good Practices

The lessons that have been learned from good practices by various countries, includ-
ing those discussed above, could be summarized as follows: contain the virus rapidly
using measures including physical distancing (also called social distancing), quarantines,
lockdowns, curfews, providing sanitizers, etc. [32]; enforce containment measures using
contact tracing and other methods; grow testing capacity in terms of the number of tests
that could be carried out in a given time and the reach, flexibility, and quality of the
testing [45]; identify and discover cures, not necessarily in a pharmaceutical lab but by
engaging with the wider community.

Healthcare is but one part of pandemic management. Pandemics could gravely affect
environmental, economic and social sustainability and necessary measures should be taken
to improve economic and social conditions. Such measures include providing stimulus
packages to citizens, Small Medium Enterprise (SMEs), and other businesses [46]; support
policies for mortgage holders to avoid losing their homes [47]; easing monetary policies [48];
developing new industries related to the pandemic management for in-country resource
planning and for export to aid and strengthen national economy [36]; wage subsidies and
other support plans for controlling unemployment [39,41]; free childcare for all [41]; and
overcoming racial, poverty-related, and other inequalities [49-52].

In addition to these, returning to “normal” involves reopening government services,
businesses, education, and other sectors. Mental health and relationships have also been
severely affected due to the pandemic and these need to be understood and proper re-
sponse policies and activities should be developed and implemented. The World Health
Organization (WHO) has taken several measures for a global response to COVID-19 in-
cluding accelerating relevant research and development efforts, helping countries prepare
and respond to global response coordination, and educating people about the COVID-19
protection methods [53]. These guidelines could be used by national governments to
fight pandemics. Coordination and multi-term planning should be the key in any of the
successful national and global endeavors to fight pandemics [54-58].

1.3. COVID-19 and Smart Societies

Developments under the umbrella of smart cities and societies have focused on the use
of emerging technologies, particularly artificial intelligence, and the integration of various
city, rural and national objectives and systems [59-64]. The penetration of information
and communication technologies into our lives and various socioeconomic sectors started
long ago. However, the integration and coordination of multiple systems and objectives
across cities, nations, and the planet sets smart cities apart from the earlier Information and
Communications Technology (ICT) developments. Social, environmental, and economic
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sustainability through integration and coordination are the key defining factors of smart
cities, societies, and the planet.

We have identified four key areas for successful pandemic preparedness, planning,
and response: (i) effective monitoring measures; (ii) agile coordination and planning across
scales; (iii) informed, data-driven, predictive preparedness and timely decision making;
and (iv) dexterous actions. There are clear synergies between these four key areas that we
have identified for agile pandemic management and the key themes in designing smart
cities, nations, and the planet. The pandemic has taught us that humans are one body, and
effective coordination across nations to safeguard the planet and its inhabitants should be
the way forward.

1.4. Research Gap, Objectives, and Contributions

The current research and practice on COVID-19 pandemic management have mainly
focused on specific aspects of the response to COVID-19 pandemics such as data analytics,
resource planning, contact tracing, and COVID-19 testing [65-73]. There is a need to
automate the learning process such that we can learn from good practices and bad practices
during pandemics, disasters, emergencies, and normal times. A part of this is to automate
the coordination process such that it can predict potential future outbreaks, inform on and
take various actions autonomously, predict resource requirements and procure resources
accordingly, etc.

To this end, this paper proposes a technology-driven framework (we call it iResponse)
for autonomous pandemic management, allowing pandemic-related monitoring and policy
enforcement, resource planning and provisioning, data-driven planning and decision-
making, and coordination across these areas. The framework consists of five modules:
Monitoring and Break-the-Chain (MBC), Cure Development and Treatment (CDT), Re-
source Planner (RP), Data Analytics and Decision Making (DADM), and Data Storage and
Management (DSM).

The MBC module monitors the environment using a range of Internet of Things (IoT),
social, and other sensors to detect potential pandemics and other anomalies and takes
necessary actions. The actions include contact tracing, maintaining physical distancing,
and others. The CDT module is aimed at developing various cures for pandemics and
these could include mainstream drugs, vaccines, and natural remedies. The RP module
plans the required resources and the provisioning of these resources. The resources include
testing and medical equipment and supplies, quarantine and treatment centers, and human
resources. The DADM module provides data analytics and decision-making services using
cutting-edge AI and other scientific methods. The DSM module manages big data, its
storage, preparation, and provisioning. It could be located remotely (cloud), locally (edge),
or somewhere in the middle (fog).

All modules collaborate dynamically to make coordinated and informed decisions. We
provide the technical architecture of a system based on the proposed iResponse framework
along with the design details of each of its five components. The challenges related to
the design of the individual modules and the whole system are discussed. We provide
six case studies in the paper to elaborate on the different functionalities of the iResponse
framework and how the framework can be implemented. Firstly, we present a sentiment
analysis case study (see Section 4.1) that could be used by the authorities to understand
how seriously the public has perceived the COVID-19 situation and accordingly form
appropriate pandemic management policies and strategies. Secondly, we present a case
study on the recognition of human activities, such as walking, playing, etc., which could
be used by the authorities to monitor people’s whereabouts and activities to know, for
example, how seriously people are following the pandemic measures (Section 4.1). These
two case studies are part of the MBC module.
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The next four case studies are related to sustainability. Two of these case studies
are related to health and social sustainability (Sections 10.1 and 10.4). One of these case
studies is related to economic sustainability (Section 10.2) and another one to environmental
sustainability (Section 10.3). We use deep learning and other data-driven methods to show
how to develop sustainability-related optimal strategies for pandemic management using
various data. The datasets we have used are real-world open datasets including a human
activity recognition (HAR) dataset [74], the World Bank COVID-19 dataset [75], Google
COVID-19 mobility report dataset [76], credit card transactional data by the U.S. Bureau
of Economic Analysis (BEA) [77], air quality data acquired through OpenAQ API [78],
and a dataset from the World Happiness Report [79]. A number of important findings are
extracted from these case studies (see the relevant sections).

We hope that our work in this paper will motivate the design and adoption of holistic
pandemic management systems. These pandemic management systems will be an integral
part of other national operational systems, which in turn will be connected globally. Such
an approach will allow us to be better prepared for future pandemics with predicted
warnings, allowing better resilience for social, economic, and environmental sustainability.

The rest of the paper is organized as follows. Section 2 reviews the relevant works.
Section 3 gives an overview of the proposed iResponse framework. The five modules of
the iResponse framework are described in Sections 4-8, whereas in Section 9 the impor-
tance of integration is discussed. Section 10 provides four case studies that show how to
develop sustainability-related optimal strategies for pandemic management. Section 11
discusses the challenges of realizing the iResponse framework. We conclude and give
future directions in Section 12.

2. Literature Review

Countries around the world panicked when they witnessed the early exponential
growth of COVID-19 cases in their cities and towns. This prompted them to respond in
a variety of ways such as the formation of the new policy to deal with the COVID-19
pandemic, integrated with the use of sophisticated technologies, and race for developing
drugs and vaccines. Lockdowns are one universal policy that is followed by most of the
countries to pause the number of cases and prepare facilities for managing the exponential
growth of COVID-19 cases in the near future [80]. Countries like Taiwan, South Korean,
Singapore, New Zealand, etc., were able to manage and control COVID-19 effectively
without any panic wave. All of them used testing as a potent tool. On the other hand,
bigger countries witnessed a little late arrival but the uncontrollable exponential growth
of this infection, such as in Brazil, India, Russia, the U.K., and the USA. This proves
policy failure at various levels because these countries were alerted in advance, but despite
this, they did not take result-oriented policy formation decisions. Another mistake some
countries have made is to use lockdowns as the primary tool for controlling COVID-
19, (such as in India) rather than focusing on maximizing testing and improving health
infrastructure. Lockdown is merely a tool used to hinder COVID-19 cases. In Figure 2,
we depicted three clusters of cases in the world. The data used in the figure are taken
from World Bank [75]. We can see that from the first cluster (15 January to 31 March)
to the third (1 June to 18 July), lockdown only delayed the exponential growth of the
cases. Managing a pandemic effectively needs multi-facet efforts and policymaking which
consists of planning, sophisticated technologies, data sharing, financial resources, logistics,
and transparency [81].
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Figure 2. Month-wise clusters for the number of confirmed cases in the world.



Sustainability 2021, 13, 3797

8 of 52

This paper focuses on the technological aspect of pandemic management with particu-
lar focus on the integration of various technologies to serve a universal goal. In this section,
we discuss the research and development works, which are focused on making sensors
and Al-based technologies to control the spread of infectious diseases. The COVID-19
pandemic started as a localized infection in Wuhan, which has now infected more than
166 countries around the world [1]. As we are witnessing today, sensors and Al-based
technologies are successfully used in several domains to enhance decision-making accuracy
and to achieve full automation. Today, machine learning and deep learning are at the core
of any Al-based technology and tool, such as big data analytics [82], social media analy-
sis [83], networking [84], autonomous driving [85], biology [86], healthcare [87], astronomy,
physics [88], and transportation [89], which are a few examples.

Sentiment analysis can play an important role in policymaking to counter COVID-19.
Social media and online news are unstructured data sources, which contain sentiments
and behavioral insights of individuals, communities, and events. One of the potent tools
that can help to control the spread of COVID-19 is to give the right information to the
public about the do’s and don’ts in these pandemic times. Today, the world is witnessing
an info-demic [90]; there is an excessive flow of correct and incorrect information (for
example, which type of mask to wear, magical drugs, treatments, rules to follow, and
isolation guidelines). Sentiment analysis can help to find ways to tackle COVID-19’s
info-demic. Samuel and Ali [68] used machine learning for analyzing fear sentiment
progression using tweets among the public and found that as the number of cases grows,
fear also incrementally increases. However, there are signs of tiredness in people now.
Similarly, using machine learning in [68], Nemes and Kiss found interesting trends related
to COVID-19 on Twitter, where a Sentiment analysis-based chatbot tool which uses deep
learning to engage with quarantined patients to keep them fresh and far from negative
thought is introduced in [91]. Social distancing is a critical aspect to break the chain of
infection so it cannot be transferred further. Social media analyses [92], and human activity
recognition [93] can help to track people and events. People’s moods can also be predicted
using unstructured social media data. However, there will be privacy concerns that can be
addressed separately [94].

Medical image segmentation is widely used in infectious disease detection. For
example, deep learning-based methods were introduced to identify COVID-19 infected
patients using their CT images [95,96]. However, these methods need to improve their
predicting accuracy. One reason for low accuracy is limited data availability. An improved
deep learning-based method in terms of detection accuracy is introduced by Chen et al. [69]
using high-resolution computed tomography; deep learning is playing a major role for
scientists in enhancing their understanding of COVID-19.

On the other hand, drug discovery plays a very crucial role in controlling highly
infectious diseases like COVID-19. Drug discovery, particularly for the newly discovered
pathogens, is a time consuming task. Various benefits of machine learning and deep
learning can be exploited to design drugs, such as identification of the target population,
recognizing the prognostic biomarkers, examining pathological datasets, and data-driven
decisions [97]. Chen et al. [98] compared deep learning with conventional machine learning
algorithms for drug discovery problems; deep learning outperformed all others. Following
this, a deep learning-based method that ranks the protein-ligand interactions is proposed
in [99]. The method can recognize candidate drugs for the COVID-19 protease by using
drug screening from four databases of chemical compounds.

For managing and controlling COVID-19 effectively, Internet of Things (IoT) applica-
tions are used by some countries for surveillance and contact tracing, which is integrated
with AI[70,71]. IoT and AI are widely used in the healthcare industry, such as IBM Watson
which can find valuable insights from unstructured data and can even correct doctors in
their prescriptions and diagnoses [100]. Al can answer several complex questions during
the outbreak of infectious diseases. One such application is BlueDot; it is the first Al-based
tool which quantified the global risks in the initial phase of COVID-19 in China. It com-
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municated the risk factors to its clients. It anticipates the impact of infection using highly
diverse datasets such as global flight itineraries, climate conditions, animal and insect
populations, and the health system capacity of a specific region.

Healthcare services can take advantage of connected autonomous vehicles (CAVs) to
improve ambulance services greatly. Two main advantages of CAVs during pandemics
such as COVID-19 are: (1) it is a much safer mode to transport an infected person in
total isolation [101], and (2) CAVs can also deliver essential commodities to homes during
lockdowns. Connected vehicles can share information among them to understand the
situation better. The literature reviewed so far establishes the fact that the use of advanced
sensors is critical for collecting important data, and Al can greatly help to control pandemics.
However, the full potential of Al can only be unleashed when all of its applications
are integrated to serve a single objective of making an efficient epidemic and pandemic
response system. Today, several frameworks deal with a specific aspect of COVID-19, some
of which are stated in Table 1. However, to the best of our knowledge, no framework exists
which has a comprehensive and holistic view of the various aspects of COVID-19, as the
proposed work presents.

Table 1. Frameworks for dealing with a specific aspect of COVID-19.

No. Paper Objective Limitation
1. Farooq and Hafeez [73] To dlfferenhat.e between. COVID-19 an.d other Specific to one problem
pneumonia cases using deep learning
2. Khashan et al. [102] To execute complex big data queries Specific to one problem
3. Rao and Vazquez [72] Al-based COVID-19 detection using a mobile Specific to one problem
phone-based web survey
Classification between severe and non-severe Specific to one problem
4 Chenetal. [103] COVID-19 cases and limited to Wuhan

3. Proposed Framework

The key to fighting extremely infectious COVID-19 is to have an efficient response
system that is intelligent, automated, and quick in making decisions. However, as we've
seen in the last few months, even the developed countries around the world have failed
to establish any state-of-the-art response system on a large scale. From a technological
perspective, there are two main reasons for this:

e There is a lack of integration between various sub-systems. This also means poor
coordination. For example, Al-enabled tools predicted the COVID-19 outbreak; how-
ever, several countries did not prepare the requirements for medical equipment and
medical supplies as per the threat. Once the cases had grown exponentially, then
they rushed to procure critical medical necessities. Particularly, this was the situation
between February and April in many countries like Italy, the U.S., and Brazil, etc.

e  There is significant human interference at every stage, which makes the decision-
making process slower and full of personal biases.

We introduce in this section an Al-powered iResponse technology-driven framework
for autonomous pandemic management. It allows pandemic-related monitoring and policy
enforcement, resource planning and provisioning, data-driven planning and decision-
making, and coordination across the various areas. We depict an iResponse framework in
Figure 3, and it consists of five modules: Monitoring and Break-the-Chain (MBC), Cure
Development and Treatment (CDT), Resource Planner (RP), Data Analytics and Decision
Making (DADM), and Data Storage and Management (DSM).
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Figure 3. iResponse framework block diagram.

We provide the technical system architecture of the iResponse framework in Figure 4.
Diverse data sources are used to collect data such as IoT based sensors, social media,
Electronic Health Records (EHRs), hospital occupancy data, Wi-Fi, GPS, travel itinerary,
testing labs, smart devices, etc. Further, this data is processed. For example, missing values
and outliers are identified and predicted or removed if needed. For text-related data, we
remove all symbols, special characters, etc., to make a clean text corpus that can be analyzed
further. The data is stored at the data centers which are cloud-based, as well as in-house
data centers. These data centers are heterogeneous which means they are capable of storing
a variety of data such as structured, unstructured, multi-media, spatial, and EHRs. There
are several machine learning and deep learning algorithms available, which are trained on
the data provided by data centers. Further, these trained models can perform a specific
task on real-time data. The results obtained (data from data centers and real-time data) are
visualized statically and interactively using data visualization capabilities.

Data Sensing and Collection
loT and Non-loT Data Sources

Data Analytics, Coordination, and Decision Making
Data Preparation Machine Learning

Data Visualization

Data Storage

Data Storage and Management

Data Centers

Data Retrieval
(e.g., training, decision making, etc.)

Figure 4. The technical system architecture of the iResponse framework.
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4. Break-the-Chain

The optimum measure that any country can take to control the spread of any highly
infectious disease is to quickly break the chain of infection transmission. In the case of
COVID-19, one infected individual can infect two to three other healthy individuals [104].
Thus, the number of infected people will see the exponential rise depicted in Figure 5A.
Further, as depicted in Figure 5B, if one of the legs of this transmission chain is broken,
this could greatly reduce the number of infected people. In this section, we will discuss
how the “Monitor and Break-the-Chain (MBC)” module of the iResponse framework
can help in decreasing infection rates and transfer. The aim of the MBC module is to
monitor the environment using a range of IoT, social, and other sensors to detect potential
pandemics and other anomalies to take necessary actions. The actions include contact
tracing, maintaining physical distancing, and others. In the proceeding subsections, we
will discuss each of them.

e ie b

e i

Figure 5. (A) Infection can grow exponentially from one infected person; (B) chain of transmission is

Break the chains of transmission

broken, significantly reducing the number of newly infected cases.

4.1. Social Media Analysis

Social media has become an important part of our societies today. It is a medium
which can have great impact in shaping public perception about a subject. It is also a place
where we find abundant misinformation termed as fake news. Social media analysis is an
important component of the MBC module of the iResponse framework. We believe that
social media can play an important role in controlling epidemics and pandemics in the
world. The objectives of the social media component are: (1) to create awareness among
people with the right set of information about COVID-19; (2) to develop a public sentiment
to take COVID-19 as a serious threat and abide by the policies of government as they are
designed for their health benefits; and (3) use social media sentiment to map the behavior
of individuals which can be useful in the analyses of how government advisories and rules
are followed and how they are affecting the behavior of individuals [105].
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4.1.1. Method

We used the R statistical platform for modeling and analysis. We gathered week-wise
data from Twitter; 10,000 tweets were downloaded which include those of international
leaders, organizations, and other famous personalities. We also used 50 published online
news articles of well-known newspapers and magazines including The Guardian, Fortune,
BBC, Wired, and Times. For collecting the Twitter and newspaper data, we used search
keywords including corona, COVID-19, Corona Epidemics, Corona Recession, Corona
Deaths, Corona Ventilators, Corona Job loss, etc. For sentiment analysis of the tweets, we
first downloaded data based on the above-mentioned keywords into the R by using the
twitteR package [106]. Data access is provided with the combination of the access token,
access secret code, consumer key, and consumer secret, and is generated with the help
of the Twitter API. Similarly, for online news media, we used Google to search for news
articles related to the above-mentioned keywords. We then downloaded the data and
imported it into R using the RCurl package [107]. The RCurl package filters out the useful
text data from the HTML pages. We have used the Naive Bayes algorithm for sentiment
analysis. The Sentiment-Analyzer algorithm is given in Figure 6, which is self-explanatory.

1 Sentiment-Analyzer ()

Data: d4 < Tweets and online news
X « {Not Concerned, Concerned, Serious, Afraid}
Result: S « Sentiments
2 begin
3 /* Process social media and online news data */
4 /* Fetch revevant text. Filter special charater etc */
5 /* Function Filter is used to fliter and than d, will be updated */
[ da « Filter(da)
7 end
8 begin
] /* Train and then use Naive Bayes Classifer to predict sentiments %/
10
Classi PX Y P(Y | X) P(X)
‘lassifernp € P(X |Y) = %)
11 Where P(X | Y)isP(X)class | Y <~ dai1 234, .n
12 P(Y | X)is P(Y) | Xclass
13 For all the P, P(X) and P(X) are independent
14 /* Predict the sentiment associated with each entry */
15 S + Aggregated(Predicted Classes)
16 /* Visualize sentiment alnalysis results as requested by user */
17 V « Visualize results
18 end

Figure 6. Algorithm for analyzing sentiments of the people.

4.1.2. Results

The results obtained from the Sentiment-Analyzer component show significant sen-
timent fluctuations, as depicted in Figure 7, among individuals, organizations, and gov-
ernments. Sentiments are classified into four classes:not concerned, concerned, serious,
and afraid. By class “Not Concerned”, we mean people that are not at all serious about
COVID-19, whereas by type “Concerned” we mean that people are presuming it as a
health threat. The third type “Serious” means that people are very serious about this
infection and lastly “Afraid” type means that people are serious and frightened by this
infection. Figure 7 depicts the week-wise aggregated sentiments of a particular type. It
is evident in Figure 7 that in the first three weeks people were not much bothered about
COVID-19 infection. However, from the fourth week onwards there was a significant shift
in people’s perceptions toward COVID-19; as a result, only 41% of people are not bothered.
At the same time, the percentage of people who are concerned, serious, and afraid started
to increase significantly. Further, for the last two weeks, people who are not concerned
are around negligible and almost 100% of people are from types concerned, serious, and
afraid. This signifies that as COVID-19 infection grows from an epidemic to a pandemic,
it greatly affects people’s sentiments. From the response perspective, the first four weeks
are important because we can break the chain of virus transmission and the exponential
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growth as depicted in Figure 7. Therefore, if we can change the percentage of people who
are not concerned about the infection in the first four weeks in Figure 7, that can break the
chain significantly. This is due to the reason that people will follow government advisories
and rules with seriousness and stick to social distancing. Figure 7 also serves as a source
of information for the governments that they need to change and modify the way they
want people to perceive the dangers of any highly infectious disease like COVID-19 in the
initial stages.

Sentiments
100
95 © rg,
90 %””s
85 S o/o%c
80 s’r;
75
70
65
60
55
50
45
40
35
30
25
20
15 ==
. | . _l ______ B
Week 1 Week 2 Week 3 Week 4 Week 5 Week 6 Week 7 Week 8 Week 9 Week 10

mNot Concerned ®Concerned Serious Afraid

Figure 7. Week-wise sentiment analysis for the seriousness of people.

4.2. Social Distancing

Social distancing is a technique of minimizing or limiting the social movements and
physical contacts of the individual in everyday life. It is a potent method of breaking
the chain of COVID-19 infection transfer. It is practiced very aggressively by China and
followed by several other countries in various forms [108]. One major problem faced by
countries in implementing social distancing effectively is that people are causal in following
it. Due to this, it becomes crucial to know in real-time the activities of residents which can
show their seriousness in practicing social distancing. To track the outdoor activities for the
same is an expensive, time-consuming, and resource-exhausting task if done physically by
police, etc., and delays the decision-making process. The social distancing component aims
to mitigate this. There is a need for technology that can perform this in a timely and cost-
effective manner. We identify sensor-based human activity recognition by which we can
identify the current state of individual activity with the help of IoT infrastructure. Further
tracking and crowdsensing can be used with the help of Wi-Fi and cellular spatial data.

4.2.1. Activity Recognition

IoT-enabled Human Activity Recognition (HAR) has gained significant importance
and expanded its application domain, specifically concerning the context-aware systems.
IoT-enabled HAR today is used in diverse applications such as improving quality-of-
care for the disabled, infants, the elderly, and sick people [109,110]. The objective of the
IoT-enabled HAR component is to help in analyzing how dedicatedly residents follow
social distancing. This can be analyzed in real-time using machine learning [93]. Today,
smartphones and smartwatches are equipped with accelerometer sensors which can help
to sense X, y, z coordinates data that can be further used to predict individual activities. We
have used human activity recognition for the following goals:
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e To provide context-aware tracking of activities.
e  To identify users based on the spatio-temporal activity data.

Method

IoT-enabled HAR is a widely researched topic today. There are several numbers
of real-world datasets available for performing simulation studies. To demonstrate the
proof of concept of this component, we used the dataset [74]. It is recorded by using
accelerometer and gyroscope sensors in smartphones and smartwatches. We used the
smartphone accelerometer data in this work. The dataset consists of user id, timestamp,
axis (x, y, z), and activity class. We divided the dataset into 60% for the training phase and
40% for the testing phase. There are 17 activity classes as depicted in Figure 8. We trained
the C5.0 decision tree to predict activity classes.
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Figure 8. Human activity prediction accuracy in %.

Results

We used the C5.0 decision tree classifier to predict activity classes. In Figure 8, we
depicted the prediction accuracy of each class. The overall prediction accuracy is 84%
and can be termed as satisfactory. Ten-activity class prediction accuracy is above 90%.
However, the prediction accuracy of activity classes such as walking, kicking football,
and playing tennis are below 70%. If we look more closely at Figure 8, we will find that
the prediction accuracy of outdoor activities is lower compared to indoor activities. The
average prediction accuracy of outdoor and indoor activities is 68.13% and 90% respectively.
We can establish the fact that HAR is possible using machine learning. If the individual
activity falls in prohibited activities during social distancing restrictions, the government
can know it in real-time.

4.2.2. Wi-Fi and Cellular Tracking

Social distancing can only be effective if practiced with the utmost sincerity. There
are two ways to do it; one is that residents take it as a social responsibility, and the second
is to implement it strictly by using the state’s power. In both cases, the state needs to
make sure that people are following social distancing strictly to measure its effectiveness.
The Italian government failed miserably in implementing social distancing. As a result, it
has one of the highest initial case numbers [111]. What the world can learn from Italy is
that social distancing is one of the important pillars in the fight against COVID-19. The
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systematic inability of our leaders and people to listen to virologists and doctors highlights
an important aspect of supporting wrong practices in dire, highly complex events like
COVID-19. Spatial data from Wi-Fi and cellular operators can play a very crucial role to
analyze social distancing. It can be used in two ways by the government:

e  Spatial coordinates from data can be used to track the location of the user.
e  Spatial coordinates can be used to sense crowds within a certain area.

The objective of the “Wi-Fi and Cellular Usage Tracking” component is to transform
spatial coordinates tracking applications into social distancing applications, to provide
authorities the means to analyze social distancing effectiveness. The major challenge will
be to ensure residents’ data privacy. This issue is addressed by some countries such as
in the South Korean contact tracing app in which the user id dynamically changes in a
fixed interval of time, and Singapore’s TraceTogether application which uses Bluetooth. It
does not store any user location data. However, India’s Arogaya Setu application stores
user location data in encrypted form. Governments around the world need to create a
balance between privacy and application efficiency. A recent comparative study published
in MIT Technology Review gave India’s Arogaya Setu contact tracing application 2 rating
points on a scale of 5, which is one of the worst among several others [67]. To the best
of our knowledge, all these major contact tracing applications’ objectives are limited to
contact tracing. This information is used for further decision making. iResponse wants
to go one step further with these contact tracing applications. We should start using loT
infrastructures along with Wi-Fi and cellular networks to have an automated decision-
making process rather than human-based biased decision making.

Wi-Fi and cellular networks can give real-time spatial data (latitude, longitude) of
the users’ physical presence. This data has two purposes that will help in evaluating
the effectiveness of the social distancing by the relevant authorities and redesigning the
strategies based on the evaluation. Firstly, the movement of residents from their location can
be tracked. For example, in Figure 9A, a patient is tested positive at a location highlighted
with a red circle. Now, with the help of his Wi-Fi or cellular spatial data or IoT infrastructure,
immediately, his last 15 days movements can be tracked. Figure 9B gives details with zoom.
We can know the places he/she visited and declare them high risked zones, as visualized
in Figure 10.

*
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Figure 9. (A) Places infected residents visited in the last 15 days. (B) Shown, in detail, the places visited by infected persons

with zoom.
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Figure 10. High risk areas where a resident who is infected visited.

Secondly, the proximity of social distancing can also be determined among the resi-
dents through crowdsensing. This component can count the number of Wi-Fi and cellular
users present within a particular diameter. Violation of social distancing rules can be
determined if the number of persons exceeds the permitted threshold in the given area.
The longitude and latitude points are used to mark the locations of the infected person on
the map as depicted in Figure 11. To demonstrate the proof of concept, we visualized a
scenario from the world-famous tourist city Jaipur which has 3000 plus COVID-19 cases.
In Figure 11, areas that have crowds above the social distancing limit within a certain
diameter are highlighted in red dotted circles a bigger circle means more and more people
are present within the pre-specified diameter. After locating the social-distancing violation
hot spots in real-time, authorities can identify the violators automatically, and form new
strategies to implement the social-distancing protocol.

i

Figure 11. City map showing in real-time the hot spots violating social distancing. The bigger the
hot spots, the higher the number of Wi-Fi and cellular users presence.

4.3. Detection and Isolation

The objective of the “Detection and Isolation” component is to detect new infection
cases as early as possible. This is the key to stop further transmission of COVID-19 from an
infected person and it can maximize the chances of early recovery too. This component is
subdivided into four subcomponents that are: Test, Clustering (Risked Population), Trace,
and Isolation. These are discussed in the proceeding subsections.
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4.3.1. Test

To test as many people as we can, a test coupled with social distancing is the optimal
strategy to manage and control COVID-19. The number of positive cases in Germany
was high; however, Germany was doing 500,000 tests every day even in the initial stages
which was very impressive [45]. As a result, they reduced the death rates significantly
from COVID-19. However, testing is heavily dependent on the availability of testing kits
and testing labs. An automated search of testing kit manufacturers who are selling quality
testing kits can be done. The iResponse framework uses technologies to have a holistic
view of all testing related information and resources at one dashboard which plays a critical
role in planning and decision-making as now, all of the information is a click away. This
will help to understand the whole situation and to formulate a more effective future course
of action in a short time.

4.3.2. Clustering (Risked Population)

Particularly in developing economies and underdeveloped economies, mass testing is
an expensive and resource exhausting operation. To deal with this issue, the best strategy is
to identify the most prone population clusters for COVID-19 to limit testing in these highly
prone population clusters. The criteria of selection of highly risked population clusters are
as following;:

e  Residents who come from countries and cities which have a high rate of COVID-19
cases and people who have a recent international travel history.
Residents from the locality where new COVID-19 cases are reported.
Localities where a COVID-19 infected person visited, such as a market, coffee shops, etc.

This component will use data from several diverse data sources to automate the
clustering task. Machine learning-based clustering algorithms will be used to segment
the population into groups that urgently need the tests, and groups that do not need
immediate testing.

4.3.3. Trace

Once a resident is confirmed as infected with COVID-19, authorities must know where
he/she traveled and whom he/she met with in the last two weeks. Wi-Fi and cellular
tracking can be used for this purpose, as explained in Section 4.2.2. It is observed that
infected people try to hide where they went and with whom they met. In this quest,
technology can play a significant role in automating the tracing process. For the above
purpose, we need the travel itinerary, GPS, Wi-Fi, and mobile tracking data which would
certainly hurt the privacy of individuals. However, we need to bring up the mechanism
that ensures privacy remains intact.

4.3.4. Isolate

Isolation is the key to contain infection such as COVID-19. In several places, it is
noted that people do not obey the isolation protocol; in these cases, if they turn COVID-19
positive then that means that they would have transferred the virus to many. For example,
in the Ramganj area in the Indian tourist city Jaipur, a person returned from the Middle
East. As per the government advisory, international travelers must keep themselves in
self-isolation for two weeks but the person ignored the advisory, tested COVID-19 positive,
and transmitted the virus to more than a hundred people as per till date records [112].
Suspected and infected COVID-19 residents must be kept under surveillance, particularly
in societies that are very casual about isolation. Tracking technologies as discussed in
Section 4.2.2 can be used to track the moments and locations of COVID-19 suspected and
infected residents. Isolation can have adverse psychological effects on people suffering
from depression, anxiety, and other mental and physical disorders. A set of activities must
be designed for isolated people to keep themselves busy rather than with self-thoughts.
For example, on-demand multimedia content can be provided.
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4 Km

Subway

Autonomous
Ambulance

QO Objective is to start from hospital to patient home, pick-up the patient then return back to hospital.
Both ambulances started at T = 0 mins

Q Conventional ambulance covered 7.5 km and reached back with patient to hospital at T = 20 mins Autonomous Ambulance

Q Whereas Autonomous ambulance covered 10.5 km and reached back with patient T = 15 mins

4.4. Safe Delivery and Transport

Connected and autonomous vehicles (CAVs) can accelerate, increase and decrease
speeds, put and release brakes, and steer themselves, avoiding any sort of accidents. They
can also share information among themselves [113,114]. The CAV paradigm can play a key
role in breaking the chain of virus transfer. They can assure the safe delivery and transport
of people and goods. For example, when an infected person is transported to medical
facilities, there are high chances that the ambulance drivers, doctors, and nurses who are
present in the ambulance can get infected. Several confirmed reports from around the world
give concrete evidence of the above-discussed challenge. In Armenia, ambulance drivers
and doctors get infected [115], and the same happens in India [116], while transporting
COVID-19 infected patients. The use of CAVs can completely break this chain of infection
transfer due to the following reasons:

e CAVs use Al to plan trips. Authorized persons can command CAVs in the form of
voice as input to pick people who have COVID-19 symptoms or infected by it.

e  CAVscan plan the best possible route, in terms of time, to transport patients to hospital
and quarantine centers.
CAVs are more time and fuel-efficient which will help to save overall operational costs.
CAVs reduce healthcare human resource requirements, which can be diverted to hospitals.
CAVs can communicate and share information with other vehicles. This helps to
enhance their understanding of the driving environment.

e  The eCommerce industry can provide touch-free automated delivery to its customers
with the help of CAVs.

In Figure 12, we demonstrate scenarios where both conventional ambulance and
autonomous ambulance are used. Conventional ambulances selected the shortest path by
distance whereas autonomous ambulance intelligently selected the shortest path in terms of
reducing the time of journey. This was achieved by taking into consideration dynamic traffic
congestion, traffic lights, and road conditions. As depicted in Figure 12, the conventional
ambulance took 20 min, which means that for this entire time, the driver and healthcare
staff present in the vehicle has sufficient proximity to the patient to get infected. However,
the exposure time window is zero when the patient traveled by autonomous ambulance.
This shows by using CAVs, we can tremendously increase operational efficiency as well as
break the chain of infection transfer.
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Conventional
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Figure 12. Infographic to show the benefits of connected autonomous vehicles (CAVs).
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5. Cure Development and Treatment

The development of dedicated drugs and vaccines for COVID-19 is a challenging and
time-consuming task. Besides this, it might be possible that we never have a vaccine [117].
Now, the challenge is how to treat people with this infection. Early detection means
a higher chance for successful treatment. From a technological perspective, there is an
immediate need that research labs, hospitals must be connected and share the information
which will be stored in a common database. Further, machine learning can be used to find
insights from this information to develop case-based treatments and find inferences that
are hard to deduce without connectivity and machine learning. Many theories are erupting
in support of specific drug effectiveness against COVID-19. However, there are no solid
pieces of evidence for any of these claims or even if they exist, they are limited and cannot
be considered generalized pieces of evidence. The “Cure Development and Treatment
(CDT)” module is aimed at developing various cures and treatments for pandemics at
a very fast pace by using a huge knowledge base and making it available to the masses.
These could include mainstream drugs, vaccines, and natural remedies. The CDT module
can help to develop patient-specific treatments and accelerate decision-making related to
the treatments.

5.1. Synchronizing Labs

Lab synchronization plays an important role in finding critical insights at national and
international levels. The initial issue is that research labs do not share critical findings as
they belong to various independent groups or if they do share them, it is generally too late.
However, an online platform must be there which can be activated, particularly during the
times of pandemics where human lives matter more than stakeholders’ profit. Particularly
in developing economies, governments do not act on time in this respect.

5.2. Drugs Discovery

Presently, there is no drug dedicatedly designed to treat COVID-19. However, several
drugs, such as Avigan and Hydroxychloroquine, are already in the market and have shown
effectiveness on small clusters of infected people [118,119]. Higher dosages of vitamin C
can speed-up recovery [120]. On the other hand, plasma therapy is showing promising
results too [121]. Now, several papers highlight the benefits of nano-silver in the initial
stages of this infection [122]. Despite little successes, these drugs and methods are not
considered the universal solutions to the problem. We need to study their side effects, the
population cluster on which they are effective, the possibility of mass production, and their
effectiveness on different strains of COVID-19. We strongly believe that there is a need
for universal databases which contain various information such as patient demographic
details, age, health conditions, drugs, dosage quantities, and outcomes.

5.3. Treatment Prediction

We need an Al-enabled automated system that can formulate and evolve treatment
protocols for patients based on situational awareness and the universal response of pa-
tients to specific treatments. In Section 5.2, we highlighted the need for a comprehensively
synchronized database which stores COVID-19 treatments and response information of
patients within the country and, if possible, globally. The major issue in developing an
Al-based system to predict treatments for the patients is that the governments around
the world are not willing to provide health and treatment-related details of patients [66].
However, an Al-based algorithm does not need any information such as names or bio-
metrics through which patients can be identified, which assures privacy protection. The
various advantages that an Al-based treatment prediction system has over a conventional
treatment protocol design are:
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The knowledge base is wider; as a result, the best treatment can be formulated.
Possibilities of errors and negligence are lessened.

Patient-specific treatment can be formulated in a very short time or just with a click.
Viruses like COVID-19 are very infectious. The treatment time window can be
decreased significantly which can also result in saving lives and operational resources.

6. Resource Planner

Lack of resource planning for COVID-19 has landed several countries in complete
chaos. The COVID-19 pandemic is testing the extremes of healthcare systems of countries
around the world. For example, New York has a severe scarcity of ventilators; major
western countries have very limited stocks of drugs like Hydroxychloroquine, limited
testing kits, and inadequate availability of personal protective equipment (PPE) kits for
healthcare workers. On the other hand, we have countries like Germany, Taiwan, Singapore,
and New Zealand that foresee the need for rigorous prioritization of medical resources; as a
result, they can contain deaths and social chaos in their societies. We need to do purposeful
resource allocations of the above-mentioned resources [123].

The “Resource Planner (RP)” module as depicted in Figure 3 aims to plan the required
resources and provisioning of these resources. The resources include testing and medical
equipment and supplies, quarantine and treatment centers, and human resources. RP
highlights the technological side; today, we have machine-learning algorithms that can
predict the required resources with the utmost certainty. For example, by learning from
COVID-19 growth patterns, these algorithms can predict how many numbers of ventilators
will be needed in the coming days. With the help of data from electronic health records
(HER), these machine-learning algorithms can predict if a particular patient will need
intensive care admission and a ventilator after hospitalization. A researcher from the Uni-
versity of Copenhagen developed an Al-based algorithm that can predict the above stated
by using the computation powers of a supercomputer [124]. Using these sophisticated
algorithms, hospitals can know, in advance, resource requirements. If they do not have
the resource, then they have time to arrange for it, avoiding last minute chaos. RP can
find sellers, perform cost analysis, and select the most suitable product and seller with a
click. As depicted in Figure 3, the most important resources that need to be planned are
the following:

e Medical equipment and supplies: We have witnessed around the world that even
developed countries faced serious shortages and were undersupplied with ventilators,
masks, glasses, and medicines [125]. To obviate this, first, we need to map how the
number of cases will grow, and how many of them need critical medical equipment
like ventilators.

e Hospitals and quarantine centers: Countries where the healthcare system is under-
developed, need to identify make-shift hospitals and quarantine centers to check and
admit infected people.

e  Medical human resource: Availability of doctors, nurses, and other medical support
staff in the right number is very important to manage any sudden rise of infection.
For example, in Italy we witnessed doctors and nurses worked overtime which tested
their physical strength too.

e  Testing labs and testing kits: Testing resources are very important to evaluate the total
situation. It also helps to answer a question like whom to treat. Test data helps to
forecast the growth of infection and the requirement of resources.

7. Data Analytics and Decision Making

The “Data Analytics and Decision Making (DADM)” module aims to provide data
analytics and decision-making services using cutting-edge Al and other scientific methods.
It is the core of the iResponse framework. The various components of this module are
discussed in the proceeding subsections.
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7.1. Deep Learning

Deep learning is a branch of machine learning which is used to acquire AI [126].
A deep learning component is the main pillar of the iResponse framework from which
critical and complex hidden data insights are gathered. It mimics the neural system of
humans. Gartner classified deep learning as one of the top 10 technology trends which
have a significant impact on the strategic planning of most organizations [127]. LeCun,
the director of Al research at Facebook, in his famous Nature review publication on deep
learning [128], stated that deep learning will see many near future successes because of two
important factors: (1) it needs very little engineering by hand and (2) it inherently benefits
from the increases in the amount of available computational resources and data. Healthcare
is one of the major application areas of deep learning (DL) algorithms, due to their ability
for critical learning from complex data patterns [129]. Deep learning architectures and
mathematical formulation of these algorithms are succinctly discussed in [130,131] which
can be referred for further information. Deep learning is already showing a promising sign
in the fight against COVID-19 [132]. Some of the application areas where the power of deep
learning has started to be unleashed are in drug discovery, disease detection through image
segmentation, outbreak prediction, etc. [95,133]. We believe deep learning components can
play an important role in understanding pandemics like COVID-19, which will further
improve our decision-making.

7.2. Transfer Learning

Transfer learning is a branch of machine learning where the intelligence gained by
solving one problem is used for solving a related problem. The transfer learning component
of the iResponse framework can use the insights gained from past infectious diseases to
understand COVID-19 in a more comprehensive manner, which will not be just concen-
trated on correlation but causation. It has great potential to unlock hidden knowledge.
Transfer learning algorithms are now actively used for disease prediction [134], medical
healthcare records [135], mortality prediction [132], and COVID-19 detection in chest X-ray
images [136], etc.

7.3. Data Fusion

Data fusion is a domain where we combine the data sensed from multiple sources
to address a single objective and has a wide range of applications [137]. Data fusion is
now used widely in the healthcare domain [138]. We believe for COVID-19 like pandemics,
data fusion can play an important role. For example, whom to test first is an important
question, particularly concerning under-developed and developing economies. These
countries’ healthcare systems are already overburdened and practically cannot perform
mass testing due to financial reasons and lack of testing kit availability. They need to use
their limited testing resources in an optimized manner to form an efficient detection system.
Therefore, it is necessary first to test highly risked residents. For this scenario, we need an
intelligent algorithm that can fuse data from multiple sources to predict whom to test first.
Data fusion can be used to predict case-based treatment. By the above examples, it is clear
that we need to use data fusion to enhance our decision making to manage and control
COVID-19 like pandemics.

7.4. Big Data Processing

Big data can play a vital role in understanding COVID-19 from completely new
perspectives. It can give us new hidden insights to answer various critical problems. Today,
the major advantage in our fight against COVID-19 is the availability of big data, which
was not the case for SARS in 2003 or the swine flu [139]. Big data processing algorithms
and technologies are crucial parts of the iResponse framework. Big data sources related to
COVID-19 are surveillance cameras, electronic health record databases, IoT, tracking data
from mobiles, social media, testing labs, healthcare devices, and hospitals [140]. Challenges
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that big data bring with it are real-time processing, parallel and distributed processing,
security, etc.

7.5. Data Imputation

The healthcare domain heavily relies on survey and sensor-based hardware to sense
health-related data. Sensors are not reliable, which is a fact [141-144]. One of the outcomes
of this is the missing values produced in healthcare systems-based applications. The
missing values problem arises due to a variety of reasons, such as synchronization problems,
unstable communications, sensor failure, power loss, and weather conditions [145]. Two
approaches used to deal with missing data are (1) deleting the missing observation and (2)
substituting predicted data in place of missing data, which is known as data imputation.
It is the most preferred and widely accepted approach as it helps to improve prediction
accuracy [146]. A lot of attention has been given for the development of data imputation
algorithms in several areas such as natural sciences, census surveys, Wireless Sensor
Networks (WSN), robotics, and scientific applications.

7.6. Anomaly Detection

Anomalies, which are also known as outliers [147], are the data patterns that are differ-
ent from the rest of the data and signify abnormal data behavior [147-149]. The iResponse
framework will have certain data with anomalies where sensors are involved due to: (1)
low-cost sensors which means low quality, (2) weather conditions, (3) electronic inferences,
(4) mechanical error, and (5) data communication errors [141,142,150]. Outliers must be
detected, then deleted or replaced by some predicted values, which is a crucial aspect to
maintaining high data quality from which, ultimately, machine-learning algorithms dig-out
the key insights. Modern-day machine-learning algorithms are not only used for gaining
valuable knowledge but also for improving data quality by detecting data aberrations [151].
Particularly in the healthcare domain, an outlier can result in the wrong decision that can
cost a human life. Further, at some point in time, we will also see IoT playing a vital role in
the healthcare domain at a large scale where data anomalies are a common issue.

7.7. Feature Selection

The process of selecting the subset of the most relevant feature is known as feature
selection. The identification of the most important information, which is potentially over-
powering the amount of medical and healthcare data, has become increasingly significant
from the perspective of managing and controlling COVID-19 like pandemics. High di-
mensional data introduce several problems for machine-learning algorithms: (1) reducing
model accuracy, (2) high computation (3) increasing memory requirements, and (4) in-
creased difficulty of visualization which is necessary for decision making. The iResponse
framework consists of feature selection algorithms based on machine-learning which can
be applied to enhance drug discovery [152], the efficiency of treatments, etc.

7.8. Data Visualization

For decision-making, infographics, charts, plots, graphs, and maps play an impor-
tant role as they summarize and visualize the findings. The iResponse framework uses
dashboards, which can display multiple visualized results in a single system. This gives
an ultimate view of the situation for enhanced decision-making. We depict a scenario in
Figure 13 with information gathered from the iResponse framework on a dashboard which
gives a holistic view of the current situation, and thus, enhances decision making, and
helps us to make more informed decisions.
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Figure 13. Data visualization on the dashboard.

8. Data Centers

The aim of the “Data Storage and Management (DSM)” module is to manage big
data and its storage, preparation, and provisioning. It can be located remotely (cloud),
locally (edge), or somewhere in the middle (fog). The DSM module will power the DADM
module’s algorithms with data. Traditionally, the healthcare system has limited IT in-
frastructure and computing resources. Therefore, scalability is always an issue and a
time-consuming task. The DSM module is also a platform for researchers, doctors, and
policymakers where data and resources can be shared. It allows healthcare workers to enter
data with a click from anywhere at anytime. For example, a healthcare worker records
onsite test data of a resident. These data centers are highly fault-tolerant systems. They
are distributive and support parallel computing. The cloud computing data center plays
a vital role today in our fight against COVID-19. For example, IBM introduced a drug
treatments cloud application based on Al for researchers [153], AWS facilitating diagnostic
tools [154], and recently Oracle introduced a cloud-based clinical trial system for rapid
vaccine development [155]. In the iResponse framework, a variety of data will be sensed
and recorded from diverse sources. For example, for sentiment analysis, unstructured data
storage is required, whereas for travel itinerary and EHRs, structured and semi-structured
data storage are required. The round the clock availability is important to keep updated of
the ever-changing situation which is the target of the iResponse framework through cloud
data centers.

9. Integration Benefits

Today we have technologies; however, they all lack integration that is visible in
COVID-19 exponential growth. Without integration, coordinating different activities at a
huge level is a difficult task. Poor coordination results in poor outcome [156]. The core
idea behind the iResponse framework is to have integration among various systems for
pandemic management and controlling. For example, Figure 14, which is self-explanatory,
highlights why integration is important. The need is to have a holistic view of all sub-
systems as one system to manage and control any future outbreaks of highly infectious
diseases. We cannot achieve this until information sharing is made mandatory during these
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Social Distancing In predicting of new infection rate, social distancing is an critical factor.

Information sharing among components within the module

critical times so when the world faces a post-COVID-19 pandemic, it is ready to exploit
sophisticated technologies to their limits [66].

To neglect it, will not give accurate prediction Predict New

Infections

Also, factors like rate of testing, tracing, effectiveness of isolation plays important role in
predicting confirmed cases

Detection and Isolation

Medical human resource requirements
and testing resources

Medical resource prediction can not be accurate without taking into
consideration, how many are tested, how many will be traced, and how many
will be isolated

Social media analysis can be recourse for medical human resources

Drug Drug
" Social media analysis can help greatly in acquiring information about various Discovery Risks
new drugs' usage, effectiveness, and risks in the masses

Figure 14. Importance of the integration of various sub-systems.

10. iResponse: Devising Optimal Strategies for Triple Bottom Line (TBL) and Other
Strategic Goals

We mentioned earlier that iResponse is a framework for autonomous pandemic
management, allowing pandemic-related monitoring and policy enforcement, resource
planning and provisioning, data-driven planning and decision-making, and coordination
across these areas. The framework comprises five modules: MBC, CDT, RP, DADM, and
DSM (see Section 3). The DADM (Data Analytics and Decision Making) is a key module in
the framework because it is the brain of the framework and provides data analytics and
decision-making services using cutting-edge Al and other scientific methods. We provided
two case studies in Section 4 to elaborate on the different functionalities of the iResponse
framework and how the framework can be implemented. In Section 4.1, we presented a
sentiment analysis case study that could be used by the authorities to understand how seri-
ously the public has perceived the COVID-19 situation and accordingly form appropriate
pandemic management policies and strategies. In Section 4.2, we presented a case study
on the recognition of human activities such as walking, playing, etc., which could be used
by the authorities to monitor people’s whereabouts and activities to know, for example,
how seriously people are following the pandemic measures. These two case studies were
part of the Monitoring and Break-the-Chain (MBC) module.

This section provides four case studies to further elaborate the functioning of the
iResponse framework and how it can be used for pandemic management. The first and
the last case studies are related to health and social sustainability (Sections 10.1 and 10.4).
The second and third case studies are related to economic sustainability (Section 10.2) and
environmental sustainability (Section 10.3), respectively. We use deep learning and other
methods to show how to develop optimal strategies for pandemic management using
various data. Table 2 lists the various features that we have used in the four case studies.
These features and the datasets for these features will be explained later in the relevant
sections. Figure 15 gives a pictorial account of a broad methodology for developing optimal
strategies for sustainable pandemic management. The left of the figure shows various
features that can be extracted from different datasets (there can be many other features
and datasets) and ingested by various deep learning models to predict strategic goals for a
given set of pandemic measures and other contextual factors. An example of these strategic
goals includes a pragmatic maximum number of COVID-19 cases that the authorities wish
to obtain by a given time in the future. These goals can be used to devise optimal strategies
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(the use of a specific set of pandemic measures and financial incentives for people and
industry, etc.) for pandemic control. These optimal strategies can be evaluated for their
Triple Bottom Line (TBL) impact. The improvement loop could be implemented until
optimal strategies are found and could continue dynamically and perpetually. The devised

strategies can be implemented through external systems and organizations.

Table 2. The features used in the four case studies.

Card Spending (Transactions) Codes | Pandemic Measures Codes | Mobility Features Codes
Furniture and Home Furnishings Stores CS01 Cancel Public Events PMO01 Grocery and Pharmacy MFO01

Electronics and Appliance Stores CS02 Close Public Transport PMO02 Parks MF02
Building Material and Garden Equip and Supplies Dirs CS03 International Travel Restrictions PMO03 | Residential MEF03
Food and Beverage Stores CS04 Public Information Campaigns PMO04 Retail and Recreation MF04
Health and Personal Care Stores CS05 Restrictions on Gatherings PMO05 | Transit Stations MEF05
Gasoline Stations CS06 Restrictions on Internal Movement PMO06 Workplaces MF06
Clothing and Accessories Stores CS07 School Closures PMO07

Sporting Goods, Hobby, Musical Instr and Book Stores CS08 Stay at Home PMO08 Happiness Features

General Merchandise Stores CS09 Stringency Index PM09 | GDP Per Capita HF01

Miscellaneous Store Retailers CS10 Testing Policy PM10 | Social Support HF02

Nonstore Retailers Csi11 Workplace Closures PM11 Healthy Life Expectancy at Birth HF03

Ambulatory Health Care Services Cs12 Contact Tracing PM12 Freedom to Make Life Choices HF04

Amusement, Gambling, and Recreation Industries CSs13 Generosity HF05

Accommodation CS14 Perception of Corruption HF06

Food Services and Drinking Places CS15 Subjective Well-Being inequality HEF07

Repair and Maintenance CS16

Automotive Parts, Accessories, and Tire Stores CS17

for Pandemic

iResponse in Perpetual Action: Devise Optimal

. Lockdown Plans, Cure D

, etc. with Social, Environmental, and Economic Sustainability

—_

PMO01, PM02, PMO3,
... PM12, . PMp

Perpetual Improvement Loop

MFO01, MF02, MFO3,
MFy,

— —_— —_—
Algorithms
(Deep Learning, etc.)

.

other design parameters Perpetual Improvement Loop

»

CS01, CS02, CS03,
... CS15,.,C8,

Highlights

O Using iResponse, a sustainable lockdown plan can be designed that can be evaluated periodically or in real-time, as possible.
U Lockdown strategies can be configured using insights gained from various data analytics and other modules of the iResponse System.
QO Sustainable decision making can be achieved by swift and highly automated processes.

Figure 15. iResponse: devising optimal strategies for sustainable pandemic management.

Note that these case studies are not supposed to be implemented as part of the Data
Analytics and Decision Making module alone. All of the five modules of the framework
are expected to work together to provide effective solutions for social, environmental,
and economic sustainability. Our aim of developing the iResponse system is to provide
solutions that meet the TBL and requirements. We hope our proposed approach will
motivate the design and adoption of holistic pandemic management systems that will be
an integral part of other national operational systems, which in turn will be connected
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globally. Such an approach will allow us to better prepare for future pandemics with
predicted warnings, allowing improved resilience for social, economic, and environmental
sustainability.

Note also that the topics covered in this section—TBL, mobility, pandemic measures,
economic activities, public happiness levels, air quality levels, and more—are complex
topics. A detailed understanding of the topics and their modelling is outside the scope
of this work. Our intention in this paper is to give some ideas or proof of concepts for
modelling sustainability and other goals and for devising optimal strategies to manage a
pandemic. Each of these topics requires many research efforts per se and we plan to extend
some of the directions and also open this to the community for further investigations.

10.1. Case Study I (Health and Well-Being: Controlling COVID-19 Cases)

We mentioned in Section 1 the good practices used by various countries to contain
COVID-19 cases. These include physical distancing, quarantines, lockdowns, curfews,
providing sanitizers, and contact tracing. The importance of using appropriate pandemic
measures could be seen in the extreme variations in the number of cases and deaths across
countries around the world (compare New Zealand with the U.S,, for instance). This section
presents a deep learning-based case study on computing the relative impact of different
pandemic measures on the number of COVID-19 cases. This allows predicting the number
of COVID-19 cases for a given set of pandemic measures and devising optimal strategies
for health and well-being (see Figure 15). We have used real data for twenty countries
around the world for the case study.

10.1.1. Methods to Model and Manage Epidemics

We use here the World Bank COVID-19 dataset [75]. It consists of over fifty variables.
These variables could be used for COVID-19 related studies. From these variables, we
used 12 variables that are related to pandemic measures. We call them pandemic mea-
sures henceforth. The dataset contains the daily pandemic measures and the number of
COVID-19 cases (the 13th variable) for almost all the countries in the world. The period
of the dataset is 15 January to 18 July 2020. The titles of these pandemic measures are
listed in Figure 16 along with the various options that were defined for these pandemic
measures. For example, the first pandemic measure listed on the top left of the figure is
“School Closures”. The various options for this pandemic measure are to take no measures,
recommend closing the closing the school (but do not enforce), enforce closing the schools
but for some levels, and enforce closing schools for all levels.

We selected twenty countries from around the world from various continents and
modelled the impact of the 12 pandemic measures on the number of COVID-19 cases in
each country. We modelled this problem as a multiple regression problem such that we
can understand the relationship between the 12 pandemic measures and the number of
COVID-19 cases and predict the number of cases. We used a deep feedforward neural
network with 100 epochs and two hidden layers with 64 neurons in each. This deep neural
network enables us to predict the number of cases and the relative impact of the features
(in this case, the pandemic measures are the features). The relative impact, in this case,
signifies to what extent a pandemic measure is impacting the number of daily cases. From
the iResponse perspective, it answers some of the very critical questions needed to develop
a sustainable and dynamic pandemic solution such as the following. What options (see
Figure 16) for pandemic measures could increase the daily number of new COVID-19 cases?
What pandemic measures are likely to reduce new infections? What pandemic measures
and options are suitable for a particular country, city, region, or neighborhood?
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School Closures

0 - No measures

1 - Recommend closing

2 - Require closing (only some levels)
3 - Require closing (all levels)

Restrictions on Internal Movement
0 - No measures

1 - Recommend movement restriction
2 - Restrict movement

Close Public Transport

0 - No measures

1 - Recommend closing (reduce volume)
2 - Require closing

Public Information Campaigns
0 - No COVID-19 public information campaign

Pandemic Measures with Marking Scales

Cancel Public Events

0 - No measures

1 - Recommend cancelling
2 - Require cancelling

Stay at Home

0 - No measures

1 - Recommend not leaving house

2 - Require not leaving house (with exceptions)
3 - Require not leaving house (no exceptions)

Workplace Closures

0 - No measures

1 - Recommend closing

2 - Require closing (only some levels)
3 - Require closing (all levels)

International Travel Restrictions

0 - No measures

1 - Screening

2 - Quarantine (arrivals from high-risk regions)
3 - Ban on high-risk regions

4 - Total border closure

Restrictions on Gatherings

0 - No restrictions

1 - Restrictions (up to 1000 people)
2 - Restrictions (100 —1000 people)
3 - Restrictions (10 —100 people)

4 - Restrictions (up to 10 people)

Stringency Index
This is a composite measure based on nine

response indicators including School Closures,
Workplace  Closures, Stay at Home,
Restrictions on Internal Movement, Cancel
Public Events, Close Public Transport, Public
Information Campaigns, International Travel
Restrictions, and Restrictions on Gatherings.
They are rescaled to a value from 0 to 100 (100
= strictest).

1 - Public officials urging caution about COVID-19
2 - Coordinated public information campaign

Testing Policy

0 - No testing policy

1 - Testing (with symptoms & meeting specific criteria)
2 - Testing (anyone showing COVID-19 symptoms)

3 - Open public testing

Contact Tracing

0 - No contact tracing

1 - Limited contact tracing (not all cases)

2 - Comprehensive contact tracing (all cases)

Figure 16. Pandemic measures for COVID-19 control.

The relative impact is calculated as the feature importance that signifies the features
that are relevant and to what extent. To elaborate considering the case study under
discussion, we calculate to what extent (i.e., relative to features) a pandemic measure (a
feature in this case) is impacting the number of daily cases, i.e., how significant is this
variable (or feature or pandemic measure) in predicting the response variable (the number
of cases). The variable importance is relative to the other variables in the model and
hence relative. We predict here the number of cases using deep neural networks and then
calculate the feature importance; therefore we call it the relative impact of the pandemic
measures.

We have used the h20 [157] package in R that implements deep learning and uses the
Gedeon method [158]. The Gedeon method is a widely used method for the computation of
feature importance that we use here to calculate the relative impact of pandemic measures
and other features [159]. The Gedeon method [158] is an extension of the work by Wong
et al. [160] and has been widely used in the literature for the purpose in various application
domains [159]. We briefly explain it below.

To calculate the relative impact of a pandemic measure or other features, the total
contribution of the ith input is calculated by Equation (1) as follows.
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In Equation (1), Qijs the contribution of the ith input (a pandemic measure) to the jth
output (the number of cases) is calculated by Equation (2) as follows.
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where K is the number of hidden layer neurons, Py is the contribution of the ith input
to the kth neuron of the hidden layer, and Fj; is the contribution of the kth neuron of the
hidden layer to the jth output; these two contributions are calculated using Equations (3)
and (4) as follows.
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In Equations (3) and (4), G is the total number of inputs, and W are the weights that

link the neuron couples corresponding couples of neurons (same applies to W, and other
weights).

)

10.1.2. Results and Analysis (Health and Well-Being)

Figure 17 shows the relative impact of the 12 pandemic measures on the daily number
of COVID-19 cases for twenty countries around the world. The pandemic measures are
country specific. We note in the figure that the various pandemic measures have different
levels of impact on the number of cases. For example, Canada, Germany, Taiwan, and
South Korea did not close transportation during the lockdowns. However, the closure
of schools, workplaces, and gathering restrictions had a larger impact on the increase or
decrease in new daily COVID-19 cases. In India, which is a highly populated country,
the pandemic measures, Close Public Transport and Restrictions on Gathering, had the
highest impact on the number of cases (we do not consider the Stringency Index in this
discussion because as mentioned earlier, the Stringency Index is computed using ten
pandemic measures; see Figure 16). This makes sense because of India’s large and high-
density population. In Sri Lanka, which is a relatively small country but with a similar
population density as India, School Closures (same as India) and Restrictions on Gatherings
had the highest impacts. In Taiwan, International Travel Restriction and Contact Tracing
had the highest impact on controlling the number of new COVID-19 cases. Note that
the level of impact of these two pandemic measures is higher than the other countries,
which may be related to the fact that Taiwan was ranked the top country in managing the
COVID-19 pandemic [32]. The variations in the impacts of the various pandemic measures
show that a single lockdown approach for all the countries will not work and it has to
be specific to the local environment and other factors. Indeed, the lockdown approach
would be specific to cities and neighborhoods. The pandemic has also shown that a flawed
pandemic measure strategy could create chaos in a country, socially and economically, such
as India’s biggest migration crisis in recent history [161-163].

Some countries
did not practice
some pandemic
measures during
the time period of
the data. These
are represented
by NP (Not
Practiced).

Relative Impact of Pandemic Measures (%)
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Zea\a'\c K '\gdom
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u Close Public Transport 889 27 7.6 NP aos vaea 10.1 9.03 54: NP 7 9.04 7.2 e.ls 7.58 m 1 r~a m:
Contact Tracing NP
International Travel Restrictions 855

=Public Information Campaigns 765
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8.15 10.09 8.37 10.04 8.85 8.1 1162 NP
8.13 92 84 76 66 8.99 6.35 NP
5 77 86

8 8.18 854 791 8.46 6.47 8
7.79 751 59 661 68 994 10.75
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9.87 8.66 841 NP 6.73 726 7.51 10.26 946 9.49

87 116 7.96 10.38 7.91 5.96 9.16 7.95
777 7 7.33 1434 7.01 854 1053 7.45 1028 8.17 7.77
8 NP 9.35 8.49 868 10.48 1163 913 9.21 1036 8.13

uSchool Closures 8.19
= Stay at Home 929
Stringency Index 9.16
Testing Policy 1148
= Workplace Closures 11.25

865 9.55
15.29 963
8561 81
9.25 8567

Figure 17. The relative impact of 12 pandemic measures on the daily number of COVID-19 cases by country.
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10.2. Case Study II (Economic Sustainability)

The COVID-19 pandemic has gravely affected the financial situation of individuals
and countries around the world. The World Bank has reported a forecast that COVID-
19 will cause the global economy to plummet into the worst recession since World War
II [164]. Countries around the world have used different measures to address the affected
citizens and the weakening economy. These measures include providing stimulus packages
to citizens, SMEs, and other businesses; support policies for mortgage holders to avoid
losing their homes; easing monetary policies; wage subsidies and other support plans
for controlling unemployment; free childcare for all; and overcoming racial, poverty-
related, and other inequalities (see Section 1). The importance of selecting appropriate
economy-related measures is evident from the vast variation in economic policies of
different countries and the impact of these policies on citizens, their satisfaction, and on
national economies. This section presents a case study on methods to manage economic
sustainability. Specifically, we compute, using deep learning, the relative impact of different
mobility features and pandemic measures on economic activity in 17 different economic
domains in the U.S. This allows for the prediction of the economic activity for a given set
of pandemic measures and mobility features, and the devising of optimal strategies to
improve economic activity (see Figure 15). We used three real datasets for this case study.

10.2.1. Methods to Model and Manage Economic Activity and Sustainability

We aim, here, to understand economic activity in relation to other environmental
parameters such that it could enable devising optimal strategies for economic sustainability.
To demonstrate this, we select three real-life datasets and model their relationship using
deep learning. The first dataset is the Google COVID-19 mobility report dataset [76]. This
dataset consists of six mobility features recorded during COVID-19, such as retail and
recreation, grocery and pharmacy, parks, transit stations, workplaces, and residential areas.
These features are listed in Table 2. For further details of the dataset, see [76]. The second
dataset is the card transactional data recorded between the period of 15 February to 31
May 2020 by the U.S. Bureau of Economic Analysis (BEA) (see [77], for details). The BAE
dataset contains 17 different types of card transactions, each of these represents a specific
type of economic activity. We refer to them as Card Spending (to emphasize the economic
activity aspects of this data) and have listed them in Table 2. The third dataset is the World
Bank COVID-19 dataset [75] that we have already used in the case study in Section 10.1.
We have used these three datasets to study three different aspects of economic activity.

Firstly, we modelled the problem described in the previous paragraph as a multiple
regression problem such that we can understand the relationship between the six mobility
features and economic activity using card spending in 17 different domains and predict
economic activity in terms of the card spending in the 17 areas. We used a deep feedforward
neural network with 200 epochs and two hidden layers with 128 neurons in each. This
deep neural network enables us to predict economic activity and the relative impact of the
six mobility features. The relative impact, in this case, signifies to what extent a mobility
feature is impacting the economic activity in the 17 domains.

Secondly, we model the pandemic measures data from the World Bank COVID-19
dataset [75] and the BEA dataset [77] as another multiple regression problem to understand
the relationship between the 12 pandemic measures and the economic activity in 17 different
domains. This model enables us to predict economic activity in terms of card spending
in the 17 areas in relation to the 12 pandemic measures and the relative impact of these
pandemic measures. The relative impact, in this case, signifies to what extent each of the
12 pandemic measures is impacting the economic activity in the 17 economic domains. The
deep neural network is the same as in the first model specified in the previous paragraph.

Thirdly, we compute the correlation matrices of the six mobility features and
12 pandemic measures with the 17 card spending domains using the cor() function of
the stats package [165] in R.
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10.2.2. Results and Analysis (Economic Activity and Sustainability)

Figure 18 shows the relative impact in percentage of the six mobility features on the
economic activity in the 17 card spending domains. The mobility data gives us information
about the mobility of people in six different areas while the card spending data provides
us with information about the economic activity in the 17 domains (see Table 2 for the
names of these parameters). Note in the figure that the various mobility features have
different levels of impacts on the card spending in each of the 17 domains. For example,
the Retail and Recreation (MF04) mobility feature has a maximum relative impact on card
transactions (spending) in almost all card spending domains (represented by the yellow
bar in the figure).

= MF06 mMF05 » MFO4 = MFO3 = MF02 = MFO1

Card Spending in 17 Economic Domains
0
13
3

Relative Impact of Mobility Features (%)

Figure 18. The relative impact of the mobility features on card transactions (card spending).

In other words, the mobility in the Retail and Recreation had the highest impact on
the economic activities in almost all of the 17 economic activity domains. This could imply
that a lower activity or mobility in Retail and Recreation could be among the strong causes
of the decline in the U.S. economy (the USA economy declined by 9.5% in the April-June
quarter [166]). This information could be used to develop optimal strategies for economic
sustainability (see Figure 15).

Figure 19 shows the relative impact in the percentage of the 12 pandemic measures
on the economic activity in the 17 card spending domains. The pandemic measures data
has already been explained in the previous section. Note in the figure that the various
pandemic measures have different levels of impacts on the card spending in each of the
17 domains. Overall, Gathering Restrictions (PMO05) has the highest relative impact on
card-based financial transactions in the USA. This could imply that Gathering Restrictions
is among the strongest causes of the decline in the U.S. economy. This information could
be used to develop optimal strategies for economic sustainability.
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PM11 mPM10 » PM0O9 = PMO8 m PMO7 » PM06 = PMOS5 » PM04 » PMO3 » PM02 = PMO1

Card Spending in 17 Economic Domains

Relative Impact of Pandemic Measures (%)

Figure 19. The relative impact of the pandemic measures on card transactions.

Figure 20 plots the correlation matrices of pandemic measures (left) and mobility
features with card spending domains. Note that some features and card spending domains
show a very high positive (blue) and negative (red) correlation with each other. Comparing
Figures 19 and 20, note that PM05, mostly, has a high positive correlation with other
pandemic measures but has a high negative correlation with most of the card-based
financial transactions. It implies that PMO05 (Gathering Restrictions) weakens the economic
activity in the given domains. Note also in Figure 20 that MF03 (Residential) has a negative
correlation with other mobility features (MF01, MF02, MF04-MF06) indicating that high
mobility in residential areas has a negative correlation with mobility in the other areas.
Moreover, MF03 also has a negative (mild to strong) correlation with most of the card
spending domains, revealing that high mobility in residential areas weakens the economic
activity. These mobility features and pandemic measures can be used to predict card-based
financial transaction patterns. This can help the governments to form policies, which
are socially and economically sustainable during COVID-19 and other pandemics; see
Figure 15.
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Figure 20. Correlation matrices between card spending and pandemic measures (left) and mobility features (right).
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10.3. Case Study III (Environmental Sustainability)

Environmental sustainability is of paramount importance as it relates to our survival.
It has recently been high on the global agenda. The ecological conditions of the planet
have direct and indirect effects on people’s health and well-being, and these have been
linked with the growing number and severity of various pandemics around the world.
Moreover, the COVID-19 pandemic has created both positive and negative effects on the
planet. This section presents a case study on methods to model and manage environmental
sustainability. Specifically, using three real datasets, we use deep learning to compute the
relative impact of different mobility features and pandemic measures on air quality levels
in three of the most polluted cities in the world. This allows broadly predicting the air
quality for a given set of pandemic measures and mobility features and devising optimal
strategies to improve ecological conditions (see Figure 15).

10.3.1. Methods to Model and Manage Environmental Sustainability

We aim, here, to understand our earth environment in relation to other parameters (e.g.,
pandemic measures) such that it could enable devising optimal strategies for environmental
sustainability. We used three datasets for this purpose. Two of the three datasets are the
World Bank COVID-19 dataset [75] and the Google COVID-19 mobility report dataset [76].
These datasets were used in the economic sustainability case study in the previous section
(Section 10.2.1). For the third dataset, we used the ropenaq package in R and the OpenAQ
API [78] to access the air quality data. This dataset contains all major air quality measures
used in the Air Quality Index (AQI) including PM2.5, PM10, SO, NO,, O3, CO, and BC [78].
Our focus here is to show an example proof of concept on how iResponse can be used to
develop strategies to manage or consider environmental pollution while optimizing other
objectives. Moreover, this paper needs to be kept within a certain page limit. We, therefore,
consider modelling one air quality measure, the Particulate Matter 2.5 (PM2.5), which refers
to atmospheric PM with diameter less than 2.5 micrometers and are considered important
pollution indicators. It is one of the most lethal pollutants in the air as proved by several
studies and it is believed to potentially increase the COVID-19 infection rate [167,168]. We
used day-wise PM2.5 data for the years 2019 and 2020 to compare pre-COVID-19 (2019)
and COVID-19 times (2020) air quality levels. The specific time periods for 2019 and 2020
are between 15 February and 31 August. These time periods are based on the availability of
the data for the three cities that we have considered in this case study. The cities are Karachi,
Delhi, and Dhaka. We selected these cities because they are among the top polluted cities in
the world [169]. We used the three datasets to study four different aspects of environmental
sustainability.

Firstly, we compared the PM2.5 levels of the three selected cities for 2019 and 2020
to highlight the differences between the pre-pandemic and pandemic times. Secondly,
we developed a multiple regression model to understand the relationship between the
six mobility features and the environmental condition using the 2020 PM2.5 data and
predict environmental conditions in terms of the PM2.5 levels in the three cities. As in the
economic activity case study, we used a deep feedforward neural network with 200 epochs
and two hidden layers with 128 neurons in each. This neural network enables us to
predict environmental conditions and the relative impact of the six mobility features. The
relative impact, in this case, signifies to what extent a mobility feature is impacting the
environmental conditions.

Thirdly, we model the pandemic measures data and the PM2.5 data as another multi-
ple regression problem to understand the relationship between the 12 pandemic measures
and the environmental conditions. This model enables us to predict the environmental con-
ditions in relation to the 12 pandemic measures and the relative impact of these pandemic
measures on the environmental conditions. The relative impact, in this case, signifies to
what extent each of the 12 pandemic measures is impacting the environmental conditions
in the three selected cities. The deep neural network is the same as in the first model
specified in the previous paragraph. Fourthly, we compute the correlation matrices of the
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six mobility features and 12 pandemic measures with the environmental conditions using
the equations given in Section 10.2.1 on economic activity.

10.3.2. Results and Analysis (Environmental Sustainability)

Figure 21 plots the concentration of PM2.5 during the same time periods of 2019
and 2020. As mentioned earlier, the time periods are different for each city due to the
availability of the data. The 2020 data are plotted using blue bars while the 2019 data are
plotted using the orange line plot to avoid overlapping of bars and have clarity. The plots
show that the PM2.5 air quality levels are better in 2020 compared to 2019 (also see the
mean values given in the figure). The better air quality in 2020 is likely due to the lower
levels of activities in industry, transportation, etc. The drop in the PM2.5 levels during the
summer periods could be, among other reasons, due to the Monsoon season in Delhi, as
highlighted in [170-172].

Year 2020 Year 2019
500
Karachi (23/5 — 31/8) Delhi (8/3 — 31/8) Dhaka (15/2 - 31/8)
2020 Mean = 22.84 2020 Mean = 46.13 2020 Mean = 58.42
2019 Mean = 28.81 2019 Mean = 71.44 2019 Mean = 66.39

450

400

300

PM2.5 (ug/m?)

250
200
150
100

50

Figure 21. PM2.5 during 2019 and 2020 for Karachi (Pakistan), Delhi (India), and Dhaka (Bangladesh).

Figure 22 shows the relative impact in the percentage of the six mobility features on
the environmental conditions (PM2.5 here) for the three cities. The mobility data gives
us information about the mobility of people in six different areas (see Table 2) while the
air quality data provides us with information about the environmental conditions. Note
in the figure that the various mobility features have different levels of impacts on the
environmental conditions in the three cities. The mobility features MF04, MF02, and MF05
have the highest impact on air quality in Karachi, Delhi, and Dhaka, respectively.

Figure 23 shows the relative percent of impact of the 12 pandemic measures on
the ecological conditions in the three selected cities. The pandemic measures data have
already been explained in the earlier sections. Note in the figure that the various pandemic
measures have different levels of impacts on the ecological conditions in the three cities,
Delhi showing, among the three, the highest differentials across the pandemic measures.
Looking closely at Delhi, PM02 (Close Public Transport) has the highest relative impact
on PM2.5. The other pandemic measures have a more or less similar impact on PM2.5 in
Delhi, though PM09 is slightly higher than the other pandemic measures.
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Figure 22. Relative impact of mobility features on environment (air quality) for Karachi, Delhi, and Dhaka.
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Figure 23. Relative impact of pandemic measures on environment (air quality) for Karachi, Delhi, and Dhaka.

Looking closely at Karachi where MF04 had the highest impact on PM2.5 levels, a
conforming behavior can be found in Figure 24, where MF04 and PM2.5 have a correlation
coefficient of 0.15, implying that an increase in Retail and Recreation causes an increase in
PM2.5 levels in Karachi. However, note that in Karachi, the differences in the impacts of
the mobility features are small, and the same is visible in Figure 24 where the correlations
between the six mobility features and the PM2.5 levels have small differences. MF03
(Residential) has a negative correlation with PM2.5 but a low correlation value, and it is in
agreement with Figure 22 because it only tells us about the relative impact and not whether
it is directly or indirectly proportional. Note that a higher residential activity can be seen
as less mobility and other activities, and hence results in lower levels of PM2.5.



Sustainability 2021, 13, 3797

35 of 52

Karachi Karachi Correlation Coefficient [
Py 019
047 005 1 05 - |
. 0.16
o
0.12 0.77 -021
0.38 0.18 l4).2‘lv
0.75 -0.12 0.67 .
052 0.17 o.U 031 048 064 079 -0.05
03 057 042 046 0.75 .
0.82 0.92 0.46 0.15 22
1 03 057 042 046 075 -0.19
D=2 Cos e 039 Ukl 1 1 03 057 042 046 075 -0.19
Delhi Delhi
0.19 0.04
-0.07 0.09
-0.14
. o4 .
085 018 047 021 032 -049
0.54 0.29 01 o 029 043 -004 095 003
047 035 042 048 0.39
0.39 0.95 0.76 -0.19
089 042 033 037 046 035
i o oce e/ el w025 027 066 019 043 . 077 -0.01
& & & &
Dhaka Dhaka
. o 0.73
0.33 ] 0.74 0.89
0.7 0.58 087
K .41
022 2 0.88 0.85 0.66 0.89
064 0.7 064 057 088
L 0.9 0.66 0.34
078 092 088 091 074 097
0.9 0.96 0.85 0.25 o1 096 073 085 075 095 0.78 0.94
07 078 075 0.7 0.78 063 0.55 0.83
0.97 09 0.99 0.88 0.38

=7 069 098 093 072 083 073 093 08 092

Figure 24. Correlation between mobility features (left column), pandemic measures (right column),
and air quality for Karachi (top row), Delhi (middle row), and Dhaka (bottom row).

Looking closely at Delhi, the mobility in Parks (MF02) and Retail and Recreation
(MF04) witnessed the most changes from the baseline during the specified period. Relating
the MF02 impact on PM2.5 levels in Figure 22 with the correlation matrix in Figure 24,
we note that MF02 has a 0.1 correlation with PM2.5. This shows that higher mobility in
parks (more people visiting parks) is directly proportional to the PM2.5 levels in Delhi,
though the low correlation value indicates low proportionality. On the other hand, the
correlation between MF04 and PM2.5 is —0.21 which indicates inverse proportionality,
though to a smaller extent (compared to the highest —1.0). This could be due to MF04
causing a reduction in other mobility activities which cause higher PM2.5 levels.
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For Dhaka, MFO05 (transit stations) show the highest impact on PM2.5. Investigating
this with correlation data in Figure 24, MF05 and PM2.5 have a correlation coefficient of
0.41 and shows a similar behavior in that an increase in transit station mobility increases
the PM2.5 levels in Dhaka.

Comparing Figure 23 with Figure 24, we note that all of the pandemic measures have
a mild positive or negative impact on the PM2.5 levels in Delhi and Karachi (with some
differences). However, the situation in Dhaka is very different with very strong positive
correlations between different pandemic measures (see blue color all around the figure
except the last column) and a fairly strong negative impact of all pandemic measures on
the PM2.5 levels (see orange and red colors in the last column). The dynamics of these
variations of course are very complex. Various cities around the world, including the three
selected cities here, have implemented different sets of pandemic measures with different
combinations over time. For example, Delhi had many variations over time in implement-
ing various pandemic measures, the situation of pandemic measures implementation in
Karachi was very erratic, while Dhaka seemed to have a very consistent and coordinated
approach toward implementing pandemic measures. The PM2.5 levels, even in normal
times, have a very complex behavior including a drop in PM2.5 levels during the Monsoon
season in Delhi [170-172]. To elaborate and conclude, removing restrictions on public trans-
portation measures may not increase PM2.5 levels if the restrictions on public gatherings
and movements are still in place due to a lower public interest in travelling. Moreover, the
correlation values change with the time based on the combinations of pandemic measures
and other factors (we have noted correlations between MP2.5 and PM09 changing from
negative to positive over time).

Moreover, we tested the significance of the correlation coefficients using p-values,
using the t distributions with n — 2 degrees of freedom for the significance level, « = 0.05).
The test statistic is calculated by Equation (5) as follows:

t= —— ©)

where the correlation coefficient is denoted by r, and  is the total number of the data items.
In Figure 25, statistically significant values of the correlation coefficient between a pair of
features are shown in green, and statistically non-significant values of the correlation coeffi-
cients are shown in orange. For computing the above, we used the Hmisc package [173] in
R. Note in the figure that most of the values are in green, indicating that most of the values
are statistically significant. We have indicated the values in the figure with three decimal
places due to the space constraints in the matrix cells. Many of the values are smaller than
0.0001 and are written as 0.000.

Note that the purpose of the case studies in this section (Section 10) is to demonstrate
how the iResponse Framework can be used for pandemic management, particularly ad-
dressing social, economic and environmental sustainability. We used deep learning and
other methods to show how to develop optimal strategies for pandemic management using
various real-life data. We did not intend to introduce new deep learning or statistical meth-
ods, but rather to show that existing and well-known methods can be used for the purpose
such as the use of deep learning to compute the relative impact of different pandemic
measures on the number of COVID-19 cases that could allow predicting the number of
COVID-19 cases for a given set of pandemic measures and devising optimal strategies for
health and well-being. Similarly, the use of the correlation matrix was to show the use of
basic statistical methods to validate that various pandemic measures and other features
were correlated and were in agreement with the deep learning results.

The correlations given in this section are for the whole time period, so these changes are
not visible. Giving time-based correlations of features and outputs will require substantial
space and is not the focus here. These dynamics between the various pandemic measures
and ecological conditions need to be investigated by the experts in the related fields and
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could be incorporated into automated pandemic management tools. Our future work will
investigate it.
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Figure 25. The p-values of the correlation between mobility features (left column), pandemic
measures (right column), and air quality for Karachi (top row), Delhi (middle row), and Dhaka
(bottom row).

10.4. Case Study IV (Social Sustainability)

The COVID-19 pandemic and the resulting government measures across the world
have severely affected us in many ways. While many people are able to spend quality time
with their family members during lockdowns, many in the working classes have lost their
jobs or suffered salary cuts that affected their financial capabilities and adversely affected
the prosperity of their families. Social interactions and connections play a vital role in the
happiness of individuals and sustainable development [79]. There has been an overall
decline in people’s mobility and physical interactions due to various lockdown measures
as well as peoples’ fear of getting infected with COVID-19 by others. For example, Greyling
et al. [174] analyzed people from South Africa, New Zealand, and Australia during the
lockdown and found a close relationship between the duration of lockdown and a decline
in happiness of individuals, with severe stay-at-home measures causing a severe decline in
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happiness. The impact of COVID-19 on the workload, social interactions and shore leave
of seafarers are discussed in [175]. In another work [176], an employee-centric happiness
index analysis during COVID-19 is reported. The results show that the happiness scores
had dropped to 5.8 by late April from 7.6 in late March 2020. Employees were found to
be more uncertain, stressed, depressed, and emotionally weak. In short, various factors
have contributed to the decline in happiness levels among individuals, affecting social
sustainability.

Social sustainability, while an overlooked topic, is perhaps the most important of all
due to it being related to us and touching on areas such as human rights, social justice,
health equity, and many more. This is a complex topic involving politics, culture, and
economics and can be modelled in different ways to understand its various dynamics. A
detailed understanding of the topic is outside the scope of this work. Our intention in this
paper is to give some ideas or proof of concepts for modelling sustainability and other
goals and for devising optimal strategies to manage a pandemic. We discuss here some
possibilities on the subject.

One way of measuring social sustainability is by understanding the collective happi-
ness of society. Figure 26 plots happiness measured by six happiness factors (or features
to be used in Al models) for the year 2019. The features are GDP per Capita, Social Sup-
port, Healthy Life Expectancy at Birth, Freedom to Make Life Choices, Generosity, and
Perceptions of Corruption (see Table 2). The data for these have been taken from the World
Happiness Report [79] which has produced annual happiness reports since 2012. The
World Happiness Report 2020 ranked 156 countries based on the happiness perceived
by their citizens. The 2020 report also ranked cities based on people’s well-being. It also
discussed the impact of natural, urban and social environments on people’s happiness.
The reports series is based on a range of data sources, including the Gallup World Poll, as a
key source. Since the report for 2020 is produced using 2019 data, the data for 2020 will not
be available until 2021. However, the use of 2019 data shows an example of data modelling
and computing people’s happiness as a means of social sustainability. This data is not
real-time; however, we believe more efforts in the future in these directions will produce
real-time or instantaneous measures of people’s happiness and social sustainability.

= GDP per Capita wSocial Support = Healthy Life Expectancy at Birth Freedom to Make Life Choi o ity wPercepti of Corruption
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Figure 26. Happiness measured by six happiness factors (year 2019).
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Furthering our discussion on real-time or instantaneous reporting and management of
people’s happiness, we note that social media has the potential to provide data for this task.
Particularly, micro-blogging platforms such as Twitter have been used to detect events,
emotions and other important information from online social interactions at a much faster
pace and in higher detail compared to the data collected from other means of surveying.
A particular benefit of collecting sentiments and other information from these sources
is that they avoid the natural biases that happen due to targeted surveys. Twitter and
other social media have been used during the COVID-19 pandemic to extract important
information. For example, a study on detecting COVID-19 related stress symptoms in the
U.S. using Twitter data has been reported in [177]. Such studies clearly show the potential
of developing surveillance systems for monitoring and managing happiness and social
sustainability. Future work will investigate adding such functionalities in the iResponse
system.

11. Challenges

The iResponse framework and applications which can use the knowledge gained
meticulously to form intelligence to enhance decision making, face several hurdles. We
discuss in this section several challenges, including those mentioned in [66], that any future
system needs to overcome to manage and control any epidemic or pandemic successfully.

11.1. Lack of Data

Data play a critical role in answering some of the most important and complex
questions which the human race faces during an infectious disease outbreak like COVID-
19, regarding how infections occur, how infection evolves, how infection can be controlled,
what are the promising treatments, and how to develop a drug and vaccine.

Al is a mighty tool that can learn from hidden insights acquired from mounds of data.
However, an important question arises; where is this data? For example, in the COVID-19
case, only publicly available datasets that are time series forecasting and social media
related datasets on the WHO, World Bank, Kaggle, Google, AWS, and GitHub websites are
found [178]. If we have a closer look at these datasets, we will find that these datasets can
answer a small array of questions only. However, the data which can be critical to manage
and control the COVID-19 pandemic are only limited to hospitals, government agencies,
and research centers. This limits research and development on a large scale. Research labs,
governments, and hospitals must provide timely data access to the public to speed up our
efforts and enhance our chances to understand COVID-19 and to develop possible ways to
control it in a better manner.

11.2. Lack of Integration

During times of the swine flu, SARS, and Ebola, there was very limited use of technol-
ogy. This is not the case with the COVID-19 pandemic. Around the world, countries use Al,
IoT, and GPS applications to manage and control one or more aspects of COVID-19 through
them. Some examples are: (1) Arogaya Setu, developed by India to inform citizens [179] of
possible infected people near them, and (2) BlueDot which predicts health outbreaks [65].
These applications serve scattered objectives, which limits their success. For the COVID-19
pandemic or any pandemic, in the future, we need more cohesion, a centralized aim,
which is the outcome of the integration of multiple technologies, and objectives to serve a
common aim.

11.3. Government Unwillingness

The decision making of most of the countries in managing COVID-19 is vulnerable
to the fears of the outcome. As a result, they took much time to respond or showed an
unwillingness to take prompt decisions regarding lockdowns, stopping flights, etc. For
example, Italy and the U.S. were late to realize the dangers of the COVID-19 pandemic,
and India saw the worst migrant crisis in its history post-independence during lockdowns.
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On the other hand, several countries in the world are interested in recording manufactured
data, which hinders effective policymaking. The reasons for this are related to the economy,
lack of political will, and fear of losing. Countries need to show transparency in data
sharing and decision-making so that it is easy to understand the current situation and to
make better policies for managing and improving pandemic response.

11.4. Digitally Born Data and Interdisciplinary Research: Dilemmas, Limitations, and Solutions

In this paper, we proposed a technology and data-driven framework for autonomous
pandemic management. The framework is an interdisciplinary one and encompasses
several functions, namely pandemic-related monitoring and policy enforcement, resource
planning and provisioning, data-driven planning and decision-making, and coordination
across these areas. We have described the framework design in detail and several use cases
of the proposed framework, such as those related to the Triple Bottom Line which were
developed and presented in the earlier sections. The proposed framework incorporates
cutting-edge digital technologies and methodologies and offers immense potential for
innovation.

Technology and interdisciplinary and digital methods of data collection and curation
have increasingly become vital ingredients of research, both qualitative and quantitative.
This is because of the prevalence of personal devices that allow real-time interaction
with the stakeholders and collection of location, activity, preferences, opinion, and other
data. Traditional methods of research and data collection using surveys and other means
cannot capture timely, course-grained, dynamic, and large-scale data, in addition to having
other disadvantages [177,180]. Therefore, it seems inevitable that digital and emerging
technologies will become part of the existing research and data collection methodologies
and will be included in research design and methodology curricula.

However, despite the success and the unimaginable potential of digital research and
data collection methods, it is important also to consider the risks, dilemmas, and limitations
of digitally born data and interdisciplinary research; some of these are discussed below.

Data ownership, security, and privacy are among the most critical issues in digital
research and practice [181-183]. Many types of invaluable and personal data are being
collected by digital research methods, governments, and industry using technologies such
as Al, IoT, GPS, surveillance-camera, and electronic health records [184,185]. The ques-
tion of data ownership [186-189] has been the subject of very many debates but without
reaching globally satisfactory conclusions [190]. Data is usually stored in digital systems
such as public, private, or hybrid clouds that are prone to security breaches [191-194]. The
organizations collecting data have their own definition of data privacy and based on those
definitions, the data may be used in ways that are not preferred by the originators of the
data. The data held by a company may get used in a way that produces an impact that was
not intended by the organization but causes harm to the data originators or owners. The
organizations collecting data may also be selling or sharing the data with other parties. The
fight against COVID-19 has exacerbated the challenges related to protecting individuals’
privacy. For example, several major concerns have been raised against quarantine-related
tracking and other applications around the world that are increasingly being made manda-
tory for government and private sector employees or even for all citizens in some countries.
These privacy issues must be addressed with supportive facts to give users assurance that
their privacy is fully respected and protected [195]. Governments around the world and the
international community must work together to develop policies and instruments to protect
individuals’ privacy while managing pandemics. Some of our earlier works [196-198] have
investigated this topic and we plan to address these issues in the future.

Ethical standards and compliance: Technology is moving at an unprecedentedly fast
pace and this requires understanding and addressing the risks associated with the dy-
namically changing nature of technologies. Digital-driven frameworks such as iResponse,
as proposed in this paper, require extreme measures to comply with ethical standards
and ensure the safety of the people involved and protection of data. The procedures and
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processes relevant to these digital and data-driven systems should be robustly designed
and maintained [199].

Safety of researchers, subjects, and others: Many works have looked at the safety of
people involved in digital research, e.g., issues related to minors [200,201], families [202],
research related to patients and diseases [203,204], and the use of online surveys [205]. It is
important to ensure the safety of the people involved in digital-driven research, directly or
indirectly, including those who conduct research and are the subjects of the research.

Vulnerabilities of the digital platforms: Any vulnerabilities in the digital platforms,
such as data leakages, could be exploited and result in unimaginable losses at incompre-
hensible speeds. Robust systems need to be developed.

Technology and culture: Technologies are evolving, and new technologies are coming
at a high pace. It is normal to be excited for using these technologies in existing data
collection and research methods, and in operational and other systems. However, using
new technologies requires cultural changes in researchers, peoples, organizations, and
nations. We need to be aware of cultures surrounding the environments where digital
methods are being used and should create necessary interventions for the acceptance and
adoption of these methods and systems in their environments. These considerations are
likely to minimize the risks surrounding the use of digital technologies and the digital
divide.

Technology value versus risks need to be evaluated when selecting technologies for
digital data collection and research methods. Technologies should not be used for the sole
sake of their being cutting-edge and exciting; rather, technologies should be used with
keeping the risks and value they bring to the research methods and solutions.

Location of data: The location where the data is stored—in a location outside the
country of the origin of data, remotely in a public cloud, locally on the user-owned mobile
devices, somewhere in the middle, such as fog computing infrastructure—is another issue
that needs to be publicly discussed, and the comparative risks and benefits should be
made transparent to the public to create public awareness, confidence, and individual or
collective freedom of choice.

Rigidity versus openness: Some people may have a very rigid understanding of
research and operational methods, organizations, and societies. We should be open to new
technologies and use them for our benefit while maintaining priorities and keeping risks
at a minimum. Public awareness programs should be initiated to create awareness and
nurture people.

Nevertheless, the immense potential of digital data and methods are well known,
and the associated risks should not deter us from the use of digital methods. It is normal
to expect no mishaps and perfection from digital data-driven methods; however, there
is no perfect method or system, and any mishaps and shortcomings should be taken
as opportunities to improve digital methods and systems. The vulnerabilities of these
methods can be studied, and robust methods can be developed over time to minimize the
risks.

11.5. Digital Divide

Another issue related to our proposed system is that of the digital divide that could ex-
ist due to reasons such as race, socioeconomics, geography, education, age, or gender [206].
The digital divide has been considered by some to have progressed in three orders: caused
by internet access, caused due to disparities in internet use and digital skills, and thirdly
caused by the outcome of internet use [207].

Access to internet and devices: Access to the internet, computers, and other digital
devices are very much dependent on socioeconomics. Internet access is no more a luxury
but a necessity. Governments need to work together with the communities and industry
to address the digital divide caused due to the inequalities in accessing digital devices
and the internet. Governments may use subsidies and implement policies to facilitate,
encourage, and/or enforce industry to reduce costs of digital devices and internet access.
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Similarly, the variations in the quality of internet connections between urban, rural, and
residential areas of lower socioeconomics should also be stabilized through subsidies and
other interventions. Governments should also develop resource centers for disadvantaged
communities to provide access to digital devices and internet access. Governments need to
work with educational institutions, communities, industry, and the fourth sector to develop
curricula and technically skilled workers to support actions against the digital divide and
remove digital inequalities. The governments need to develop interventions to educate the
public about their attitudes toward technologies. The public should perceive technology as
an important element of the future of humanity.

Governments throughout the world need to take the digital divide seriously and solve
it using a coordinated effort. Industries around the world also need to work together to
develop devices and solutions that could help disadvantaged and isolated groups to join
the national efforts toward better health, wealth, and future.

Another approach to address the digital divide is to identify and groom champions in
different sections of the society and give them the needed autonomy to nurture their own
disadvantaged sections toward inclusiveness. This will allow the ideas to flow from the
sections of the societies upwards toward the governments and a better understanding of
their problems will be achieved and therefore will pave the way towards better solutions
to bring inclusiveness and social sustainability.

COVID-19 has shown the effects of these variations on students and the working class
in terms of their abilities to attend online schools and perform their job-related duties.
Equalities in these respects not only will help reduce the well-known negative effects of the
digital divide but will also help governments to monitor and manage pandemic situations
using systems such as the one proposed in this paper.

12. Conclusions and Outlook

The ongoing COVID-19 pandemic caused by the virus SARS-CoV-2 has subdued the
whole world and has shown the vulnerability of our people, our nations, and its various
public and private organizations and organizational systems. As of 17 March 2021, nearly
121 million people have been infected with COVID-19, claiming over half a million deaths
around the globe, and the numbers are increasing. COVID-19 is severely affecting the
social, economic, and environmental sustainability of our planet, causing deaths, health
damages, relationship breakdowns, depression, economic downturn, riots, and much more.
Pandemics have always challenged human existence on our planet; however, we now live
in much more technologically advanced times and, therefore, deserve a better response
to the current pandemic. The frequencies and severity of pandemics are increasing due
to the convergence of factors including the global population, frequent traveling, rapid
urbanization, climate change, and ecological destruction. Therefore, the risks of pandemics
and challenges to manage pandemics are far greater. We must use our current and past
experiences to develop better preparedness for future pandemics.

In this paper, we discussed a number of important observations about the epidemic.
The evolution of the pandemic has varied greatly across nations and these trends have
been dependent upon the specifics of the virus itself and the variations in responses by
countries around the globe. As of 2 August 2020, the five most affected countries in
terms of the number of cases are the the U.S., Brazil, India, Russia, and South Africa.
The five most affected countries in terms of the number of deaths are the U.S., Brazil,
Mexico, the U.K,, and India. According to Eurasia Group who developed a methodology
to assess and rank national responses across three key areas (healthcare management,
political response, and financial policy response) the top five countries with the best global
response to COVID-19 are Taiwan, Singapore, South Korea, New Zealand, and Australia.
The lessons that have been learned from good practices by various countries include
containing the virus rapidly using measures including physical distancing (also called
social distancing), quarantines, lockdowns, curfews, providing sanitizers, etc.; enforcing
containment measures using contact tracing and other methods; growing testing capacity;
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and identifying and discovering cures, not necessarily in a pharmaceutical lab but by
engaging with the wider community.

We also discussed that pandemics could gravely affect economic and social sustain-
ability, and necessary measures should be taken to improve economic and social conditions.
Such measures include providing financial stimulus packages (wage subsidies, free child-
care, etc.), easing monetary policies, developing new industries related to pandemic man-
agement, and inequalities (overcoming those that are racial, poverty-related, and others).
Mental health and relationships have also been severely affected due to the pandemic; these
need to be understood and proper response policies and activities should be developed
and implemented for social cohesion. Coordination and multi-term planning should be the
key in any of the successful national and global endeavors to fight pandemics.

The past decade has seen unprecedented developments under the umbrella of smart
cities and societies, focusing on the use of emerging technologies, particularly artificial
intelligence, and the integration of various city, rural and national objectives and systems.
We identified four key areas for successful pandemic preparedness, planning, and re-
sponse: (i) effective monitoring measures; (ii) agile coordination and planning across scales;
(iii) informed, data-driven, predictive preparedness, and timely decision making; and (iv)
dexterous actions. There are clear synergies between these four key areas that we have
identified for agile pandemic management and the key themes in designing smart cities,
nations, and the planet. The current research and practice on COVID-19 pandemic man-
agement have mainly focused on specific aspects of the response to COVID-19 pandemics
such as data analytics, resource planning, contact tracing, and COVID-19 testing. There is
a need to automate the learning process such that we can learn from good practices and
bad practices during pandemics, disasters, emergencies, and normal times. A part of this is
to automate the coordination process such that it can predict potential future outbreaks,
inform on and take various actions autonomously, predict resource requirements, procure
resources accordingly, etc.

We proposed in this paper the technology-driven framework, iResponse, for au-
tonomous pandemic management, allowing pandemic-related monitoring and policy
enforcement, resource planning and provisioning, data-driven planning and decision-
making, and coordination across these areas. The framework consists of five modules. We
provided the technical architecture of a system based on the proposed iResponse frame-
work along with the design details of each of its five components. The challenges related to
the design of the individual modules and the whole system were discussed.

We provided six case studies in the paper to elaborate on the different functionalities
of the iResponse framework and how the framework can be implemented. These include a
sentiment analysis case study, a case study on the recognition of human activities, and four
case studies using deep learning and other data-driven methods to show how to develop
sustainability-related optimal strategies for pandemic management using seven real-world
datasets. The datasets we used are real-world open datasets including a human activity
recognition (HAR) dataset, the World Bank COVID-19 dataset, Google COVID-19 mobility
report dataset, credit card transactional data by the U.S. Bureau of Economic Analysis (BEA),
air quality data acquired through OpenAQ AP]I, and a dataset from the World Happiness
Report. A number of important findings were extracted from these case studies (see the
relevant sections for the findings, particularly Section 10). We also reported a number of
important findings and recommendations while explaining the iResponse framework and
its five modules. The MBC module has shown the criticality of monitoring the physical
and virtual space through various IoT and other sensing mechanisms. Social media could
be very effective in detecting various events (such as pandemics), understanding the
effectiveness of policies and procedures related to pandemic management, understating
public views on various matters, etc. [82,83,208-212]. Monitoring and tracing people and
their activities are important; however, related privacy and security concerns must also be
addressed [196,197]. All of these areas need further investigation.
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Another matter related to this topic of pandemic management practices and stan-
dards is the effectiveness of contact tracing and its impacts on social distribution [213,214].
Starting the contact tracing at the beginning of the pandemic spread was found to be
an important factor in its success and in avoiding or minimizing social distribution. For
example, Sri Lanka set a good example in its implementation of contact tracing which
was carried out with the support of the military intelligence service and other relevant
officials. This is an important topic and requires attention and efforts from the international
community to reduce social and other inequalities.

Cure identification, development, and treatment is another area where cutting-edge
medicine and treatment practices have failed the expectations globally. We believe that
there is a need to think openly about it. New ways of identifying and developing cures,
including treatment pathways, should be explored. Personalized medicine is likely to
advance this area; however, there is a need to seek input from a wider set of stakeholders
and the general public to understand the ground truth dynamically. One of the important
platforms for this is the use of machine learning for social media analysis [82]. We plan to
work in this direction in the future.

Data analytics using deep learning and broader statistical and artificial intelligence
methods are becoming fundamental to everything we do today. This makes the brain of
the iResponse system that needs to provide support for many tasks including autonomous
decision-making and coordination. A part of this is to manage big data that is particularly
challenging for iResponse and smart city systems [215-219]. Pandemics management,
including resource planning, requires a sophisticated method that integrates knowledge
and operations leveraging cutting-edge technologies [61,89,220-222]. Moreover, education
and training for preparedness before and during pandemics using eLearning methods is an
important building block for any successful pandemic management system [53,92]. A great
deal of works are needed in these areas. The use of AVs in coronavirus type pandemics
where human isolation is important due to the risk of contagion has been seen in recent
times, and this topic is likely to see significant growth in the future [113,223-225].

iResponse is a framework that, to realize its full vision and benefits in a functioning
system, requires massive collaborative efforts from governments, industry, public and
other stakeholders. We have built prototypes of some of its components and functions,
such as for the Triple Bottom Line case studies in Section 10. These prototypes can easily be
built by others using the same methods used in the paper or by using alternative methods.

We hope that our work in this paper will motivate the design and adoption of holistic
pandemic management systems. These pandemic management systems will be an integral
part of other national operational systems, which in turn will be connected globally. Such
an approach will allow us to be better prepared for future pandemics with predicted
warnings, allowing better resilience for social, economic and environmental sustainability.
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