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ABSTRACT In the present technological era, healthcare providers generate huge amounts of clinical data
on a daily basis. Generated clinical data is stored digitally in the form of Electronic Health Record (EHR) as
a central data repository of hospitals. Data contained in EHR is not only used for the patients’ primary
care but also for various secondary purposes such as clinical research, automated disease surveillance
and clinical audits for quality enhancement. Using EHR data for secondary purposes without consent or
in some cases even with consent creates privacy issues. Secondly, EHR data is also made accessible to
various stakeholders including different government agencies at various geographical sites through wired or
wireless networks. Sharing of EHR across multiple agencies makes it vulnerable to cyber attacks and also
makes it difficult to implement strict privacy laws as in some cases data is shared with organization that
is governed by specific regional law. Privacy of individuals could be severely affected when their sensitive
private information contained in EHR is leaked or exposed to the public. Data leaks can cause financial losses
or an individual may encounter social boycott if his / her medical condition is exposed in public. To protect
patients personal data from such threats, there exists different privacy regulations such as General Data
ProtectionRegulation (GDPR), Health Insurance Portability andAccountabilityAct (HIPAA) andMyHealth
Record (MHR). However, continually evolving state-of-the-art techniques in Machine Learning (ML), Data
Analytics (DA) and hacking are making it even more difficult to completely protect an individual’s/patient’s
privacy. In this article, we have systematically examined various secondary uses of EHR with the aim to
highlight how these secondary uses affect patients’ privacy. Secondly, we have critically analyzed GDPR &
HIPAA regulations and highlighted their possible areas of improvement, considering escalating use of
technology and different secondary uses of EHR.

INDEX TERMS Electronic health records (EHR), ethical concerns, general data protection regula-
tion (GDPR), privacy, secondary uses of EHR.

I. INTRODUCTION
Clinical data is generated in the form of ongoing patient
diagnostic services. These services usually take place in hos-
pitals, clinics or laboratories through different clinical trials
(via medical imaging or doctors’ prescriptions) or through
wireless body area network using wearable sensors [1]. All of
these sources produce a huge amount of clinical data world
wide and its volume is experiencing an exponential growth.
It is estimated that clinical data will swell up to 2314 Exabytes
by 2020 from a figure of 153 Exabytes in 2013 with an annual
growth rate of 48% [2].
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In most of the countries (especially developing countries),
data generated during routine clinical practices is stored
manually in the form of paper based medical records. This
procedure is adopted by the medical practitioners because of
ease of handling, lack of understanding or for the purpose
of treating more patients in less time. However, this method
of storing patient’s medical information is not useful for the
patients and does not guarantee accurate and timely deliver-
ance of healthcare services. Some other problems associated
with manual recording of clinical/medical data are:

1) Paper based medical records can easily be altered or
can be lost and may cause severe consequences.

2) Physicians/clinicians can prescribe wrong medica-
tions (due to alteration of paper based medical
records) or cannot advise right medications during
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follow up visits without properly knowing past medical
records of patients.

3) It is not practical for a person to carry a huge bunch
of paper based past medical records during follow up
visits or to describe complete medical history to a
physician/clinician in case of change of physician or
hospital.

4) Reviewing and analyzing paper based records poses
cumbersome task for new physicians or medical staff
when patients change their physicians or hospital.

To avoid all of the above described difficulties, an auto-
mated/electronic online patient information system through
which patients’ complete medical record is made available
to healthcare professionals is required. Such electronic sys-
tem also serves the purpose of storing patients data for
longer time without any alterations and makes it accessible
through different locations to support quick decision making
processes [3].

Healthcare organizations are now adopting techniques to
digitize medical records to overcome challenges (described
above) faced by them or by patients while using paper
based medical records [4]. With the new technique, patients’
clinical data is now stored as Electronic Health Records
(EHR). EHR are the patients’ computerized health records
that contain patients’ complete information along with their
medical history in a format (refer Figure 1) that can be
easily shared among different health care providers or can
be accessed by them through different linked locations when
required [5].

FIGURE 1. EHR as a clinical data repository.

Adoption of EHR provide range of benefits over the tradi-
tional paper based medical record systems. For Example:

1) EHR are capable of storing structured, coded and elec-
tronic patient data all together to form a complete his-
tory of patient’s health [6].

2) Electronic data saved as EHR makes a Decision Sup-
port System (DSS) for monitoring health outputs to

improve health care quality [7], where DSS is a tool,
usually software based tool, that supports decision
making by providing automated analysis of data [8].

3) EHR system acts as a central database of informa-
tion for patient documentation and billing, maintain-
ing quality, and supporting patient related sensitive
decisions [9].

4) Data saved in EHRs can be accessed through multi-
ple locations simultaneously and also can be shared
with different partner organizations conveniently. Thus,
making data accessible to the concerned physicians
across multiple sites to better provide healthcare
services.

5) EHR reduces the probability of errors related to medi-
cal data analysis as it stores complete medical records
and thus lowers overall healthcare cost [10].

With all the above mentioned benefits of using EHR, cer-
tain risk factors are also associated with it. The most impor-
tant issue is the data security and patient’s privacy. In case,
if EHR data is leaked/theft or stolen from the database it can
be misused (by altering dosage of drugs or treatment proce-
dure etc.) and may cause severe complications or even lead
to the patient’s death [11]. It is therefore utmost important
to protect patient’s information in the central database from
unauthorized wrong hands. Patient’s information may also be
stolen while it is in transmission to the other linked services
over the network or when it is stored on distributed servers of
cloud.

Information contained in EHR is also used for different
secondary purposes (other than patient personal care) such
as clinical research, health promotions, clinical audit and
clinical governance, national screening and preventive cam-
paigns, audits against national standards, national statistics,
planning future services, and resource allocations etc., [12]
(refer Section V for discussion on secondary uses of EHR).
For all such uses, patients may not be willing to share their
information as often patients share their private health data
for their personal care and not for the other/secondary uses.
Using patient sensitive information for different secondary
purposes without their consent can seriously affect their
privacy.

To safeguard patient privacy or personal data, there exist
privacy standards in different regions of the world such
as General Data Protection Regulation (GDPR) in Europe
[13], [14], Health Insurance Portability and Accountabil-
ity Act (HIPAA) in the United States (US) [15] and My
Health Record (MHR) in Australia [16], [17]. These stan-
dards provide legislation to protect personal data but with
fast paced advancement in Data Analytics (DA) and Artificial
Intelligence (AI) [18], [19] poses new challenges for such
standards.

Our contributions in this article are following:
1) In this study we have described various secondary uses

of EHR with the aim to highlight how these secondary
uses affect patients’ privacy, refer Section V for discus-
sion on secondary uses of EHR.
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FIGURE 2. Conceptual overview of EHR system.

2) In this article we have discussed various issues asso-
ciated with secondary use of EHR (refer Section VI).
Referred section also elaborates on security and privacy
issues of using EHR data (Section VI-D).

3) This article has systematically analyzed GDPR and
HIPAA regulation and enlisted their challenges for
ensuring data privacy in this era where usage of EHR
data (that contains sensitive personal information) has
grown exponentially, refer Section VII for discussion
on this issue.

Our contributions in this article are oriented toward under-
standing ethical concerns when dealing with personal data
in the era of AI. Research domain of our contributions
(described above) needs more collaborative efforts by the
research community working in the domain of medicine,
computing and law to achieve better insight. Ethical issues
arising due to fast proliferation of AI-assisted technolo-
gies [20] will raise various serious concerns, specially related
to privacy of individuals. Due to the complex nature of this
interdisciplinary research domain, it is hard to find literature
on the topic and thus, our article is novel as it systematically
analyzes uses of sensitive EHRdatawhich, if violated, creates
many privacy and ethical concerns.

The rest of the paper is structured as follows: Section II
describes EHR along with their different standards.
Section III describes information sources of EHR. Section IV
presents an overview of various Deep Learning (DL)
approaches for EHR data analysis. Section V describes use
of EHR in various secondary purposes. Section VI presents
challenges of using EHR for secondary purposes. Section VII
describes systematic analysis of popular data protection reg-
ulations i.e. GDPR and HIPAA in the context of patients
privacy and data security with respect to secondary uses of
EHR. Finally, in the Section VIII conclusions are presented.

II. ELECTRONIC HEALTH RECORDS (EHR):
DATA SHARING
EHR is a clinical data repository containing basic patient
information such as a patient’s personal profile, their

complete family history, laboratory reports, physicians and
other medical staff notes etc. Along with this primary infor-
mation, EHR also contains data form the other hospital
information systems such as Imaging data from Radiology
department, patients genomics data from Genetic department
or Endoscopic and Colonoscopic data from Gastroenterology
department etc. Figure 1 illustrates the most important data
elements included in the EHR.

EHR also provides functionality of generating reminders
for routine screenings and disease reporting, generating
graphical trends against various parameters such as blood
pressure monitoring, heart beat monitoring, blood glucose
level monitoring etc. The same is also shown in Figure 1.
Such reporting is highly beneficial for patients health and
safety especially when patients are in critical condition and
their strict monitoring is required.

Conceptually EHR system can be divided into two basic
parts [21]. Creation part and the access part (refer Figure 2).
Creation part is based on the interaction of patients with the
healthcare providers. This part explains, how the data from
the patient is captured, how it is formatted according to the
policies and standard and finally, how the formatted data
is stored in an interoperable database. Access part is based
on the access of the data stored in EHR by the different
authorized users or organization. This part explains how con-
fidential information from EHR can be securely accessed by
the authorized users via user friendly interfaces.

A. EHR STANDARDS
For the effective use of data contained in EHR, it must be
shared through different linked locations such as clinics, hos-
pitals, radiology departments, pharmacies, laboratories and
patient homes [22] (refer Figure 3).

Shared data at multiple locations ensures patients solitary
care by identifying their basic needs in terms of care, safety,
timeliness, and effective monitoring. It also helps medical
staff (physician, nurses etc.) to take the right actions based
on patient conditions. The data usefulness can further be
increased if the data contained in EHR is linked with different

VOLUME 8, 2020 136949



S. M. Shah, R. A. Khan: Secondary Use of EHR: Opportunities and Challenges

FIGURE 3. EHR data sharing.

clinical decision support systems (CDSS). CDSS refers to
an automated medical data analysis tool that suggests next
steps for treatment and generates alerts by predicting future
conditions/trends by analyzing provided data [23]. By this
way, the physicians can take sensitive decisions quickly and
effectively [24].

However, without any industry standard for information
exchange, it is usually difficult to share and exchange EHR
data across multiple sites. The same difficulty was faced
by the healthcare organizations to communicate EHR data
with each other and with different DSSs when there was no
industry standard available for health information exchange.
It was the main reason behind the slow adoption of the EHR
system in healthcare organizations even if their adoption was
highly beneficial for them [25].

1) HEALTH LEVEL SEVEN (HL7) STANDARD
The Health Level Seven (HL7) organization was estab-
lished in the US in March 1987 to develop consistent com-
mon standards for Hospital Information System (HIS) [26].
Afterwards this organization defined HL7-Clinical Docu-
ment Architecture (HL7 CDA) as EHR messaging standard
for easy integration, interchange, sharing and retrieval of
information across different clinical information systems.
The HL7 standard allows different healthcare organizations
to share and exchange patient information via encoded data
exchange. It provides a common syntax of information for
different clinical information systems to share information
(contained in EHR) conveniently [9].

The HL7 CDA Framework 1.0 release, became an Ameri-
can National Standards Institute (ANSI) approved HL7 stan-
dard in November 2000 [27]. After the release of the first
version, version 2 and version 3 releases were also made
available with some new standards and modifications [28].
HL7 CDA is a markup for specifying composition and
semantics of data ingredients of EHR such as a discharge
report, admission summary, progress and procedure reports

and to exchange them with various stakeholders. It is an
absolute object document that may hold clinical data in var-
ious formats such as text, image, sound, or other multime-
dia content. Extensible Markup Language (XML) is used to
encode the HL7 CDA clinical documents, which then can be
exchanged in form of HL7 messages or using other transport
solutions.

An HL7 CDA message consists of a header and a
body. Header contains information regarding patient, source
(provider) and the authentication of the message. On the
other hand, the body of the message includes organized clin-
ical reports i.e. lab, radiology, Magnetic Resonance Imaging
(MRI), Computed Tomography (CT) scan, ultrasound etc.

2) FAST HEALTHCARE INTEROPERABILITY
RESOURCES (FHIR)
In order to improve inter interoperability and exchange of
information, HL7 released different versions from time to
time. In 1988, HL7 version 2 was released to enhance and
streamline information exchange mechanisms/procedures,
that can be used by different departments across hospi-
tals [29]. However, different limitations were exposed in this
version such as a difficult implementation process, having a
number of optional segments and above all lack of proper
representation that is capable enough to identify techniques
for exchanging messages and interfaces [30]. To overcome
the shortcomings of version 2, version 3 was developed
in the year 1995. Although HL7 version 3 resolved much
of the problems of previous versions, it could not resolve
the incompatibility issue raised because of a variety of sub
versions [31]. In order to further improve HL7 standards,
another novel interoperability standard i.e. Fast Healthcare
Interoperability Resources (FHIR) was initiated in the year
2011 [32] by HL7 organization. FHIR standards are very
simple to adapt, possess scalability and are robust in nature.
These standards have potential capabilities of supporting
work flows in small devices like mobile phones [33].

III. ELECTRONIC HEALTH RECORD
INFORMATION SOURCES
Adoption of EHR is beneficial both for patients, physi-
cians and healthcare providers. It improves overall health-
care quality, omits paperwork, reduces medical errors and
increases work efficiency as well as reduces overall health-
care cost [34].

Beside patients personal care, EHR data is also used for
different secondary purposes (refer sectionV for secondary
uses of EHR). However, EHR data has not been utilized to
its full potential for secondary uses and one of the reasons
for under utilization of EHR data is non uniformity in its
data components. Non uniformity in data elements exists
because of the fact that during daily clinical practices, EHR
data is often recorded in free text and unstructured format.
Therefore, EHR contains structured and unstructured sets
of information. Figure 4 elaborates more on the structured
and unstructured data components of EHR. As shown in
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FIGURE 4. Unstructured and structured data elements of EHR.

Figure 4, structured data includes laboratory results, vital
signs, prescriptions, medications and International Classifi-
cation of Diseases (ICD) codes whereas, unstructured data
includes narrative information (free text) such as images and
graphics, radiology reports, visit notes, discharge summary,
chief complaint etc.

Figure 4 depicts that the major portion of EHR data con-
sisted of unstructured elements. Such data elements are not
represented in any standard coding scheme such as ICD
codes, therefore, their retrieval, reporting and aggregation
is not easy like structured data using commonly available
database tools [34]. It is therefore required to convert unstruc-
tured data elements into structured data in order to make it
equally useful for secondary uses.

One of the methods to convert unstructured data into struc-
tured data is manually reviewing EHR by the experts using
text charts or data abstraction methods [35]. However, these
methods are time consuming and not reliable to capture all
the structured information. Furthermore, it is beyond the
capacity of human to review clinical data of EHR in large
volume. Natural language processing (NLP) methods have
shown their usefulness for extraction of structured clinical
data from unstructured data elements [36], [37].

Mostly, NLP uses statistical (probabilistic) Machine
Learning (ML) models to derive language data from large
volumes of free text data. These models use text data to iden-
tify common patterns and associations in the data. NLP based
ML models give meanings to words and phrases in text and
convert unstructured data elements of EHR into structured
codes. In short, NLP captures unstructured data elements
of EHR, analyzes the data elements with respect to their
grammatical structures, obtains meanings from grammatical
structures, and finally summarizes information to make it
useful for further analysis.

IV. DEEP LEARNING FOR EHR DATA ANALYSIS
As discussed above, techniques under the umbrella of NLP
are used to extract information from unstructured clinical
notes. Such techniques utilize different sequence labeling
algorithms such as Conditional Random Fields (CRFs), Hid-
den Markov Models (HMMs), Artificial Neural Networks
(ANN) etc., [38] to label relevant information to be extracted.
Sequence labeling is a robust technique that has been used
for automatic recognition of various tasks e.g. speech recog-
nition [39], network intrusion detection [40], mental illness
detection using social media content [41]. Data contained in
EHR (in the form of clinical notes) is often noisy, incomplete
and inconsistent as well as it contains grammatical errors,
misspelled words etc. (refer Section VI for more detail),
thus effectiveness of sequence labeling is limited for extrac-
tion of relevant information from EHR data [42]. To sum
up, It is usually a difficult task for the traditional sequence
labeling algorithms to extract relevant information from EHR
data [43] and traditional algorithms also face challenges in
analyzing EHR data due as such algorithms are not suitable
for dealing with huge columns of data [44].

To overcome challenges faced by traditional NLP
approaches in extracting information from EHR, recently,
Deep Learning (DL approaches have gained popularity [45].
Popularity of DL models is due to:

1) their capability of analyzing multiple data types,
2) their ability to extract optimal features and learn repre-

sentation from data automatically [46].
3) their robustness against high complex functions, and
4) their performance gets better on large datasets and it

further improves as data grows in size [47].
Various DL architectures and frameworks have been

used for EHR analysis. For example, deep patient [48] a
unsupervised deep feature learning architecture, deepr [49]
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a convolution Neural Network (CNN) based architecture,
Med2Vec [50] a Multi Layer Perceptron (MLP) based archi-
tecture, Doctor AI [51] a Recurrent Neural Networks (RNN)
based architecture etc. are few of the popular Deep Neural
Networks (DNN) architectures employed for EHR data anal-
ysis and processing. Even though, various DL architectures
have been used, the most popular DNN architecture used for
EHR data analysis is RNN [52], [53]. This is due to the fact
that RNN are capable of dealing with the temporal nature
of EHR data in an effective manner [54]. In short, with the
technology advancements, at one side EHR have become
more informative sources than ever before but on the other
hand, DL approaches have opened new avenues to extract
and use information contained in EHR for different real world
applications.

DL models have shown promising results in EHR data
analysis and its processing [55], [56] but with new advance-
ments in medical testing, nature of EHR data (its unstructured
elements) is getting complex. With time EHR will contain
such pieces of data/information that was never used before.
Therefore, for the effective management of advanced and
vast data contained in EHR, more efficient tools are required.
Researchers need to develop such tools that can efficiently
manage EHR data and can convert it into knowledge that
benefits society.

V. SECONDARY USES OF EHR
One of the contributions of this study, as described above,
is systematic analysis of various secondary uses of EHR data
with the aim to highlight how these secondary uses affect
patient’s privacy. This section discusses different popular
secondary uses of EHR data. Section VI elaborates on chal-
lenges associated with the secondary use of EHR data while
Section VI-D focuses on privacy and security challenges of
EHR data.

A. CLINICAL RESEARCH
The basic purpose of clinical research is to use EHR for
design and execution of clinical trials for newmedicines [57].

Health related issues are directly proportional to the pop-
ulation. Since the population of the world (especially third
world countries) has increased at a fast pace in the past few
years. This abrupt increase in the population of the world
has posed many challenges for healthcare professionals. For
example, healthcare organizations, hospitals, laboratories are
facing shortage of trained medical staff to tackle healthcare
needs of large population and because of insufficient health-
care facilities, new types of diseases are grown in people or
existing diseases exhibit more complicated behaviors. There-
fore, there exists a need to discover new drugs with better
results as well as new techniques and robust strategies to fight
against new grown diseases or existing complicated diseases
structures i.e. Covid-19 [58]. All such activities require clin-
ical research to be conducted. Thus, clinical research holds
a pivotal role in tackling some of the hard pressed medical
issues.

Some of the other areas where clinical research is
required are:

1) Prediction of diseases based on patients present
data [59].

2) Study of drug behaviors with different diseases or dif-
ferent patients i.e. study on antibiotics [60].

3) Developing vaccines for the prevention of diseases
before their attack [61].

Other than the areas mentioned above, there exists multiple
domains (refer Table 1) where clinical research is essential
to overcome the existing problems of the medical world
and to ensure high quality of healthcare delivery to the
patients.

TABLE 1. Different domains of clinical research.

In the domain of clinical research, EHR is an essential
part because it is a basic information source and a possi-
ble way of exchanging clinical information with different
stakeholders. Based on this exchange of information, vari-
ous health statistics are developed and decisions are made.
For example, based on data collected word wide, the World
Health Organization (WHO) publishes various reports time to
time for public awareness and for the authorities knowledge
to understand the current trends and future needs related to
particular diseases [62], [63].

Table 2 lists possible information sources available in EHR
that can help in successfully carrying out clinical research in
different domains.

Table 2 shows that EHR contains enough information to
carry out clinical research in different domains. Successful
utilization of this information for research purposes requires
development of new and emerging research infrastructures
capable of exchanging information based on latest pub-
lished standards. However, when data is shared across
different healthcare organizations, it raises different secu-
rity and privacy concerns. These concerns are discussed
in Section VI-D.
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TABLE 2. Different information sources available in EHR that can help in
carrying out clinical Research.

B. PUBLIC HEALTH SURVEILLANCE
Another secondary use of EHR is Public Health Surveillance
(PHS). PHS is a process of collecting, analyzing and inter-
preting data related to a specific disease for administering and
assessing public health on the whole [64]. PHS particularly
investigates those diseases, which harm or may tend to harm
a large population and grow in communities like epidemic or
pandemic diseases. Its main functions include collection of
facts about a particular disease, risk factors of its spread and
interpretation and analysis of the collected facts for control-
ling the disease to prevent the public from its severe effects.

One of the examples of PHS is the surveillance of the
Dengue outbreak in Pakistan that has been reported in [65].
Dengue is a viral disease which causes high fever in patients
and spreads in people because of the bite of a particular

Aedes aegypti mosquito. Recently, it has affected around 40%
of world’s population. Pakistan is one of the most affected
country from it. There are several other examples of PHS
world wide like reported in [66], [67].

As discussed above, PHS is a common practice world wide
but mostly in third world countries it is performed using
manual procedures [68], [69]. In these methods, data about
disease for surveillance purposes is collected using traditional
methods. For example, physicians prescription records are
gathered either from patients or from hospitals and clinics
or through public surveys [70], similarly data from other
departments of the hospitals (laboratories, radiology depart-
ments, emergency departments etc) is also collectedmanually
by visiting the logs of these departments’ databases. The
collected data is then cross communicated between public
health staff and health protecting agencies via telephonic and
fax communication networks. Collected data is stored on
papers manually and manual procedures are used to analyze
the stored data [71]. This method of PHS is time consuming,
requires large manpower and needs huge efforts to record,
store and analyze the data. It is also not a reliable method as
there are chances of errors due to manual handling of data.
Inaccurate and uncertain outcomes are possible based on the
collection and inspection of manually collected and stored
data [72]. Such traditional methods are not suitable for the
confirmation of certain diseases, understanding its severity,
its transmission risks, and the spread of other linked diseases.

With more effective ways, surveillance of diseases can be
performed by actively monitoring patients’ EHR. As EHR is
rich in variety of data, the summary generated by analyzed
data is provided to public health agencies for prevention and
control of diseases. Health surveillance by EHR provides the
glance of the health status of the community, which promotes
the quality of healthcare. It tracks the key diseases, with more
effective ways than manual procedures. Use of EHR provides
the opportunity to automate the PHS. It is an effective way
of preventing outbreaks by discovering utmost danger cases
irrespective of merely reacting to outbreaks [73]. Figure 5
elaborates the effectiveness of EHR based automated surveil-
lance against the traditional manual surveillance systems.

FIGURE 5. Traditional v/s automated surveillance.

During traditional surveillance, most of the time is utilized
on manual screenings and reviewing charts and less time is
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saved for the actual intervention. On the other hand auto-
mated PHS assisted by EHR data is time efficient in analyzing
data. The same is shown in Figure 5.

Use of EHR for public health surveillance has proved to be
effective in developed countries such as the United Kingdom
(UK), United States (US), France, Norway, Canada and Aus-
tralia [74]. In these countries, local health departments have
diverted their manual surveillance system towards EHRbased
electronic surveillance system. This practice has advanced
the functionality of PHS [75]. Developing nations have also
initiated adoption of EHRs for PHS to robustly analyze data
and take actions, if required [76]. Thus, it is an important need
of the present day automated surveillance systems to use data
from EHR. For example, Integrated Disease Surveillance and
Response System (IDSRS) requires data to be obtained from
patient medical records [77], [78].

During the ongoing COVID-19 outbreak, the importance
of digital data recording systems (like EHR) has been clearly
revealed and demonstrated to the whole world [79]. EHR has
been proved to be an efficient tool for detecting, monitoring
and managing needs of a health systems [80]. Leveraging on
artificial intelligence based tracking systems different coun-
tries were able to track movement of Corona positive individ-
uals, thus tracking down any further local transmissions of the
virus [80], [81]. It would not be possible, without extensive
utilization of EHR, to place in practice a system of effective
public health surveillance specially to predict, monitor and
manage pandemic like COVID-19 [58], [82].

FIGURE 6. Clinical audit as a cyclic process.

C. CLINICAL AUDIT AND QUALITY ASSURANCE
The aim of clinical audit is to enhance patient care via
rigorous analysis of care provided against benchmark stan-
dards [83]. Clinical audit is a systematic way of settling stan-
dards, analyzing data based on standards, performing actions
to meet settled standards and executing proper monitoring to
sustain the standards. Clinical audit is a cyclic process (refer
Figure 6) that contains different stages to be followed for the
achievement of best practices in clinical practices.

Standards settled for the clinical audits require not only
to be obeyed by the medical staff (doctors, nurses, mid-
wives, therapists etc.) but also by the healthcare organizations
like hospitals, clinics, nursing homes, ambulatory surgical
centers, autonomous laboratories, radiology units, collec-
tion units etc. Clinical audit focuses on broadly accepted
methods to improve overall healthcare quality. For exam-
ple, organizational development, information management
and statistics evaluation are the key functions of clinical
audits.

The role of EHR is important in clinical audits as it pro-
vides detailed and accurate information to the auditors. Using
EHR for clinical audits give convenience to the auditors to
perform the clinical audits as compared to use of traditional
clinical data for audit [84]. Figure 6 shows that the data col-
lection and data analysis are the important parts of the clinical
audit. In order to perform quality clinical audits, the clinical
data must be easily available as well as the available data
must be reliable to perform clinical audit. EHR conveniently
provides data to the auditors from multiple access points to
perform clinical audits to better provide the quality of the care
to the patients.

VI. CHALLENGES ASSOCIATED WITH
SECONDARY USES OF EHR
Primarily, EHR data is collected for patient’s individual care
and administrative billing purposes. Using this data for differ-
ent secondary purposes (as elaborated in Section V) is always
challenging [6], [85]. It is because priorities and settings of
primary and secondary uses are different. The quality of data
collected for the primary purpose cannot be the same as the
quality of data collected for secondary uses. For example,
data collected for clinical research needs much more care
and attention during collection than the data gathered during
routine clinical practices in the form of EHR. The quality of
collected clinical data is a serious concern of the researchers.
Due to this reason, with respect to reuse of clinical data,
the authors of [86] suggested that the data must be used for
its primary purpose only.

Following are different factors of concern that affect the
quality of clinical data collected through EHR.

A. CORRECTNESS
Correctness refers to the accuracy of the collected data that
is directly linked with its initial documentation (how the data
was collected, recorded and stored). EHR data is collected
through routine clinical practices during which the clinicians
priority is to collect the patients data according to their own
point of interest and according to different administrative
needs but not according to their various secondary uses (refer
Section V). The chances of errors are obvious in this case.
According to the study presented in [87], data accuracy col-
lected through EHR ranges between 44% to 100%.

Errors in EHR may lead to different outcomes, if their data
is used for various secondary purposes. Errors include:
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1) Inaccurate predictions by clinical researchers
2) Degradation in health standards and statistics as data

analyzed was error prone.
3) False health surveillance results that may lead to

unforeseen medical emergency.

Improvement in accuracy of EHR is essential to make it
equally beneficial for primary as well as secondary uses.

B. INCOMPLETENESS
Another factor that affects quality of clinical data is related to
the completeness of the EHR. Usually, EHR do not contain
complete patient history. It is because patients do not always
trust a single healthcare organization and may visit several
such organizations to get a sense of satisfaction. Study con-
ducted in [88] showed that out of 1.1 million adult patients,
31% visited two or more hospitals, whereas, one percent
patients visited five or more hospitals for acute care during
a five year period of their study.

Patients also miss follow up visits suggested by the physi-
cians or sometimes due to the perfunctory of the concerned
medical staff (who records patient related data), incom-
plete records are stored in EHR. A Study was conducted at
Columbia University on 3068 pancreatic cancer patients out
of which only 48% patients had complete pathology records,
while the rest had incomplete records about the disease [89].

EHR data is also considered incomplete for secondary
uses because of the data ‘‘locked-up’’ condition. Locked-up
condition means records have details regarding patients but it
is not present in the coded portion of the record or in other
words data present in EHR is structured and unstructured
(already described in Section III). Structured data is in the
format that can be easily processed by the computers. On the
other hand unstructured data mostly requires NLP (for hand
written prescriptions) technique to be applied to make it
structured (detail is provided in Section III) and processable
by computers [90], [91].

C. INCONSISTENCY
EHR data is handled by various individuals and at different
locations. Multiple persons are involved in entering, stor-
ing and processing the data, therefore, data contains several
definitions. Most of the data is present without mentioning
proper units as units are often remembered by the medical
staff and they can understand language written by each other.
On the other hand for the non concerned person (who wants
to use the data for secondary purposes), it may be highly
difficult to interpret the data without specified units. Involve-
ment of different individuals in preparation and processing
of EHR leads to an inconsistent form of data. It means,
data present in EHR is not uniform. In such non uniform
data, it is often difficult to relate assessments of different
practitioners (because the assessment of different clinicians
is often different). Secondly, data inconsistency also arises
due to the fact that the data is collected with different tools at
different locations, which may be time varying (data coding

regulations and system abilities may change with time) [85].
Inconsistent data may lead to erroneous data analysis and
wrong results. Therefore, such inconsistent data is not useful
for secondary use.

D. SECURITY AND PRIVACY CHALLENGES
EHR based clinical data provides many advantages over
manual paper based medical records. It is cost effective,
improves overall healthcare quality and above all can be
easily accessed through different linked locations. All such
advantages motivate health providing agencies and medi-
cal practitioners to adopt an EHR based system. However,
adoption of EHR and its data processing introduces several
privacy and security issues. Especially, when this data is used
for secondary purposes (refer Section V for discussion on
secondary uses of EHR). In the next subsections, security and
privacy challenges related to secondary uses of EHR have
been separately discussed.

1) SECURITY CHALLENGES
EHR data is the most vulnerable data to the Cyber Threats.
The prime reason for criminals to target healthcare data is
to get financial gain. Criminals sell valuable data taken from
EHR to the ‘‘darkweb’’ [92] (darkweb refers to the content on
theweb that is not indexed by search engines and thus remains
hidden from the general public) and achieve high financial
gain. For the criminals, EHR data is more informative than
credit cards because it contains various fixed identifiers and
important financial information that is extremely valuable in
black markets. Fixed identifiers of EHR data can not be reset
like the ones in credit cards. Such identifiers in EHR are the
best information sources for the criminals to get easy access
to the patient’s bank accounts for getting loans or to cap-
ture their passports and other important documents (property,
insurance etc.) [93]. There are several cases, which shows
that highly sensitive information of patients was easily stolen
by simply stealing EHR data. For example, a recent article
published a story about theft of EHR data (20,000 records)
from North Carolina-based Catawba Valley Medical Center.
Stolen data contained patients’ names, dates of birth, med-
ical data, health insurance information and social security
numbers [94].

Since, the data in EHR contains more detailed infor-
mation than the other sources, therefore, in case of cyber
attacks (Ransomware, Distributed Denial of Service (DDoS)
etc.), a big population can be affected at once that can lead
much beyond the financial losses [95]. For example, in the
United States (US), 4.5 millions patients’ affected by losing
their data form a popular group of hospitals through hack-
ers attack [96]. Similarly, 80 millions people were affected
because their healthcare data was lost from a health insurance
company in US [97].

Other than personal and financial information, EHR data
also contains patient’s highly confidential data in the form
of physicians’ personal notes, neuroimaging data [98], [99],
X-rays, ultrasounds as well as lab reports. This data may
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include lab results of HIV and other sexually transmitted
diseases [100], mental disorders [101], personality disor-
ders [102], contagious diseases as well as doctors sensitive
comments about patient mental illness or personality dis-
orders etc. All such data is stored in the hospital’s local
database (each hospital may have its own local electronic
database), which is connected across other hospitals’ or
health providers’ databases via wired or wireless connections
for sharing purposes. Transfer of such confidential data over
the internet creates several security risks. It provides a chance
to hackers and other harmful attackers to access the data and
use it for their own purpose [103]. In case of patients mon-
itored at home, the data from patients is collected through a
distributed network of sensors. Securing such data is another
big challenge because there are greater chances of spying and
skimming [104].

With the passage of time healthcare technologies are
extending and new technologies are being introduced to pro-
vide instant help to the patients and to enhance healthcare
quality. For example, different smart devices monitor health
(with the general purpose devices or wearable sensors) and
prescribe medications as well as provide telemedicine tech-
nology for delivering remote care [105]. Patients now can
easily access healthcare facilities by integrating their mobile
phones with telemedicine and telehealth services using sim-
ple mobile applications [106]. As the technology in health-
care is continually evolving, its inter connectivity is also
evolving. With the help of interconnected networks, patients’
information is made broadly available to the relevant organi-
zations and staff to provide quality healthcare. Exchange of
patient information over the large inter connected network is
beneficial in many ways but has increased existing security
risks.

With the increased used of smart healthcare services,
e health solutions [107], [108], and digital record systems,
EHR data generates sheer volume of data (Alone in US 48%
growing annually [109]), therefore, most of the data of EHR
database is stored on cloud services [110].

Cloud storage of EHR is beneficial in many ways like it
provides cost effective storage, easy access as well as process-
ing and updating of information is achieved with improved
effectiveness and efficiency but on the other hand opens new
doors for the threats and breaches [111]. It is because highly
sensitive and confidential patients’ information contained in
EHR is stored on a third party server where the owner does
not have any direct access [112]. Vulnerabilities also increase
because of the fact that during cloud services, a large amount
of EHR data runs on a wide network of integrated remote
servers and is accessed by multiple authorized users as a
single echo system from different distributed locations [113].

Cyber security is a technology that safeguards computer
networks and information contained in them from different
cyber attacks [114]. In case of healthcare data, cyber security
technology needs to be robust and strong as the healthcare
sector presents a lucrative avenue to cyber criminals to attack

and get hold of very sensitive data to gain large financial
benefits.

There have been many efforts reported in literature to
protect information contained in EHR while it is acces-
sible to different stakeholders through network. Different
cryptographic, non cryptographic and hybrid access control
models have been developed to securely access EHR data
[115], [116], but with the advancements in technology, secur-
ing data in EHR is more challenging as it was ever before.
Therefore, there is a high need of securing data in EHR over
the network and on cloud servers [117].

Especially securing EHR data on the cloud needs more
attention. According to the recently published research in
literature [111] the existing privacy and security-protecting
mechanisms are not enough to ensure foolproof security in
the e-health cloud. Even though, researchers have introduced
a few very advanced encryption methods such as Attribute
Based Encryption (ABE) [118], Key Policy Attribute Based
Encryption (KP-ABE) [119] and Cipher text policy Attribute
Based Encryption (CP-ABE) [120] but these are not of much
help because the data hosted on clouds is not only vulnerable
to external hackers’ attacks but also to the internal attacks
from the authorized people (database administrators and key
managers). The above mentioned advanced access control
method cannot provide support when the key managers are
attackers.

In order to overcome such deficiencies of cloud based
storage, recently blockchain chain technology has been
introduced in the healthcare sector [121], [122]. Although
blockchain technology provides a range of benefits over
the cloud computing technology, it does not provide fine-
grained control of access over EHR. In blockchain technol-
ogy, only the patient’s private key can decrypt the encrypted
EHR [123].

It is worth mentioning here to explain that the security
of healthcare data is not only today’s concern rather it was
the concern before the emergence of the EHR [104]. Data
security was well studied before the EHR came into existence
(paper based patients records were needed to be safeguarded
within the premises of hospitals and not on large scales)
but with the adoption of EHR multiple gateways opened
for accessing patients’ information remotely. Furthermore,
The patient’s EHR contains more detailed information all
together in a single source as compared to the previous paper
based medical records, which were distributed among differ-
ent departments of hospitals. With the adoption of EHR it is
now easy for the criminals to attack millions of people at a
time and to steal their valuable information (because EHR are
interconnected with numerous networks. In the case of paper
based records it was not possible to steal millions of patients
records at a time).

In short, adoption of EHR has not only provided the range
of benefits but also introduced potential risks of cyber attacks.
Healthcare organizations spend more on increasing their inte-
gration but do not spend much on their system protection.
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In order to gain patients’ trust and to give them satisfaction
regarding their data safety, the healthcare providers have to
think about developing robust practical standards and solu-
tions with particular healthcare/ EHR needs.

2) PRIVACY CHALLENGES
Privacy is defined as ‘‘right to be left alone’’ or to keep
away from public domain [124]. The United Nations Gen-
eral Assembly (UNGA) declared privacy as a fundamental
human right in its universal declaration of human rights.
However, in this digital era the term privacy has become
subjective and is interpreted and implemented differently by
each state or country [125]. Such ambiguities are sometimes
exploited for different reasons, for example EHR data is used
to gain financial benefits [126] or for different secondary
purposes, refer Section V for discussion on secondary uses
of EHR.

As mentioned above, EHR data contains several security
risks especially when the information contained in them is
shared with different stakeholders over the interconnected
networks. Other than security issues, there are certain privacy
concerns linked with exchange and sharing of EHR data.
These privacy concerns are usually raised due to the fact that
when the patients data (which was recorded for the purpose of
patient individual care) is being shared or linked without con-
sent or knowledge of a particular individual. Usually consent
of an individual is necessary for sharing of data but ambiguity
arises when different healthcare organizations have different
perspectives on the question of ‘‘who owns the data?’’. Does
data belong to the patient, his/her physician, health insurance
organization, healthcare organization, social security agency
or is it jointly owned by all [104], [127]?

Breach of data can happen due to various reasons, refer
Section VI-D1, which has many ethical repercussions. For
example, disclosing a patient’s sensitive private information
such as sexually transmitted diseases or mental illness in the
public domain can negatively impact an individual’s reputa-
tion. In extreme cases such individuals can face social boy-
cott as people start avoiding an individual if they know that
he/she has sexually transmitted diseases like HIV, chlamy-
dia etc., [128]. Secondly, a person’s status in the society is
seriously affected if his/her mental illness is disclosed to the
public [129]. Another dimension to this issue is financial
impact on an individual’s life asmedical insurance companies
usually calculate premium/cost of insurance based on medi-
cal history and life events. In such cases insurance companies
can increase their premium [130], [131].

The privacy of clinical data has been subject to a lot of
research and it has been difficult to determine how much of
the data belongs to the patient and howmuch of it may belong
to healthcare organizations and whether the consent of the
owner of data is needed, in case the data is to be used for the
research purpose [127], [132], [133]. Privacy of patients can
be affected when his/her data is used for clinical research or
secondary use, refer Section V for discussion on secondary

uses of EHR. For example, a blood sample given by a patient
is stored in a laboratory and after carrying out requested
analysis the same sample is analyzed again for the purpose
of clinical research. Even though the sample is returned back
to the laboratory without any damage, still it violated data
privacy because by this way the patient’s control over his/her
data was lost [127], [132].

In research conducted by Bovenberg and Almeida [134]
referred to a case of patients versusMyriadGenetics, amolec-
ular diagnostic company. The case was about four US cancer
patients who wanted to have full access to their genomic
data. Myriad claimed that patients were provided with all
the information that was necessary to be included in their
reports and additional data was not part of the medical record
set. Patients, however, claimed that the additional data was
acquired from their lab samples, hence they have the right
over data and only they should decide what happens to their
data.

In order to protect sensitive data many patients try to
conceal their sensitive information. It is because of the lack
of confidence in the system’s security retaining their data.
It also shows mistrust of patients’ on medical staff (doctors,
nurses and the others) because patients think that they might
disclose their confidential information to the public that may
create embarrassment for them in society [135]. Some events
have happened in the past because of which patients have
becomemore sensitive in disclosing their private information.
For example, in 2013, one of the medical technicians of
a US hospital was found guilty in selling patients medical
information [136]. Similarly, a hospital in the US informed
its 34000 patients that their medical information has been
lost from their agent [137]. Due to all such incidents, patients
don’t feel confident in disclosing their information even to the
physicians. Hiding facts and information from the physicians
and the medical staff can lead to treatment failure. Thus,
such challenges may have severe consequences for patients,
healthcare providers and even for the governments.

It is highly recommended from policy makers, leaders and
related authorities to discuss privacy and security concerns
of EHR data (database storage policies or its sharing poli-
cies and paradigms) and formulate policies to address these
concerns. There are some existing policies, which need to
be revised or reformulated according to the present day era,
an era of data analytics, big data and artificial intelligence.

VII. POPULAR DATA PROTECTION REGULATIONS
AND THEIR CHALLENGES
A. GENERAL DATA PROTECTION REGULATION (GDPR)
In order to protect patients’ personal sensitive data from
different security threats and privacy violations, in some
regions of the world, data protection regulations have been
enforced by the authorities. The most popular data pro-
tection regulations are General Data Protection Regulation
(GDPR) [13], Health Insurance Portability and Account-
ability Act (HIPAA) [138] In this study we have critically
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analyzed these regulations in terms of how these protect
patient privacy and enforce data security.

After years of discussions, drafting, negotiations and
efforts, in April 2016 GDPR was passed by European Union.
On 25May 2018, the European Parliament and Council of the
European Union both with their combined efforts enforced
the GDPR 2016/679 [139]. Since then, professionals, citizens
and authorities across Europe and beyond are strictly bound
to the legal regimes imposed by GDPR. It is an exhaustive
document of legislation that addresses challenges of data pro-
tection of personal data. The aim of GDPR is to control and
improve handling and processing of personal data particularly
of European citizens. It oversees every aspect of citizens per-
sonal data handling and has recommended to impose heavy
penalties for non compliance that may include prosecution of
any organization in the world that is found guilty of privacy
breach or misusing European citizens data [140].

GDPR is not only beneficial for the citizens but also for
the organizations as it gives citizens confidence to share their
data with the organizations when required. It also boosts
organizations business and helps them in their smooth run-
ning without any hurdle of acquiring citizens data (without
trust citizens usually do not share their data when required
by the organizations, refer Section VI-D2 for discussion on
mistrust between data provider and data handler). Even with
all these obvious advantages, organizations in the past were
rigid to adapt (at present they are forced to adapt) privacy
regulations imposed by GDPR [141]. This is due to the fact
that enterprises and organizations were facing challenges
in implementing these regulations [142]. The organizations
were already complying with the regulations imposed by the
European Data Protection Directive (EDPD) of 1995 [143]
and were not prepared for the new changes or possibly there
was a lack of awareness of the new requirements raised by
the GDPR. Another issue with the implementation of GDPR
was financial needs, human resource requirements as well as
proper training of the employees to understand the GDPR
regulations [144].

GDPR defines six main data protection principles (other
data protection principles further clarify them or further
enhance them) that organizations (healthcare organizations)
have to comply with when processing European citizens
personal data [145].

Each of these principles is briefly explained below with
implications on EHR data.

1) Lawfulness, fairness and transparency
(Article 5(1)(a)): This article states that citizens per-
sonal data must be processed lawfully, fairly and trans-
parently. Lawful processing of data is further defined
in Article 6, which states that in order to process
personal data lawfully, it is necessary for the data con-
trollers to set out/obey one of the following conditions
(In this section the term ‘‘data controller’’ is used
multiple times and in the context of this study this term
refers to healthcare organizations which records and
stores/hold personal data):

• ‘‘The data subject must be given consent
(Article 6(1)(a))’’.

• ‘‘Processing is necessary for the performance of
a contract to which the data subject is party
(Article 6(1)(b))’’.

• ‘‘Processing is necessary for compliance with the
law (Article 6(1)(c))’’.

• ‘‘Processing is necessary to protect vital interest of
the data subject (Article 6(1)(d))’’.

• ‘‘Processing is necessary for the performance
of a task carried out in the public interest
(Article 6(1)(e)’’.

• ‘‘Processing is necessary for a legitimate interest
of the controller or third party (Article 6(1)(f)’’.

In order to process personal data lawfully, all the
clauses of the Article 6 (mentioned above) are impor-
tant to be followed by the data controllers but the
most pertinent clause of the article 6 in the context
of EHR data is 6(1)(a) that relates to the processing
of personal data with the consent of the person whose
data is being used. However, based on the employer-
employee or physician-patient relationships, where one
party (physician in our case) is in power and processes
other party’s personal data, consent is not a proper legal
basis to be relayed upon [146]. This is due to the fact
that data protection regulation requires consent should
be genuinely free without any pressure/intimidation.
It can only be possible if the patients have freedom
in giving their consent or not and have a choice to
withdraw their consent at any point of time without any
detriment as easy as they gave it.

2) Purpose limitations (Article 5(1)(b)): Purpose limita-
tions bounds organizations (healthcare organizations)
and individuals to collect personal data only for a
specific, explicit and legitimate purpose and the data
must be used for achieving that purpose only. Data
purpose must be clearly defined before its collection
and it should not be further processed in a way that is
incompatible with the original defined purpose(s).

3) Data minimization (Article 5(1)(c)): In order to use
personal data, it must be limited to its primary purpose
only. It must not be collected more than its need.

4) Accuracy(Article 5(1)(d)): In dealing with the citizens
personal data it must be responsibly dealt for example,
if the data needs updation and inaccurate or incomplete
data elements need to be removed, all must be done
with high accuracy.

5) Storage limitations (Article 5(1)(e)): Storage limita-
tions refer to the fact that personal data must be deleted
after it has been used and no longer further needed.
It means data should be collected with a proper prede-
fined time-line and it must be removed after the time-
line is reached.

6) Integrity and Confidentiality (Article 5(1)(f)): It is
the entire responsibility of the individuals or organiza-
tions (who want to process citizens personal data) to
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ensure the safe processing of data and to protect it from
unauthorized use. During processing, data must be safe
from any accidental loss, damage or demolition and it
must be protected against any unlawful use.

If analyzed critically, clauses (b-f) of Article 5 have con-
tradictory nature in the context of EHR data concepts. The
regulations mentioned in these clauses (such as data mini-
mization, purpose limitation) limits the quantity of data col-
lection and enforces its deletion soon after the purpose has
been achieved. On the other hand, healthcare organizations
encourage collecting more and more data and to save it for
longer periods of time for the purpose of detailed analysis,
mining and predictions [147], as discussed in Section V.

Article 25 further enhances the ideas presented in Article 5
by defining privacy by design i.e. ‘‘The controller must
implement appropriate technical and organizational measures
for ensuring that, by default, only personal data which are
necessary for each specific purpose of the processing are
processed’’. Although, this Article enhances protection of
personal data by demanding privacy by design form the
controllers but it is difficult to implement because of its
broader definition and due to the requirement of additional
implementation cost and resources. Furthermore, privacy by
design can show rigid behavior with time (like the other
embedded technical solutions) because of not updating its
measures frequently [148].

It has already been described in this study (refer
Section VI) that the healthcare data is one of the most vul-
nerable data in terms of security threats, therefore needs
special attention for protection during processing. Article 9
of GDPR defines the processing of such special categories
of data, which requires additional protections in processing
such as genetic data, biometric data, healthcare data etc.
Article 9 imposes additional obligations and provides more
restrictive legal basis for processing health related sensitive
data. The recommendation of this article is to obtain explicit
consent of collecting and processing sensitive personal data.
Although, explicit consent of data processing is required in
processing any type of personal data (Refer article 6(1)(a)
mentioned above) but in case of processing healthcare data,
obtaining consent is usually difficult, specially for secondary
purpose, refer Section V for secondary uses of EHR data.
Obtaining explicit consent for every secondary use is a time
consuming, costly as well as an exhausting process [149].
There has been a great debate on obtaining specific consent
in literature. The conclusive outcome of all such debates
is to shift specific consent into a broader consent of data
processing that covers the range of its future uses (such as
secondary uses of EHR) [150].

At present, most of the patients are not aware (or do not
want to be aware) about what happens to their data once it
has been taken from them and also they do not know about
the data processing procedures undertaken by the healthcare
providers. According to Spiekermann et al. [151], if indi-
viduals knew about today’s healthcare business model and

how third parties use personal private data, they would be
surprised and feel betrayed. Obviously, under such circum-
stances, obtaining broad consent is not logical.

Article 32 of GDPR defines security of processing of per-
sonal data. According to it, to process and maintain security
of personal data pseudonymisation should be performed [13].
Pseudonymisation is a technique to ensure that an indi-
vidual won’t be identified through personal data (personal
data includes direct and indirect identifiers that can identify
a person for example, name, ID number, location, contact
information (Article 4)) [13]. The process is to replace the
main characteristic of an individual with randomly generated
indicators. The information regarding identification must be
stored separately [152]. Even if pseudonymisation technique
is applied, it is possible to re-identify individuals by combin-
ing different data sets [153]. Re-identification pulls down the
illusion of privacy policies, which are promised by technol-
ogists. Lawmakers should re-evaluate law and consider the
weakness of pseudonymisation [154].

Other than the regulations described above, one of the
most controversial regulation is the ‘‘Right to be Forgot-
ten’’ (Article 17). This article imposes an obligation of era-
sure of one’s personal data on the controllers. It gives the
right to the users to erase their data any time from all the
available places from where they want as per their request.
According to concept of healthcare data where decision sup-
port and predictive systems are being made by archiving
the patients’ personal data (consider case of public health
surveillance or clinical research, refer Section V), this arti-
cle creates huge controversy because logically no more
backups or archives of data would be applicable by the
organizations.

B. HEALTH INSURANCE PORTABILITY AND
ACCOUNTABILITY ACT (HIPAA)
In the year 1996 US congress made and passed HIPAA
act to protect the patients’ confidential health information
contained in their medical records. HIPAA act brought forth
multiple standards for addressing the privacy and security
related issues with the patients Protected Health Informa-
tion (PHI) [155]. In terms of HIPAA, PHI refers to the
‘‘Individually Identifiable Information’’ that is transmitted
through electronic or any other media with the exception of
educational or employment records [156]. The basic purpose
of HIPAA was to secure healthcare information that is sub-
jected to the health transactions. The HIPAA regulations were
slowly implemented and its additional rules and regulations
were released from time to time. During the period from
2002 to 2007, the following six additional regulations were
released [157].

• In October 2002, standards for electronic claims and
transactions were established.

• In April 2003, guidelines for the disclosure of patient
health information were established.
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• In June 2004, National Employer Identifier Rule (NERI)
was established according to which the federal tax iden-
tification number was considered as the employer’s
national identifier.

• In April 2005, some technical as well as administrative
protocols were established for the security and integrity
of the patient’s health information.

• In February 2006, HIPAA enforcement rule was estab-
lished to guide how the government will enforce the
organizations to implement HIPAA regulations.

• InMay 2007, National Provider Identifier (NPI) rulewas
established based on which a national identifier for each
provider was made and the procedures for spreading,
storing, and updating the identifier was set up.

In 2009, Health Information Technology for Economic
and Clinical Health (HITECH) Act was passed. The prime
objective of this act was to promote across the USA, imple-
mentation of EHR by providing different incentive programs
for adoption of EHR and penalties for not implementing
it [158], [159]. Alongside the EHRs implementation, HITEC
also expanded the existing HIPAA privacy and security reg-
ulations and enhanced the monetary penalties of HIPAA
violations [160].

In 2013, HIPAAwas further enhanced by adding new rules
known as Omnibus rules 2013 [158]. After the Omnibus
rules, HIPAA’s coverage was expanded from healthcare
providers (physicians, hospitals, insurance companies etc.)
to third party administrators (pharmacy benefit managers,
hospitals consultants etc.) who after the implementation
of these rules, get punishments in case of any privacy
breach [161].

In the year 2016, 21st Century Cures Act was passed [162],
which further enhanced existing HIPAA regulations by solv-
ing several interoperability issues. The Cures Act defines
specific policies to promote patient access to their data.
Particularly, its purpose was to establish strong linkage
and partnership between healthcare organizations and health
information exchange organizations to ease patient access to
their information contained in EHR, in a format that is easy
to understand & handle, secure while accessing, and can be
updated automatically [163].

HIPAA provides comprehensive guidelines to understand
the use of technology for the collecting, storing and trans-
mitting PHI. It focuses on streamlining procedures for imple-
mentation of different security measures but on the other
hand it does not elaborate on how to practically implement
such measures. After its legislation in 1966, HIPAA has
not undergone any major iteration, therefore, its rules have
been outdated and cannot provide much help in safeguarding
against the vague threats of the present digital age [164].
Due to this reason, alternative frameworks are being adopted
by the healthcare providers in order to give their systems
full support against threats. For example, in complement
to HIPAA, National Institute of Standards and Technol-
ogy (NIST) provided a framework (published in 2014 and

augmented in 2018) that specifically focuses the areas where
HIPAA lacks (like, helping organizations by educating and
training their employees) [165].

Another major issue with HIPAA regulations is that its
protection applies only on covered entities i.e. health care
providers, clinicians, pharmacies, health care facilities and
healthcare clearinghouses but not on the non covered enti-
ties i.e. different types of information sharing platforms like
social media posts [166]. Therefore, it can cause personal
information leak [167]. In case of releasing patient informa-
tion from uncovered entities like online e-commerce plat-
forms, social media posts, fitness trackers data on the internet
etc. HIPAA does not provide any protection.

In short, HIPAA with HITEC and Cure regulations have
not advanced itself with fast growing technology. It does not
completely fulfill patients’ expectations of immediate avail-
ability of their health data electronically when needed [168]
and robustly securing personal data. Therefore, HIPAA rules
need further refinement [169] keeping in view of fast pace
proliferation of technology and AI assisted gadgets.

In light of above discussion, HIPAA rules need major
amendments in order to robustly protect patients personal
and sensitive data and to make it accessible instantly where
and when needed. There is also a need to define and include
different non covered entities into HIPAA’s scope to extend
its protection to different information sources critically asso-
ciated with the EHR data in the present digital era.

VIII. CONCLUSION
The objective of this research article is to provide overview
of EHR and its various secondary uses, how such uses affect
individuals privacy and whether the existing important pri-
vacy regulations i.e. GDPR and HIPPA overcome these pri-
vacy challenges. Article began with an overview of EHR,
its data sources that contribute to making EHR. Then, dif-
ferent standards for sharing EHR data i.e. HL7 and FHIR
are discussed. Subsequently, thorough analysis of various
secondary uses of EHR with the aim to highlight how these
secondary uses affect patients’ privacy is presented. In the
last, the article critically examined GDPR and HIPAA reg-
ulations and highlighted possible areas of improvement in
these regulations, considering escalating use of technology
and different secondary uses of EHR.

Presented article outlined various secondary uses of EHR
to give readers an idea that how effectively EHR data can be
used in different domains such as clinical research, public
health surveillance and clinical audits to provide effective,
timely and quality healthcare facilities to the patients, refer
Section V. In order to use EHR data for secondary purposes
more effectively, challenges associated with the secondary
uses of EHR have also been described to make readers well
aware of the EHR data challenges when using it for secondary
purposes.

In the present technological era, adoption of EHR has posi-
tively impacted healthcare services.With the help of seamless
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data sharing an individual can avail instant healthcare
services at their location of preference. However, with evolv-
ing technology, risks of data security and compromise of
privacy have also been significantly increased. EHR data con-
tains highly personal and sensitive information i.e. ID/social
security number, bank details, family information and med-
ical history. Unauthorized access to EHR information can
have devastating financial and social impact on individuals
if such sensitive information is leaked in the public sphere.
In this article different ethical and privacy issues arising
from EHR data leak are discussed in detail in Section VI-D.
In the referred section, data security and patients’ privacy
risks related to the secondary uses of EHR especially when
EHR data is stored on cloud, transmitted through network and
shared & exchanged with multiple stakeholders are critically
studied.

There exists different privacy regulations to protect patients
privacy and data security when EHR data is used for sec-
ondary purposes and transferred & exchanged with multiple
concerned stakeholders through different linked locations.
However, there is a need to critically examine such regu-
lations to analyze them for calculating their effectiveness
in terms of safeguarding personal data as per present era
needs. There is also a need to highlight the challenges of
such regulations to further improve their effectiveness in
safeguarding personal data from the potential cyber attacks
and to cope with the technological advancements of cyber
attacks. In this study, important privacy regulations i.e. GDPR
and HIPPA are studied in perspective of secondary use of
EHR, refer Section VII. Our purpose is to highlight possible
improvements areas in these regulations to make them more
effective in protecting privacy and data security and to make
them robust against escalating AI-assisted techniques in data
analytics and cyber attacks.
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