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ABSTRACT Data integrity has become an extremely important security issue in cloud-assisted wireless
body area networks (WBANSs). As accurate medical diagnostic analysis is heavily based on outsourced
electronic medical data in cloud storage, any corrupted data may lead to fateful consequences. Data auditing
contributes to medical data integrity verification, but most of existing data auditing schemes are vulnerable
to attackers equipped with practical quantum-computing devices, which are very likely to be invented in
the near future. Besides, in many scenarios, a patient has no capability to execute medical data integrity
verification personally, he/she has to specify a verifier to complete data auditing. To this end, we present
an efficient lattice-based designated verifier auditing scheme (LDVAS), which could be well deployed in
cloud-assisted WBANS. In particular, LDVAS enables a patient to designate a unique verifier to execute
data auditing in post-quantum secure settings, and any others cannot fulfil such task without the approval of
the patient. We formally prove the security of LDVAS based on the hardness assumptions of lattice-based
problems. The performance evaluation demonstrates the high efficiency and feasibility of LDVAS on the
side of the designated verifier.

INDEX TERMS Wireless body area networks, cloud storage, designated verifier auditing, lattice-based

problems, post-quantum security.

I. INTRODUCTION

Nowadays, due to the fast development of wireless medi-
cal sensors and communication technologies, wireless body
area networks (WBANs) have been considered as a key
technique for improving the quality of medical and health
services [1], [2]. Using wireless medical sensors, the general
physiology parameters of patients could be collected, pro-
cessed, and transmitted to the medical information systems
via WBANSs. With the sharp increase of electronic medical
data generated in WBANS, those real-time massive data need
to be stored and processed continuously, and an accurate
clinical diagnosis and a timely medical feedback reports are
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also demanded by patients. Due to the advantages of cloud
computing technologies [3], they could be well integrated
into WBANS to overcome the inherent weaknesses of tradi-
tional WBANS, which brings about a large improvement in
medical data storage and processing capabilities.
Cloud-assisted WBANSs [4], [5] rely on cloud computing
technologies to maintain massive electronic medical data
managements for patients, especially for those patients with
chronic diseases, the system framework is depicted in Fig. 1.
Generally, wireless medical sensor nodes are implanted into
a patient’s body to periodically monitor and collect important
electronic medical data. These medical data are transmit-
ted to a cloud server associated with a medical informa-
tion system through mobile terminal equipments. As such,
based on these critical medical data, a doctor could conduct
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clinical analysis and diagnosis, and provide valuable medical
reports.

Despite great benefits on managing massive medical data
for patients brought by cloud-assisted WBAN:S, critical secu-
rity and privacy concerns in data outsourcing have been
raised seriously [6]-[8]. Among those issues, medical data
integrity has become the most import one [9]. Since patients
with mobile terminal equipments upload electronic medical
data to a cloud storage server associated with WBANS, they
actually lose physical controlling over the outsourced data.
As a result, the cloud server might hide the incidents of the
outsourced medical data or tamper with these data for some
malicious motivations. Specifically, to save storage space,
the cloud server even delete some outsourced medical data
which never be accessed. Additionally, an external adversary
may tamper with outsourced medical data for economical
or malicious purposes. Thus, a doctor is failure to gain
authentic and correct medical data, which is likely to prevent
patients from being treated accurately, or even lead to severe
consequences [10], [11]. Consequently, a periodical integrity
checking for outsourced medical data is absolutely essential.

Intuitively, the integrity verification tasks could be com-
pleted by patients themselves, but it incurs substantial com-
munication and computation burden for patients to retrieve
and check medical data integrity one by one. While pub-
lic auditing [12] enables patients to resort such tasks to
a third-party auditor (TPA). Thus, on behalf of patients,
an auditor could periodically check outsourced medical data
integrity. Once the auditing task fails, the auditor informs
patients in time that electronic medical data may be cor-
rupted, which means that these outsourced data could not
be exploited by doctors. Although public auditing brings
significant benefits to cloud-assisted WBANS, there are two
main hindrances in widely applying public auditing into
cloud-assisted WBANs. On the one hand, a majority of
existing public auditing schemes [13]-[17] are designed on
the traditional cryptographic hardness assumptions. How-
ever, according to the research results in [18], with the
advent of the quantum computers, the aforementioned pub-
lic auditing schemes will be threatened. Indeed, the break-
through research on quantum computers [19] prefigure that
the deployment of quantum computers in WBANS is likely
to be realized in the near future, which makes post-quantum
secure auditing schemes more critical. On the other hand,
existing public auditing schemes rely on a third-party auditor
to check the data integrity for cloud users, but it requires an
impractical assumption that auditors have enough computa-
tion capabilities to bear expensive verification costs, such as
time-consuming bilinear pairing and modular exponentiation
operations. As far as we are concerned, in cloud-assisted
WBANS, auditors may simultaneously execute auditing tasks
from multiple patients. As such, existing public auditing
schemes are confronted with performance bottleneck on the
side of an auditor.

In addition to the above hindrances, the deployment of
public auditing in cloud-assisted WBANSs would face another
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FIGURE 1. System framework of cloud-assisted WBANSs.

security challenges. Particularly, we should never ignore the
fact that remote public auditing will incur some danger of
leaking the privacy to some extent, patients generally con-
sider their medical data very important, these sensitive private
information could not be captured by unauthorized parties.
In such case, to protect medical data privacy for patients’
special purposes, patients could specify a particular verifier
to fulfil the remote medical data integrity verification tasks
in cloud-assisted WBANSs. Additionally, based on the ver-
ification process information, a curious third-party auditor
may try to recover the primitive medical data of the patients
by using powerful computing devices. Accordingly, some
feasible technologies need to be employed to prevent the
curious TPA from executing such operations.

To address the aforementioned security issues, in this
paper, we propose an efficient designated verifier auditing
scheme for medical data in cloud-assisted WBANs. Our
scheme is constructed on lattice-based cryptography [20],
which enjoys very strong security proofs based on worst-case
hardness as well as great simplicity.

Specifically, the contributions of this work are elaborated
as follows.

o We propose the first lattice-based designated verifier
auditing scheme (LDVAS) for electronic medical data
in cloud-assisted WBANs, and LDVAS is secure against
quantum-computing attacks. We leverage the idea of the
construction of a designated verifier signature [21], [22]
to design the designated verifier auditing scheme. To be
specific, in the auditing delegation phase, a patient as
the role of the KGC (Key Generation Centre) in an
identity-based system [23], could flexibly generate the
private key according to the identity of a designated
verifier, and authorize the unique verifier to check the
integrity of outsourced medical data.

« We formally prove the security of LDVAS in detail.
Particularly, we prove that LDVAS achieves storage
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correctness guarantee based on the inhomogeneous
small integer solution (ISIS) assumption [24], which
means that it is computationally infeasible for a mali-
cious cloud server to generate a forged auditing proof
information that could pass the verification phase.
LDVAS also preserves the robustness property based on
the hardness of the learning with errors (LWE) assump-
tion [24], and thus no one excepts the designated verifier
could check the integrity of outsourced medical data.
Furthermore, we exploit the GPV signature technique
in [25] to guarantee that the curious verifier could not
derive the primitive medical data blocks of patients.

o We conduct a comprehensive performance evaluation.
Compared with existing schemes, LDVAS is more prac-
tical for the high performance requirements in mas-
sive medical data processing for cloud-assisted WBANS.
In particular, without needing time-consuming crypto-
graphic operations, such as bilinear pairing and modular
exponentiation operations, LDVAS enables the desig-
nated verifier to fulfil the auditing tasks only through
computing simple addition and multiplication opera-
tions over a moderate modulus, which could dramati-
cally reduce the integrity verification costs.

The remainder of this paper is organized as follows.
We discuss the related work in Section II. In Section III,
we present the preliminaries including system model, formal
definition, and lattice-based background. Then we propose
LDVAS in Section IV. In Section V, we conduct the evaluation
of LDVAS in terms of security and performance. Finally,
we draw the conclusions in Section VI.

Il. RELATED WORK

A. CLOUD STORAGE DATA AUDITING

Recently, with the rapid development of cloud computing,
cloud storage technologies have become increasingly preva-
lent. Simultaneously, many security and privacy issues have
emerged, and some feasible cryptographic techniques have
been proposed to address these issues [26]-[32]. Among
those techniques, cloud storage data auditing has been one of
the most important techniques to check the outsourced data
integrity.

For the first time, Ateniese et al. [33] proposed a prov-
able data possession model which enables a data owner
to store data into an untrusted server, and the data owner
could check that whether the server possesses the cor-
rect data without retrieving an entire data set. In addi-
tion, Juels er al. [34] presented proofs of retrievability
(POR) for large data files. Following up, Shacham and
Waters [35] proposed an improved POR model, under the
security model as described in [34]. According to the work
of Shacham and Waters [35], Wang et al. [12] formally pre-
sented a pairing-based public auditing scheme for cloud stor-
age, which relies on a third-party auditor (TPA) to fulfil
the data integrity verification tasks on behalf of the data
owner through challenge and response process. Inspired by
the public auditing scheme [12], a majority of public auditing
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schemes have been proposed, such as [13], [14]. Specifically,
those schemes exploit the random masking techniques to
prevent the curious TPA from revealing the primitive data
blocks of data owners. Moreover, some remote cloud storage
data auditing schemes with novel security properties have
also been proposed. The public auditing scheme in [36] suc-
cessfully employs the new indistinguishability obfuscation
technique, and it is especially light-weight on the side of the
TPA. In the scheme [37], [38], cloud users could specify a
unique verifier to conduct the remote data integrity verifica-
tion, thereby protecting data privacy to some extent. In order
to decrease the damage of the user’s key exposure in cloud
storage data auditing, the scheme in [39] formally defined
the secure model of auditing with key-exposure resilience,
and proposed a strong key-exposure data auditing for cloud
storage. To give assistance to data owners for processing their
data in public clouds, the novel proxy-oriented data uploading
and remote data integrity checking scheme has also been
proposed in [40]. Utilizing biometrics as the fuzzy identity,
Li et al. [41] have proposed a fuzzy identity-based auditing
scheme, which offers the property of error-tolerance, it binds
with private key to one identity which will be exploited to ver-
ify the correctness of a response auditing proof information
generated with another identity, if and only if both identities
are sufficiently close. Additionally, some approaches have
been proposed to address the issues of medical data integrity
in cloud storage [15], [42], [43].

B. LATTICE-BASED CRYPTOGRAPHY AND THE
APPLICATIONS IN CLOUDS

Due to the pioneer work in [18], the conventional pub-
lic key cryptographic algorithms will be broken once the
quantum computers come true. Lattice-based cryptogra-
phy [20] has been termed as the best promising solu-
tion of resisting quantum computing, since it enjoys very
strong security proofs based on worst-case hardness, rela-
tively efficient implementations, as well as great simplicity.
Specifically, because of those excellent properties, the fully
homomorphic encryption schemes have been proposed in
recent years [44], [45], which enable the cloud computing
to arbitrarily compute the encrypted data without recovering
any plaintext. In addition, a preimage sampleable func-
tion [25] has been designed, which is a basic tool to con-
struct lattice-based signatures to prevent adversaries from
tampering with data. Subsequently, using the preimage sam-
pleable function, some novel lattice-based signatures have
been proposed in [46], [47]. Furthermore, considering that
homomorphic properties have distinguished applications in
cloud computing settings, some lattice-based linearly homo-
morphic signature schemes [48], [49], a fully homomorphic
signature [50] and some fully homomorphic message authen-
ticators [51], [52] have also emerged. Attractively, these
lattice-based schemes with homomorphic properties could
be applied to construct cloud storage auditing schemes with
quantum-computing resistance. Based on lattice-based cryp-
tography, the scheme in [53] has addressed the key-exposure
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problem for data auditing in post-quantum secure cloud stor-
age settings, another post-quantum secure identity-based data
outsourcing with public auditing in cloud storage has been
proposed in [54]. However, these schemes cannot support the
designated verifier integrity checking functionality.

lll. PRELIMINARIES

A. SYSTEM MODEL AND FORMAL DEFINITION

Now we introduce the system model of a cloud storage data
auditing, as depicted in Fig. 2. There are three different
entities: cloud user (patient), cloud server, the designated
third-party auditor (TPA).

The cloud server 7, %'04
”f,,q 4,
€y, %o

»,
%y,

Authorize

Auditing result

The designated TPA

Cloud user

FIGURE 2. System model of cloud storage data auditing.

o Cloud user: As a patient, whose medical data are col-
lected by wireless medical sensors, and are uploaded to
a cloud server via wireless body area networks. Specifi-
cally, the patient is required to designate a unique TPA to
check the outsourced medical data integrity periodically.

o Cloud server: It is equipped with the medical infor-
mation systems associated with wireless body area
networks, and provides with powerful cloud storage
and computation resources for patients to create, store,
update and request for retrievability.

o The designated TPA: It is a designated verifier, which
fulfils the auditing tasks on behalf of patients upon
request, and feeds back the auditing results to patients,
and detects the medical data corruption as soon as
possible.

We provide a formal definition of a cloud storage desig-
nated verifier auditing scheme, which consists of the follow-
ing three phases. They are the system initialization phase,
the auditing delegation phase, the challenge-response phase,
respectively.

The system initialization phase contains the following
three algorithms, called Setup, KeyGen, and TagGen,
respectively.

Setup: This is a probabilistic polynomial time algorithm
(PPT), which takes as input the common security parame-
ter k, and outputs the public system parameters.

KeyGen: This is a PPT algorithm which is performed
by a cloud server and a patient to set their correspond-
ing public-private key pairs. It takes the public system
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parameters as inputs, and outputs a public-private key pair
(Pkpatient » Skpatient) Tor the patient, and (pkcioud s skcioua) for
the cloud server.

TagGen: This is a PPT algorithm which is performed by
the patient, he/she takes as inputs the private key skpasiens
the medical data file F, and outputs the set of signatures W.
Simultaneously, the medical data file tag 7 is also produced
during this algorithm. Finally, the patient uploads the medical
data file F, the file tag 7, and the corresponding set of
signatures W to the cloud server associated with wireless body
area networks, and deletes them in the local copy.

The auditing delegation phase contains the VerDesig algo-
rithm as follows.

VerDesig: This verifier designation algorithm is performed
by a patient. Once the patient plans to send a request mes-
sage for an auditing task to the designated TPA, as the
role of the KGC, the patient generates the designated TPA’s
public-private key pair (pkrpa, skrpa) by using the patient’s
private key skpuriens and the designated TPA’s identity IDrps.
Finally, the patient sends (pkrpa, skrps) to the designated TPA
via a secure channel, and registers (IDpasiens, IDTPA, PkTPA)
into the cloud server simultaneously.

The challenge-response phase for the designated verifier
auditing scheme contains the following three algorithms.

GenChal: The is a PPT algorithm which is performed
by the designated TPA. It takes as inputs the public system
parameters, and outputs an appropriate auditing challenge
message (chal, IDtpa).

GenProof: The is a PPT algorithm which is performed by
the cloud server. It takes as inputs a medical data file F, the
corresponding set of signatures W, the medical data file tag 7,
and the challenge message (chal, IDtpa), outputs a response
auditing proof information P to the designated TPA.

VerifyProof: Once receiving the response auditing proof
information P from the cloud server, the designated TPA
takes chal and P as inputs, and outputs true if the integrity of
the electronic medical data is verified as correct. Otherwise,
it outputs false.

B. DESIGN GOALS

In this paper, we target a designated verifier auditing scheme
for medical data in cloud-assisted WBANS, the following
objects should be achieved.

o Storage correctness guarantee: The cloud server should
keep the outsourced medical data intact. It is computa-
tionally infeasible for a malicious cloud server to tamper
with the medical data of patients to pass the designated
TPA’s integrity verification process.

« Robustness: The patient could designate a unique TPA
to fulfil the medical data auditing tasks, so that no one
excepts the designated TPA could execute the integrity
verification of the medical data stored in cloud-assisted
WBAN:E.

« Privacy preservation: Based on the auditing proof infor-
mation from the cloud server, it is computationally
infeasible for a curious designated TPA to recover the
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primitive medical data blocks of patients, by using pow-
erful computing devices.

o Quantum-computing resistance. Due to the threats of
quantum computers, a practical designated verifier
auditing scheme for medical data in cloud-assisted
WBANS resisting quantum computing is demanded.

o High performance: It is demanded for a cloud server
with a higher efficiency to process massive electronic
medical data simultaneously. In addition, to provide
with high-quality medical data auditing services in
cloud-assisted WBANS, the auditing time and commu-
nication costs should be as low as possible on the side of
the designated verifier.

C. LATTICE-BASED BACKGROUND

Lattice-based cryptography is secure against quantum-
computing attacks, it has very strong security proofs based
on worst-case hardness, and has been termed as the best
promising post-quantum cryptography. Now we introduce the
background of lattice-based cryptography as follows.

Given a positive integer d, [d] denotes the set {1, --- , d}.
Given an n X m matrix A = [ay, - - - , a,,], where a; denotes
the i-th column vector of A. Define ||a|| as the Euclidean norm
of a, and ||A|| = maxic(mlla;|l.

Lattices. Let B = {by,---,b,;,} C R™ consist of m
linearly independent vectors. An m-dimensional lattice A
generated by B is defined as A = L(B) = {Bz :z € Z™}.

Here B is a basis of the lattice A = L(B). Furthermore,
denote B = {by, --- ,b,,} as its Gram—Schmidt~orthogonal—
ization, which is defined iteratively as follows: by = by, and
foreachi = 2, ---, m, the vector l?, is the component of b;
orthogonal to span (by, - - - , b;j_1).

In this paper, our construction will build on integer lattices
defined by Ajtai [55].

Definition 1: Given a matrix A € Z;”" for some integers
q, m, n, we define as follows.

AfA)={yeZl:IxeZ,y=A"xmod g}.

AFA)={eeZ":Ae =0mod g}.

Ag(A) ={ee€Z":Ae =y mod q}.

Observe that A’;(A) =t+ A;(A) mod g, where t is an
arbitrary solution of the equation At =y mod g. Thus Ag(A)
is the coset of A4(A).

Discrete Gaussian on Lattices. For any vector u € R",
any positive real number r > 0, the Gaussian function on
R™ with center u with deviation 7 is p, 4(x) = exp(—m||x —
u||2/r2). Denote p, u(A) = erA poru(x), the discrete
Gaussian distribution over A with center u and parameter r
isVx € A, x = DA ruX) = pru(x)/0ru().

Hardness problem assumptions on lattices.

Definition 2: The hardness assumption of LWE, ;, , prob-
lem is defined as follows. For positive integers n, m, g,
where m > n, ¢ > 2, choose a vector s € Z, and
a discrete Gaussian distribution x on the Z”, choose a
uniform random matrix A <« Z;X’", a random vector
y <« Zc;”’ and sample a vector e < yx, the distribution
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A, Als + e) and the distribution (A, y) are indistinguishable
as described in [24].

Based on the security proof in [24], LWE ,, , is as
hard as solving several standard worst-case lattice problems
using a quantum algorithm. Moreover, for an LWE instance
(A, ATs+e), provided that we get the knowledge of the trap-
door T, with that the Euclidean norm of T is small enough,
and e is sampled from a discrete Gaussian distribution yx,
thus s could be easily recovered as described in [56]. Note
that T'(A"s + e)(mod q) = (AT)'s + T "e(mod q) =
T "e(mod q), both T and e contain only small entries, each
entry of the vector T "e is smaller than ¢ and T "e(mod q) is
equal to T "e. Multiplied by (T 7)~!, we get e. Furthermore,
we could easily recover s.

Definition 3: The inhomogeneous small integer solution
assumption of (ISIS, ;) problem is given as follows. For a
prime g, amatrixA € Z;”", auniform random vectory € Zg,
and a real number ¢, the goal of ISIS, ;, ; is to find a nonzero
integer vector e € Z(;", such that e # 0,Ae = y mod q and
0 < |le]| < ¢. For any poly-bounded m, { = poly(n), and for
any prime g > ¢ - w(y/nlogn), the average-case assumption
of ISISy ;¢ is as hard as approximating the assumption of
SIVP in the worst case to within certain factors y(n) =
¢ - O(y/n) in [25].

Preimage sampleable function and lattice basis
delegation technique.

Lattice has useful cryptographic applications due to its
natural trapdoor characteristic. We first describe an algorithm
that generates a uniform random matrix A € ngm and a
trapdoor matrix Ty € Z;"*™, then we describe the preimage
sampleable function. Finally, we describe the lattice basis
delegation technique.

Definition 4: There is a PPT algorithm TrapGen(g,n) [57]
that outputs (A € Z(;’X”’, T4y € Z[’I”X'”) such that: A is
statistically close to a uniform random matrix in Z;™™. Ty is
a basis of Aj(A), the Euclidean norm of all the rows in
TAo(|IT4|) is bounded by O(nlogq) with all but negligible
probability in #.

Definition 5: The preimage sampleable function is
defined as follows. Taking as inputs a matrix A € Z;xm,
a basis Ty € Z;’X’” of Aﬂ[(A), a parameter o > ||7F";|| .
w(y/logn), and a vector y € ZJ, the preimage sampleable
function SamplePre(A, T4, y, o) [25] outputs a sample 6 €
Z;” which is from a distribution that is statistically close to
D Ao where D Ad).o 1 the discrete Gaussian distribu-
tion over Af,(A) with parameter o.

Agrawal et al. [58] have proposed a technique for delegat-
ing short lattice basis that enjoys the advantage of keeping the
lattice dimension unchanged.

According to [59], there exists a PPT algorithm that takes
as inputs an arbitrary basis of m-dimensional lattice A and a
full-rank setNS = {s~1, .-+, 8u}in A, outputs a basis T' of A
satisfying ||T|| < [IS|| and IT|| < [IS] - v/m/2.

We describe the distribution D,,x,; as follows. Dyxm
denotes the distribution on a matrix in ZC’I”X’”, which is
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defined as (Dzm ;)" conditioned on the resulting matrix
being Z,—invertible that the R matrix mod g is invertible
as a matrix in ZJ", here the parameter og = /nlogq -
w(y/logm).

Finally, we describe the lattice basis delegation algo-
rithm NewBasisDel in [58] for B = AR™'. The algorithm
NewBasisDel takes as inputs a rank n matrix A € Z;xm,
a Z,-invertible matrix R sampled from D,;,x,, a short basis T4
for Aj(A) and parameter § > || T4l -OR/m- a)(log3/2 m), and
outputs a short basis Tp of Aql(B). NewBasisDel(A, R, T4, )
proceeds as follows.

(1) Calculate T}, = {Ray, --- ,Ra,} < Zy', where Ty =
@, .an} S 70"

(2) Convert Ty into a basis Ty of Aql(B) according to [59].

(3) With the random algorithm RandBasis(7,, §) in [60]
to make randomized basis Tp of Aj(B) from 7.

IV. CLOUD STORAGE DESIGNATED VERIFIER AUDITING
SCHEME FOR MEDICAL DATA IN WBANSs

A. OVERVIEW

In this section, we propose a lattice-based designated verifier
auditing scheme for electronic medical data in cloud-assisted
WBANS. In the proposed scheme, we define a designated
verifier as a designated third-party auditor (TPA). To enable
the designated TPA to check the integrity of the outsourced
medical data stored in a cloud server associated with WBANs
efficiently, we utilize a lattice-based linearly homomorphic
signature algorithm as a basis tool, to realize the construc-
tion of linearly homomorphic authenticators. In particular,
we require a patient to perform verifier designation authority.
In such case, the patient could flexibly designate a trusted
third party to check the outsourced medical data integrity.
When the patient wants to check the integrity and correctness
of the medical data, as a role of the KGC in an identity-based
system, the patient produces the private key according to the
identity of the designated TPA, and sends it to the desig-
nated TPA via a secure channel. Thus, the designated TPA
could execute the subsequent auditing tasks. Furthermore,
to guarantee privacy preservation against a curious designated
TPA, we take advantage of the preimage sampleable function
to produce a signature of a random sample vector, which
is termed as random masking. Accordingly, combining lin-
early homomorphic authenticators with the random masking
technique, the scheme could also prevent the designated TPA
from recovering the patient’s primitive medical data blocks.

B. THE CONSTRUCTION OF LDVAS
The proposed lattice-based designated verifier auditing
scheme (LDVAS) for electronic medical data consists of the
following three phases: system initialization phase, auditing
delegation phase, and challenge-response phase.

The system initialization phase contains the following
three algorithms.

Setup: A patient first preprocesses an electronic medical
data file F into / medical data blocks F = {m, map, - -- , m;},
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eachm; € Z(;”, 1 <i <, F couldbe actually considered as an
m x | matrix. In addition, in order to enable two algorithms
SamplePre and NewBasisDel to execute correctly, the sys-
tem sets two secure Gaussian parameters o, S, respectively,
which have been introduced before. For a secure parameter n,
the system also sets params = {q, m, I:, Dy, x}, where g =
poly(n), m > [2nlogq], L = O(y/nloggq), and D, = {e €
Z(;" 10 < |le|| < o+/m}, x is a discrete Gaussian distribution.
Finally, the system sets Hj : Z;X’" x {0, 1}* — ZZ;, H> :
{0, 1}* — Z{;, Hy : Z; — Zy, Hs : Z{;” X ZZ; — Z,’;’ to be
four secure collision-resistant hash functions, and sets H3 :
{0, 1}* — Z™*™ to be a collision-resistant hash function,
the output value of H3 is distributed in Dy, .

KeyGen: The patient runs TrapGen(q, n) to produce a
uniform rar}gom mjltrixA € Z;X’" and a basis T4 for A(JI-(A)
such that | T4 || < L. To guarantee the integrity of the unique
identity of the medical data file, the patient also selects a light-
weight signature algorithm with the corresponding key pair
(spk, ssk). Meantime, a cloud server also runs TrapGen(g, )
to produce a uniform random matrix B € Z7*™ and a basis
Teioud € ZI™™ for A}(B) such that [|Tejougll < L. Thus,
the public parameters are PK = {spk,A, B}, the secret
parameters are MK = {ssk, Ta, Tcioua}-

TagGen: For each medical data block m; € Z{;" in the
medical data file F' = {my, my,---, m;}, with its identity
being id € {0, 1}*, utilizing the patient’s public-private
key pair (A, T4) and the public key B of the cloud server,
the patient produces the signature as follows.

o Compute n vectors B = Hi(Allid|j) € Z; for 1 <
J = n

o Compute u; = Ha(id||i)+Bm; € Z[’;, the inner products
hij = {ui,B;)) € Z; 1 < j < n, and parse h; =

(hir, -+ hin) " € Zy.
o Run SamplePre(A, T4, h;, o) to produce a signature
9,' (S Z(;n.

Denote the set of signatures by ¥ = {6;}1<;<;. To make
sure the integrity of the unique medical data file id, the patient
utilizes a light-weight signature algorithm to compute 7 =
id||SSigssk (id) as the medical data file tag of F, where
SSiggsk(id) is the signature of id under the private key ssk.
Finally, the patient sends {F, t, U} to the cloud server and
deletes them in the local storage.

The auditing delegation phase contains only the verifier
designation VerDesig algorithm as follows.

VerDesig: When the patient sends a request message
for the auditing task to a designated TPA, with the iden-
tity ID7ps, the patient computes Rp,p,, = H3(ID71ps) €
Z™, O = ARg,)™' € Z™, and runs
NewBasisDel(A, Rip,»,, T4, 8) to generate the correspond-
ing private key Tipy,, € Z;"", where Tjp;p, is a random
short lattice basis for A;'(QIDTPA)- Then the patient sends
(Q1Dsps» TiDypy ) to the designed TPA via a secure channel, and
registers (IDpasient, IDTPA, QID7p4) into the cloud server.

The challenge-response phase for the designated auditing
scheme contains the following three algorithms.
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GenChal: Once receiving the request message for desig-
nated auditing task from the patient, the designated TPA first
retrieves the file tag t for F, with respect to the scheme we
have described in the TagGen algorithm, the designated TPA
checks the validity of the signature SSig (id) with spk, and
then constructs the challenge message chal as follows.
The designated TPA first selects a random c-element subset
Tz ={h,---,l;} of set {1,2,---,1}. Then the designated
TPA randomly chooses a string (cy,, ¢, - -+, ¢1.) € {0, 1}
The challenge message chal = {{i, ¢;};c7, IDTps} locates the
medical data blocks need to be checked. Finally, the des-
ignated TPA sends chal = {{i, ¢j}icz, IDTPA} tO the cloud
server.
GenProof: Upon receiving challenge message chal =
{{i, citiez, IDTPA}, the cloud server looks into (IDpasient
ID7pA, Qipgp,) 10 its database, and computes the aggregate
signature 0 = ) ,_7c;0;, the aggregate message v =
> icz ¢im;. To blind the aggregation message v, the cloud
server selects a random vector w <« Z;, then runs
SamplePre(B, T,j,,q4, W, 0) to generate the signature y € Zé"
of w. Then the cloud server executes as follows:
o Compute v =y + Hy(w)v € zy.
« Randomly select a new vector £’ <« Z(’;, and compute
Hs(Vl€) € 2.

« Select an error vector § <— Z,;" according to the discrete
Gaussian distribution y. Compute e = 6 + Hs(V'||&),
§= Q;rDTPAé/ +s.

Finally, the cloud server sends P = {v/,w,e, &} as the
response auditing proof information of storage correctness to
the designated TPA.

VerifyProof: Using the private key Tip,,,, the designated
TPA could compute T,ETPAS = TIETPA (Q,TDTPAE’ +5) =
TI—BTPAS mod q. Since Tip,p, is a trapdoor basis of Aj(QIDTPA),
whose entries are all sufficiently small and s is an error vector
whose entries are also small enough, thus 7,}, & =T, &
mod g with an overwhelm probability. Thus the designated
TPA could compute s = (TIBITPA )TTI—{)TPAE mod ¢q. And
then, the designated TPA gets &’ from & and s. Furthermore,
the designated TPA computes the aggregate signature 6 =
e — Hs(V'||&").

The designated TPA proceeds to check the validity of the
response auditing proof information as follows.

o Compute n vectors B = HiA|id|j) € Z; for

I <j=<n
o Compute A = Hy(w) ) ;o7 ciHa(id|li) —w + BV € z;.
o Compute the inner products hz; = (A, Bj) € Z4, 1 <
Jj < n, and parse hy = (hzy, -, h1,)' € Zl;‘.
o Check the verification equation Hs(w)A6 = h7 and the

inequation 0 < ||0]| < co 4/m whether or not hold.
The correctness of the verification equation is elaborated
as follows:

Hy(w)AO = Hy(w)A Z i = Ha(w) Z ciAD;

i€l iel
= Haw) ) _cihi = Haw) ) _ cih;
iel iel
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= Hyw) Y cillpi, B1)s -+ (s Ba))

iel
= Haw)((D_ citi B}, -+, (> cirtin )
i€l ieZ
= Haw)((Y_ cirti, Br), -+, (O cintin Ba))
i€l i€
= Hyw)((Y_ ciHa(id i) + Bv, B1), -+,
i€l
() ciHa(id|li) + Bv, Ba)) "
i€l
= ((Haw) Y ciHa(id i) + BHyw)v, B1), -+ - ,
i€l
(Ha(w) Y _ ciHa(id [11) + BHaw)v, Bu))
i€
= ((Haw) Y ciHa(id ) + B0 =), Bi), -+,
i€l
(Haw) Y ciHa(id i) + B = y), Ba)) |
ieZ
= ((Haw) Y _ ciHa(id i) —w + BV, B1), -,
i€l
(Ha(w) Y ciHa(id i) —w +Bv', B,)) "
i€
= (0 B1)s o (BT
= h7.

Therefore the verification equation H4(w)A6 = hz holds.
On the other hand, since 6; € Z;" is a signature of message
m; € Z))', forany i € Z,0 < [|6;]| < o/m holds, and thus
0 < 161l = | Zjez 6ill < co/m holds.

V. EVALUATION OF LDVAS

A. STORAGE CORRECTNESS GUARANTEE

In this section, we engage in proving the proposed LDVAS for
electronic medical data in cloud-assisted WBANSs achieves
storage correctness guarantee in the random oracle model.
The security proof demonstrates that a malicious cloud server
as an adversary cannot cheat the designated TPA, or cannot
pass the verification process by providing a forged response
auditing proof information. The following theorem proves the
idea properly.

Theorem 1: For a malicious cloud server, it is compu-
tationally infeasible to generate a forged response auditing
proof information that could pass the verification phase in
LDVAS.

Proof 1: We assume that there exists an adversary A
(a malicious cloud server) which could generate a forged
response auditing proof information passing the verification
phase, with a non-negligible probability ¢. In the following
steps, we will demonstrate how to construct an algorithm C
that could solve the SIS assumption with also a non-negligible
probability at least ¢ > ¢, by running the adversary A
as a subroutine. Here the adversary A interacts with the
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challenger B, which plays the role of a patient or a designated
TPA.

First of all, the adversary A is provided with an instance
of ISIS assumption (4,y) € Z;X’” X Z;, and tries to find
vector 0 using the forged signature of A such that 0 <
161l < o/m and AG = y. In particular, we will give
the detailed value of y in the last security proof process. B
also sets five random oracles Oy,, On,, On,, On,, Owns.
To maintain consistency, B will maintain the corresponding
five lists Ly, Ly, L3, L4, Ls which are initialized to be empty.

The challenger B produces the public parameters PK =
{spk, A, B}, the designated TPA’s public key (ID7pa, Qip;ps)s
and sends them to the adversary .4, and B saves the secret
parameters secretly.

Op, queries: For a distinct (A, id, j), B first checks if the
value of Hy was previously defined. If it was, the previously
defined value is returned. Otherwise, B randomly chooses a
string from Z", and stores it into list Ly, then returns it to the
adversary A.

The adversary A executes queries for On,, Ops,, On,, O
to the challenger B, B could also answer the queries to A
respectively in a similar way of the querying for O, , and
meantime 3 stores their hash values into list Ly, L3, Ly, Ls
respectively.

Signing query: The adversary A queries for F/ =
{m},m), -, m}, its identity is id" € {0, 1}*, as the role of
a patient, the challenger B performs as follows: B looks into
list Ly to get (A, id’, j, Hi(A|id'|j) for 1 <j < n, and looks
into list L, to get (id’, i, Hy(id'||i)) for 1 < i < [. Then B
computes each u; = Hy(id'||i) + Bm, 1 < i < [, and com-
putes h} = (h,--- k)", where H; = (wj, Hi(Allid'[}j)),
1 <j<n,1<i<l Foreachie{l,---,l}, the challenger
B executes SamplePre(A, Ty, &}, o) to generate signature 6.
Meanwhile, the challenger B utilizes a light-weight signa-
ture algorithm to compute t/ = id’||SSigss(id’). Finally,
Breturns {F', W' = {60}, --- , 6/}, '} to the adversary A.

After querying for polynomial times as above, as the role of
the designated TPA, when the challenger B produces chal =
{{i, ci}iez, IDTpA} to the adversary A, A executes as follows.

The adversary A, as the role of a malicious cloud server,
may try to initiate tampering attacks in the designated verifier
auditing scheme for cloud storage systems. It means that 4
could tamper with the patient’s medical data my as m;, and the
patient’s signature 6 as ;" with a non-negligible probability,
and A tries to cheat the designated TPA to believe that the
response auditing proof information could pass the verifi-
cation process. More specially, with the private key T¢joud,
and the designated TPA’s public key Qip,,,, A performs as
follows.

e Select a random vector w <« Z" and runs

SamplePre(B, T .4, w, o) to produce the signature
y € Zj of w, then A outputs the forged aggregate
medical data message P = y+H4(w)-(Zi€I’i#k cim;+
ckmy) € zy.

« Randomly select a new vector & "z (;’, and compute

Hs(™ (€™ € Z"
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« Select an error vector s* € Z;* according to the dis-
crete Gaussian distribution xy. Compute the aggregate
signature 6* = ZieI,i;ﬁk ¢ + ci6;, then compute
e = 0" + Hs(v*|§%), and £* = Qj,  £* +5*.

Finally, A sends the forged response auditing proof infor-

mation P* = {v/*, w, e*, £*} to the challenger 3. Assume that
P* from A is successfully tampered with, thus it could pass
the correct verification equation:

Hy(W)AO* = ((Haw) Y ciHa(id i) —w + Bv'™, B},
i€
s (Haw) Y eilaid|li) —w + Bv'™, )T
ieZ

The inequation 0 < [|0*|| = || }_,c7 07|l < co+/m holds.

For simplicity, suppose E is a matrix such that the j-th row
of E is the vector B; = Hi(A|id|j) € Zg’(l < j < n)inrow
form. Thus:

Hyw)AO* = E(Hy(w) Y ciHa(id||i) —w + Bv'™).
i€l

As a matter of fact, the equation Hi(w)A6* =
H4(W)A(Zi€1’i#k cifi + cr0;) holds. With respect to the
combined medical data message ieT, ik Cimi and aggregate
signature Ziel’,i;&k ci0;, we could consider that the cloud
server has generated a valid response auditing proof infor-
mation P = {v{, w1, €1, &1} according to the challenge mes-
sage chal = {{i, ¢;}ie1 ik, IDrpa} from the challenger B as
before, where w; <« Z; is another random vector, its signa-
ture is y; which is generated by SamplePre(B, T,jpuq, w1, 0),
and vi = y1 + HaW1) X jeg ipx Citio €1 = Y et iz Citi +
Hs(v{1I€]), &1 = Qyp,., & + s1. Thus the following verifica-
tion equation holds:

HiwDA ) ciy = EHawi) ) ciHa(id i)

i€, i#k i€, i#k
— w1+ Bv))
= E(Hyw1) Y ciHa(id|i)
i€l ik
—wi+ By + Hawi) Y cimy)
i€, i#k
Therefore, we get that:
Hyw)AO* = HinA( ) e+ i)
i€l i#k
= HyWA Y it + Hiw)crAG;
i€Z,i#k

= Ha(w)Ha(w1) "' E(Hy(w))
> ciHaidlli) — wi + B(y1 + Ha(w1)
i€l i#k
> cimi) + Haw)er Ay
i€l i#k
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Thus, we could get the following equation holds:

Hy(w)AO* = Hy(w)E Z ciHo(id||i)
i€T, ik

+ Hy(w)EB Z cimi + Hyw)cr A6}
i€T, ik

Since the adversary A’s forged response auditing proof
information P* = {v *, w, e*, £*} could pass the verification
equation:

Hyw)AO™ = E(Ha(w) Y ciHa(id||i) —w + BV'*).
i€l

According to the above two kinds of expression forms of
H;(w)A0*, we get that:

Hy(w)EcyHo(id||k) — Ew + EBv* = Hy(w)EB

Z cim; + H4(W)CkA9]f.
i€l i#k

As described before that v] = y| + Ha(w1) Ziez,#k cim,
where y; < SamplePre (B, T¢iouqd, W1, 0), thus Hy(w)EB
Yiez izx Cimi = Haw)Ha(w1) ™" -(EBv| —EBy) = Hay(w)-
Hy(w1)™ (E(Bv| —w1)).

Set n = Ha(w)Ha(w1) "' (Bv] —w)) € Z,;. Finally, we get
that Hy(w)Ecy - Ha(id | k) — Ew+EBv™* = En-+Hy(w)c A6} .

Once receiving chal = {{i, ¢i}icT,izk» IDTPA} from B,
A could tamper with the patient’s medical data my as mj, and
forge the patient’s signature 6 as 6, with a non-negligible
probability, and A could further succeed in forging a different
response auditing proof P* = {v/*, w, e*, £*}, certainly, here
cxy = 1. Since Hy(w) = 0 or Hy(w;) = 0 is negligible,
thus the equation holds with a non-negligible probability:
AOF = E(Hx(id| k) — (Hsw)"'(w — Bv'™* + ). As the
right side of the equation is actually an n-dimension vector
in Z;, here for simplicity, we assume it as y’ = E(H,(id||k) —
(Hs(w))~ 1w —Bv*+ n)). Actually, we see that the adversary
(malicious cloud server) could get the n-dimension vector
y'. And thus, in the beginning of the proof, we could set
y=y =EH,(id|k) — (Hsw) "L ow — Bv* + n)). It means
that the challenge B is given an instance of ISIS assumption
A,y) € Z;‘xm X Z(’;, there exists an algorithm to output
a nonzero vector 67 € ZJ' which satisfies A0 = y =
y with a non-negligible probability. However, as described
in [25], without the trapdoor basis T4 € Z;"X”’ for A;-(A),
the adversary produces a forged signature only with a negli-
gible probability. Thus, based on the forged signature, if A
succeeds in forging the response auditing proof information
also with a non-negligible probability ¢ = 1 — 221027 there
exists an algorithm C that could solve the ISIS assumption
with a non-negligible probability at least &’ = 1 — 2®logn,
this is a contradiction. Consequently, we claim that it is com-
putationally infeasible to produce a forged response auditing
proof information that could pass the verification phase based
on the hardness of ISIS assumption.
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B. ROBUSTNESS

Theorem 2: It is computationally infeasible for any other
party excepts a designated TPA to check the integrity of the
outsourced medical data stored in the cloud server associated
with WBANS.

Proof 2: According to the response auditing proof infor-
mation P = {v/, w, e, £}, since £ = QITDTPAS’ + s is an LWE
instance, by the robustness hypothesis of the LWE assump-
tion, the distribution of & is indistinguishable from the uni-
form random vector in Zj". Thus if any other third party wants
to recover &’ from &, he/she has to master the knowledge of
the designated TPA’s private key. Otherwise, he/she has to
solve the LWE assumption. However, it is computationally
infeasible according to [24]. Therefore, we conclude that no
one excepts the designated TPA could check the integrity of
the medical data stored in the cloud server associated with
WBANS.

C. PRIVACY PRESERVATION

Theorem 3: Provided with the response auditing proof
information P = {v/,w,e, £} from a cloud server, it is
computationally infeasible for a curious designated TPA to
reveal any medical data blocks in the medical data file
F = {my, my, --- , m} of the patient.

Proof 3: Once the aggregate medical data message
v = ) ;crcim; as a linear combination of elements in
medical data blocks, is directly sent to the designated TPA.
Provided that it utilizes some powerful computing devices,
the curious designated TPA could master the contents of
medical data blocks through solving linear combinations.
To preserve private medical data blocks from the curious
designated TPA, the aggregate medical data message is
computed with a random masking as v/ = y + Hy(w)v.
In order to still solve these linear equations, the designated
TPA needs to know about the signature y € Z;" of w. How-
ever, without the trapdoor basis T,,,s of the cloud server,
the curious designated TPA could never produce the valid
signature y. Therefore, given the response auditing proof
information P = {v’, w, e, £}, with the random masking tech-
nique, the curious designated TPA could not directly obtain
any linear combination of elements in medical data blocks,
or cannot further recover any medical data blocks in the file
F = {my,my,---,m} by solving linear equations. Thus
the privacy-preserving could be guaranteed in cloud-assisted
WBAN:S.

D. PERFORMANCE EVALUATION

Now we conduct a comprehensive performance evaluation
of LDVAS compared with existing PPPA in [12], CLPA
in [15] and CIPPPA in [43] which have been deployed in
cloud-assisted WBANS. Due to the large increase in massive
electronic medical data, a cloud sever needs to process these
massive data with a high efficiency, we will evaluate the com-
putational costs of the cloud server in LDVAS compared with
existing schemes to demonstrate the feasibility of LDVAS.
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Specifically, as the key factors that affect the performance
of checking the medical data integrity in cloud-assisted
WBAN:S, are actually the communication costs and auditing
time, we will demonstrate LDVAS has such performance
advantages on the side of the designated auditor in the fol-
lowing comparison.

In the performance evaluation, all the implementations are
conducted on a laptop with windows 10 operating system
with an Intel Core-i5 CPU and and 8GB DDR3 of RAM.
All algorithms are done in the C language and our code uses
the MIRACL library version 5.6.1. The elliptic curve is MNT
curve, its base field size is 159 bits and its embedding degree
is 6. To achieve the security of the hardness of lattice-based
assumptions, the parameters m, n, g need to satisfy m >
[2nlog q1. More specifically, we give an instance of LDVAS,
and compare it with existing schemes. We set the security
level of the system to be 512 bits, and set n = 10, m = 100.
All the results of implementations are representing 30 trials
on average.

First, we conduct the computational costs of generating the
response auditing proof on the side of a cloud server. For
the computational costs, we denote Mult, mult, Pair, Exp,
Add by the running time of an elliptic-curve point multipli-
cation operation, a general multiplication operation, a bilin-
ear pairing operation, a modular exponentiation operation,
and an elliptic-curve point addition operation, respectively.
We also denote Ha, ha by the running time of a hash-to-
point/hash-to-vector operation, and a general hash function
operation. In LDVAS, to blind the aggregation message v,
a cloud server selects a random vector w < Z", and runs
SamplePre(B, T .4, W, 0) to generate the signature y € Zg’
with the private key T jouq- Actually, in this process, y could
be generated by the cloud server without any interacting with
the designated verifier, thus y could be pre-computed by the
cloud server. As a result, the actual computational costs of
generating the auditing proof on the cloud server side are
(2em+m+ mn) - mult + Ha+ ha. The detailed computational
costs on the cloud server side are listed in Table 1. Addi-
tional, through the comparison of the computational costs of
generating the auditing proof, Fig. 3 gives a more intuitive
comparison, with the increase of the number of the challenge
data blocks, LDVAS has much less computational costs than
existing schemes. Consequently, it is practical for the cloud
server in LDVAS with a higher efficiency to process the
massive electronic medical data simultaneously.

TABLE 1. Computational costs on the cloud server side.

Scheme Computational Costs

PPPA c- Exp+ c-mult

CLPA c- Mult + c - mult
CIPPPA  (c+ 1) - Mult + (¢ + 3) - mult + Ha + ha
LDVAS (2em +m + mn) - mult + Ha + ha

Then, we evaluate the auditing time on the side of the des-
ignated verifier in LDVAS, compared with existing schemes.
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FIGURE 3. The comparison on the cloud server side.
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FIGURE 4. The comparison of auditing time.

In detail, according to PPPA, the computational costs of
verifying the response auditing proof is Mult + (¢ + 3) -
Exp 4+ 2Pair + ¢ - Ha + ha. As discussed in [12], since
the extra computational costs caused by the random masking
is constant: Mult + 2Exp + ha, which has nothing to do
with the number of sampled data blocks. Also, since bilinear
pairing operations are relatively expensive, the extra constant
computational costs could be negligible against the overall
computational costs of the response auditing proof validation.
Therefore, here we set the main auditing time of the auditor
to be ¢ - mult 4+ (¢ + 1) - Exp + 2Pair + ¢ - Ha in our imple-
mentations. Using the same analytical method, according to
CLPA, we could get the computational costs of verifying the
response proof is 2Pair + (¢ + 3) - Mult + (¢ +2) - Add + (¢ +
1)- Ha+ 2ha. According to CIPPPA, the computational costs
of verifying the response proof is 3Pair + (¢ + 2) - Mult +
(c —1)-Add + c - Ha + ha. While in the proposed LDVAS,
the computational costs of verifying the response proof is
(m+c+1)-Ha+ ha+ (c+ cn+2n+ mn) - mult. As shown
in Fig. 4, LDVAS is much more profitable for the desig-
nated verifier in auditing time. This is mainly because that
our designated verifier auditing scheme is based on lattice,
which only needs addition and multiplication operations over
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TABLE 2. Communication costs in an auditing task.

Scheme Challenge message Auditing proof
PPPA c- (le|+Ipl) |F] + |G| + |Ge
CLPA c- ([e]+ Ipl) || + |Gl

CIPPPA c- ([ + Ip)) || + 2G| + [p|

LDVAS c- (|4 +1) |F| + (n+2m) - |q|

Communication costs in auditing proof (KB)

PPPA CLPA

CIPPPA LDVAS

FIGURE 5. Communication costs comparison of auditing proof.

amoderate modulus. The designated verifier could succeed in
checking the medical data integrity by computing the limited
linearly equations. Furthermore, our scheme enables a patient
to designate a specify verifier to fulfil the auditing task, thus
guarantees medical data privacy of the patient to some extent.

Finally, we conduct a performance evaluation of the audit-
ing task, which consists of the communication costs and
auditing time. For the communication costs, we denote |{|
by the size of the the number of data blocks, we denote |g]|,
|p| by the bit length of an element in Z,, Z,, respectively.
In addition, we denote |F'| by the bit length of a medical data
file, denote |G| by the bit length of an element in a cyclic
group Gi, and denote |G| by the bit length of an element
in a bilinear pairing, where G x G; — G». The detailed
communication costs between an auditor and a cloud server
are listed in Table 2, which include the challenge message
and auditing proof. Obviously, we could observe that the
communication costs of challenge message in LDVAS are
less than other schemes. More specifically, as shown in Fig. 5,
the communication costs of auditing proof in LDVAS are
also less than existing schemes. Accordingly, compared with
existing schemes, the designated verifier of LDVAS has
more advantages in communication costs during the auditing
task.

Therefore, through the comprehensive performance evalu-
ation of LDVAS compared with existing schemes, we con-
clude that LDVAS achieves better performance, especially
on the side of the designated verifier, which could be more
practical for checking the integrity of electronic medical data
in post-quantum secure cloud-assisted WBANSs.
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VI. CONCLUSION

In this paper, we have proposed a lattice-based designated
verifier auditing scheme (LDVAS) for electronic medical
data in cloud-assisted WBANSs, which is secure against
quantum-computing attacks. The proposed LDVAS could
guarantee that no one excepts a unique designated verifier
succeeds in checking the integrity of the outsourced medical
data stored in a cloud server associated with WBANSs. Based
on the hardness of the ISIS assumption, we have proved
that a malicious cloud server could not cheat the designated
verifier or pass the verification process through generating a
forged response proof information. LDVAS could also guar-
antee the robustness property due to the hardness of LWE
assumption. Utilizing the preimage sampleable function to
realize the construction of a random masking, LDVAS could
prevent the designated verifier from recovering the primitive
medical data blocks by solving linear equations. The compre-
hensive performance evaluation demonstrates that LDVAS
has higher performance than existing schemes. More attrac-
tively, the designated verifier could fulfil the auditing tasks
on behalf on patients with higher computation efficiency.
Therefore, LDVAS is quite suitable for the high performance
requirements of massive medical data processing even in the
post-quantum communication settings. For the future work,
we will investigate how to utilize novel lattice-based crypto-
graphic technologies to enhance designated verifier integrity
verification for cloud-assisted WBANS in terms of security,
performance, and functionality.
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