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ABSTRACT High-speed data communication is becoming essential for many applications, including
satellite communication. The security algorithms associated with the communication of information are
also required to have high-speed for coping up with the communication speed. Moreover, the Authenticated
Encryption (AE) algorithms provide high-speed communication and security services include data encryp-
tion, authentication, and integrity. The AE algorithms are available with serial and parallel architectures;
among them, the Galois Counter Mode (GCM) algorithm has a parallel architecture. The Synthetic Initial-
ization Vector (SIV) mode in the AES-GCM-SIV algorithm provides the nonce misuse protection using
the GCM algorithm. Besides, reduced data throughput is provided using the AES-GCM-SIV algorithm
as compared to the AES-GCM algorithm. This work introduced a parallel algorithm with re-keying and
randomization of the initialization vector for high data throughput, noncemisuse protection, and side-channel
attack protection. The implementation of the proposed algorithm is performed on Field Programmable Gate
Array (FPGA) and it’s compared with the FPGA implementations of AES-GCM, AES-GCM-SIV, and
recently introduced algorithms. The optimization of the proposed algorithm and security analysis is presented
for space application using different optimizations and a combination of optimizations.

INDEX TERMS Authenticated encryption, FPGA, nonce misuse attack, parallel architecture, satellite
communication, side-channel attack.

I. INTRODUCTION
The high-speed communication systems are required because
of high-speed computational requirements for providing
extended facilities for digital system consumers. The appli-
cation of high-speed equipment varies from a cell phone
communication system, including the usage of 5G communi-
cation technology to satellite communication with extended
services for many applications, including the imaging ser-
vices, even from a GEO satellite [1]. The amount of data
required for different applications using a satellite has
increased because the satellite data is used in almost all
kinds of applications, including disaster management [2], air
traffic control [3], and many other applications. The main
reason for the increase in the utilization of communication
services offered by satellites is due to its data throughput,
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onboard data storage, and the number of communication
links. The challenges for communication systems are equally
valid for the data security algorithms associated with it for
the provision of secure communication. Data security algo-
rithms provide three primary services, such as data confi-
dentiality, authenticity, and integrity. The utilization of these
services is associated with the type of algorithm used in an
application; for instance, data encryption algorithms provide
the confidentiality service. Data authentication algorithms
offer authenticity and integrity services. The Authenticated
Encryption (AE) algorithms provide confidentiality, authen-
ticity, and integrity services. The Consultative Committee
for Space Data Systems (CCSDS) and European Space
Agency (ESA) recommended the utilization of these ser-
vices as per mission requirements [4]. The increase in the
usage of data from satellites has compelled the use of a data
security algorithm that can ensure high-level security and
reliability of data. The AE algorithms provide all the primary
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three services required for guaranteeing the high-security
and reliability of data. Besides, the former challenge for
the provision of high-speed communication systems remains
a difficulty, owing to the selection of high-speed security
algorithms. Previously, serial architecture AE algorithms
such as Advanced Encryption Standard in Counter mode
(AES-CTR) with Cipher-block Chaining Message authen-
tication code (AES-CCM) algorithm [5] was utilized for
the provision of data security for many applications. The
AES-CCM algorithm uses the AES-CTR algorithm with
the Message Authentication Code (MAC) based authenti-
cation algorithm. Although the CCM algorithm has limited
data throughput and is not a recommended option for high
data throughput applications such as satellite communication.
Also, the parallel architecture AE algorithms, such as Galois
Counter Mode (GCM) algorithm [6], [7], are increasingly
utilized in various applications. The CCSDS recommends the
GCM algorithm for satellite applications [8]. The parallel
architecture of the GCM algorithm provides the advantage of
high data throughput. The implementation and comprehend-
ing the design becomes easier as it utilizes the state-of-the-
art AES-CTR algorithm with Hash-based authentication. The
famous AE algorithms such as AES-CCM and AES-GCM
use the AES-CTR algorithm.

In the AES-CTR algorithm, the Initialization Vector (IV)
consists of a nonce, constant vector, and counter vector.
Besides, the repetition of IV can lead to compromising the
security of the algorithm; therefore, the IV is incremented by
one for generation of every ciphertext. Although the nonce
vector remains the same and the increment is only in the
counter vector. Recently, the security of the GCM algorithm
has become questionable with attacks based on the fact that
the IV has a constant nonce [9]. If the constant nonce used
for two messages, the plaintext could be leaked. The use
of exclusive-OR operation of plaintext with keystream to
generate ciphertext with constant nonce will create security
concerns of nonce misuse. Previously, the Cipher-basedMes-
sage Authentication Code (CMAC) algorithm is used in the
AE algorithm for the generation of Synthetic Initialization
Vector (SIV) [10]. Where the CMAC algorithm was used
for authentication of Additional Authentication Data (AAD)
and the AES-CTR algorithm was used for encryption and tag
generation. In addition, the optimization of the AES-GCM
algorithm is proposed in the AES-GCM-SIV algorithm for
nonce misuse resilient implementation [11]. The implemen-
tation provides the nonce misuse protection on the cost of
reduction of data throughput. Recently, a researcher provided
a comparison between the AES-GCM and AES-GCM-SIV
algorithms implementation on FPGA [12].

In 2012, a competition known as Competition for Authen-
ticated Encryption: Security, Applicability, and Reliability
(CAESAR) were arranged for a selection of AE algo-
rithms to face future challenges. The CAESAR compe-
tition involves algorithms for catering the nonce misuse
problem and the selection of new algorithms for modern-
day high-speed communication [13]. After the evaluation of

the algorithms submitted in the competition, a total of six
algorithms are recommended for AE of data for different
applications. The proposed algorithms in CAESAR compe-
titions are used for various applications as well as compara-
tive studies have been carried out for different applications,
including Internet of Things (IoT) [14]. Besides, different
researchers proposed the weakness present in the algorithms
proposed for CAESAR [15]. Some of the proposed schemes
in CAESAR have better computation speed as compared
to the AES-GCM algorithm, but still, some schemes lag in
different aspects such as they are not nonce misuse resilient.
Some of the finalists of CAESAR competition are entirely,
and some are partially nonce misuse resilient. The research
on the implementation of different proposed algorithms in
CAESAR competition has revealed that there is a tradeoff
between efficiency and resource utilization of different algo-
rithms for achieving nonce misuse protection. For instance,
the PRIMATE APE algorithm [16] has a smaller area, but it
is lower in data throughput as compared to other noncemisuse
resilient algorithms.

Besides the nonce misuse attacks, passive attacks such as
the side-channel attacks are becoming a point of concern for
researchers to enable flawless security for AE algorithms.
The side-channel attacks are based on monitoring of physical
parameters (such as current measurement, electromagnetic
emission, etc.). The side-channel attacks are more promi-
nent on AE algorithms due to the utilization of a single
key in a security algorithm. Many block ciphers proposed in
CAESAR competition utilize a single key. The use of a single
key by many proposed algorithms in CAESAR has made
them susceptible to side-channel attacks [17] and Differential
Power Analysis (DPA) attacks [18]. These attacks are related
to physical contact with the hardware for the analysis of
emitted power dissipation. This kind of attack monitors the
power dissipation or the electromagnetic field utilization of
the device for secret key recovery. Recently, a researcher
has shown that many algorithms such as AES-GCM, Ascon,
ACRON, CLOC, JAMBU, SILC, and Ketje Jr. are affected
by DPA while implementing these algorithms on FPGA [19].
Therefore, countermeasures are to be adopted to cater to the
effects of these attacks. The methods for countermeasure
involves the masking the cryptographic algorithm [20] and
re-keying algorithm [21]. The masking process consists of
the hiding of the algorithm, but it adds up overhead to the
algorithm [22]. The re-keying process involves generating a
fresh session key for achieving inherent protection against
these attacks. The Perfect Forward Secrecy (PFS) uses the
approach of re-keying, where every message uses a new
key. The re-keying and forward secrecy concepts are being
used rapidly in different applications. As in case of security
leakage, only one message is compromised.

On the other hand, the environment in space has adverse
effects on the electronics devices as compared to the envi-
ronment on earth. The space environment contains high
pressure, vacuum, and radiations that create an exceptional
condition of operation for electronics hardware. Therefore,
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special measures are to be taken to protect the electronic
devices to withstand the space environment [23]. In addition,
the optimization of algorithms implemented on the device is
required for errorless operation of algorithms in the space
environment. Especially the security algorithms such as AE
algorithmsmust be optimized for operation in space to ensure
reliable and secure communication. The radiations in space
effects memories in electronic hardware; the effects are called
Single Event Effects (SEE) [24], [25]. These effects force the
algorithm to malfunction. Besides, there are many SEE error
mitigation techniques, but the modification in architecture for
optimizing it for AE algorithms helps to reduce SEE without
inducing an overhead. Researchers proposed that designing
the AE algorithm by avoiding the use of memories such as
Static RandomAccessMemory (SRAM) can help in reducing
the SEE [26]. Fortunately, the design of security algorithms
(such as the AES algorithm) uses less amount of memory.
Especially in AES algorithm memory is used for storing the
Substitution box (S-box) table. The implementation of the
algorithm, such as S-box instead of using the table, can help
to avoid the memory utilization. Hence, the requirement of
high-speed and secure AE algorithm has particular challenges
as follow.

• The algorithm must be a parallel architectural algorithm
for the provision of high data throughput.

• The algorithm must be nonce misuse resistant for pro-
viding secure communication.

• The algorithmmust be side-channel attack resilient such
as DPA, for providing secure communication.

• The architectural optimization for space environment
should be implemented for the operations of security
algorithms in space.

The present algorithms do not fulfill the challenges men-
tioned above. In case some algorithm fulfills the high
throughput requirement (such as AES-GCM); they do not
provide nonce misuse resilient property. On the other hand,
in case an algorithm provides nonce misuse resilient property
(such as AES-GCM-SIV); it do not have high data through-
put. Also, the re-keying or masking requirement to get rid
of the side-channel attacks is not implemented in famously
used algorithms such as the GCM algorithm. Similarly, the
architectural optimizations are required for the optimization
of the algorithm for many applications, including the satellite
application. Therefore, in this work, a parallel architecture
AE algorithm is proposed for high data throughput along
with nonce misuse protection, side-channel attack resistant,
and optimization for satellite application using the AES-CTR
algorithm.

The rest of the paper is organized as follows; section II
provides the related work completed for coping with the chal-
lenges on security algorithms. Section III gives details about
the proposed algorithm architecture and design. Section IV
presents the architectural optimization for satellite applica-
tions. Section V elaborates on the experimental results of the
implementation of the proposed algorithm and its comparison

with the famous algorithms along with architectural opti-
mization. Section VI analyzes the details of the discussion
on the security analysis of the proposed algorithm. At last,
Section VII concludes the paper.

II. RELATED WORK
The AE algorithms have been researched and developed over
a while. The increasing high-speed communication require-
ment and growing security attacks concern the researchers
for the development of new algorithms with better perfor-
mance and security coverage. The AES-GCM algorithm and
its enhancement for nonce misuse protection in the AES-
GCM-SIV algorithm show the evolution of AE algorithms
due to effectiveness of attacks on security algorithms.
Besides, many researchers have provided the optimization of
the AES-GCM algorithm by efficient utilizing area [27]–[29]
and by increasing throughput [30], [31]. Meanwhile, a Par-
allel Cipher-based Message Authentication Code (PCMAC)
algorithm was introduced for fulfilling the high through-
put requirements of modern-day computation [32]. The
PCMAC algorithms provide comparatively similar through-
put as compared to the AES-GCM algorithm, although it
utilized MAC-based authentication instead of Hash-based
authentication. Also, a PCMAC Synthetic Initialization
Vector (PCMAC-SIV) algorithm is proposed for nonce mis-
use resistant implementation [33]. The PCMAC-SIV algo-
rithm provide comparable throughput as compared to the
AES-GCM-SIV algorithm. The proposed AE algorithms in
CEASAR competition have also proposed nonce misuse
resistant algorithms, and even some algorithms provide bet-
ter throughput as compared to the AES-GCM algorithm.
The pipeline able On-line Encryption with the authentica-
tion Tag (POET) algorithm [34] proposed an AE algorithm
using four rounds of AES algorithm. The POET algorithm
is lightweight and suitable for the Internet of Things (IoT)
and many other applications. The POET algorithm is imple-
mented in parallel and has nonce misuse resilience property.
The POET algorithm low resource requirements and parallel
implementation with fewer clock cycles enabled it to provide
high data throughput.

Recently, with the increasing demand of AE algorithms
for high data throughput and nonce misuse protection, many
researchers have provided a comparison between the candi-
dates of CEASAR competition [14]. The comparative imple-
mentation is mainly performed using Field Programmable
Gate Array (FPGA) hardware using its parallel implementa-
tion capability. The Deoxys algorithm implementation com-
parison is provided with the AES-GCM algorithm using the
FPGA hardware platform [35], and many other algorithms
performed similar comparisons [32]. Therefore, in this work,
the FPGA hardware platform is selected for implementation
of the proposed algorithm for providing high data through-
put, nonce misuse resilient implementation, and side-channel
attacks immune algorithm.

The nonce misuse attack is due to utilization of con-
stant nonce in IV of block cipher algorithms such as
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FIGURE 1. Block diagram of the proposed parallel nonce misuse resistant AE algorithm. The first two blocks are used for the generation of
ciphertext, and the last block is used for the generation of the authentication tag.

AES-CTR algorithm. Some authors have offered their
methodologies to modify the IV to generating randomness
in IV. Recently, one of such methods proposed the use of
GEFFE generator with incrementing the IV with one used
for satellite images for the randomization of ciphertext [36].
Similarly, researchers have proposed to use the right shift
and increment operation for randomization of IV [37]. The
generated ciphertext was tested for the National Institute of
Standards and Technology (NIST) run and frequency test for
checking the randomization of generated ciphertext. Also,
side-channel attacks have shown its effectiveness on differ-
ent algorithms, including the AES algorithm [38]. Also, the
block cipher based AE algorithms such as the AES-GCM
algorithms are affected by the side-channel attacks. Recently,
the DPA attack has affected many AE algorithms, including
the AES-GCM algorithm [19]. The re-keying algorithm can
protect AE algorithms against the DPA attacks. The re-keying
algorithm involves using a different key for every session
for generation of ciphertext [39]. In this work, the proposed
algorithm provides the IV randomization algorithm for the
nonce misuse resistant method and a re-keying algorithm for
protecting the data from side-channel attacks such as the DPA
attack.

Many researchers have proposed the architectural opti-
mizations for implementing the AES-GCM algorithm on
the FPGA hardware. Also, the new algorithms proposed in
CEASAR competition have been implemented on FPGA
using some proposed architectural optimizations [40]. The
architectural optimizations for satellite applications are more
or less similar to the optimizations performed on systems on

the ground. Besides, there are some extreme conditions in
space environment that have compelled to perform additional
architectural optimization for satellites. These extreme con-
ditions are the radiation on space due to Van Allen radiation
belt and solar flares. Many researchers proposed various
optimizations for implementation to reduce the effects of the
radiations on the electronics hardware [26]. The utilization
of this algorithm for satellite applications has compelled us
to propose some additional architectural optimization for the
proposed AE algorithm.

III. THE PROPOSED AE ALGORITHM
The proposed algorithm has three parts; the IV generation
algorithm, the block-cipher, and the re-keying algorithm.
The IV generation algorithm randomizes the IV for providing
protection against nonce misuse attack. The second part uses
a block cipher algorithm, any block cipher algorithm can be
utilized, but we have selected the AES-CTR algorithm. The
third part is the re-keying algorithm, which protects against
side-channel attacks such as the DPA attack. The re-keying
algorithm provides a separate key for every session for gen-
erating a ciphertext, which makes the side-channel attacks
ineffective against the proposed algorithm. The block dia-
gram of the proposed algorithm is in Figure-1. The proposed
algorithm can use key of any size such as 128-bits, 192-bits
and 256-bits. Besides, in this work, the key size of 128-bits
is implemented. The PT_T denotes the exclusive-OR of all
the plaintexts, the exclusive-OR product of plaintexts will be
utilized for the generation of authentication tag. The IV and
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secret key are pre-shared amongst the users for decryption
and authentication of data.

A. THE IV GENERATION ALGORITHM
The nonce misuse protection can be performed by modifying
the nonce for every plaintext, which was left constant in many
famous AE algorithms such as the GCM algorithm. Also,
many researchers have proposed the modification of IV for
its randomization [36], [37]. The extent of its randomization
was verified by using the NIST run and frequency tests. In the
proposed AE algorithm, we propose a similar approach of
pre-processing the IV for randomization of IV. The IV is
generated using a secret IV generated randomly. Besides, the
generic IV composed of constant vector, nonce, and counter
vector can be used as well. Three processes are applied on IV,
which are increment the IV by one, circular right shift of IV,
and substituting value of IV using Substitution Box (S-Box).
The S-Box used for IV generation is the same as used in
the AES algorithm. The IV is firstly incremented with one
for every plaintext. Then the incremented IV is circular right
shifted for rotating the IV. The shifted IV is then substituted
using an S-Box. At last, the key generated from re-keying
algorithm will be used in the IV generation algorithm. The
key is substituted using the S-Box algorithm, and then it’s
exclusive-OR with the substituted IV for the generation of a
new IV. The new IV generated (i.e. IV1) is input to the IV
generation algorithm for the generation of next ciphertext.
In contrast, the initial secret key for rekeying will be input
for IV generation for the generation of all ciphertexts. The
flow of the IV generation algorithm is shown in Figure 2.

B. THE BLOCK-CIPHER ALGORITHM
The encryption of plaintext is performed using a block
cipher algorithms; in the proposed algorithm, AES-CTR is
used for encryption of the plaintext. The AES-CTR algo-
rithm has a unique property of using a parallel architecture
implementation.

The parallel architecture is the reason for its utilization
in many high data throughput AE algorithms. Therefore we
have also utilized the AES-CTR algorithm for encryption of
plaintext in the proposed algorithm. The proposed algorithm
uses IV, secret key, and plaintext (PT) as an input and it
generates the ciphertext and authentication tag (Tag) as an
output. The secret key used as input to AES-CTR algorithm
as well as in the IV generation and re-keying algorithm.

C. THE RE-KEYING ALGORITHM
The side-channel attacks are very prominent attacks affect-
ing the AE algorithms. The protection against side-channel
attacks has become essential to ensure reliable and secure
communication. Many techniques are proposed for the pro-
tection of data from side-channel attacks using data mask-
ing, re-keying, etc. The proposed algorithm utilizes the
re-keying algorithm for protecting the algorithm against the
side-channel attacks. The proposed algorithm use the initial
secret key (K_0) as an input and generated another key for

FIGURE 2. The flow chart of the proposed IV generation algorithm.

each session (K_i). The secret key is incremented by one, cir-
cular right-shifted, and then it’s substituted by using S-Box.
The initial IV (i.e. IV_0) is taken as input in the re-keying
algorithm. The initial IV is substituted using S-Box and then
exclusive-OR with the substituted original key. The new key
generated will be the key for the next block. The algorithm
for the IV generation and the re-keying algorithm is the same,
except the inputs are different.

IV. THE IMPLEMENTATION METHODOLOGIES AND
ARCHITECTURAL OPTIMIZATION
This section presents the implementation methodologies
available for the implementation of AE algorithms on
FPGA. The discussion of the methods for implementa-
tion is significant in understanding the pros and cons of
each technique. Also, different architectural optimizations
are presented to implement the proposed AE algorithm for
satellite applications.

A. THE IMPLEMENTATION METHODOLOGIES
There are different implementation methodologies available
for implementing any algorithm on FPGA, including the AE
algorithms. The methods include the Hardware Description
Language (HDL) core design, Intellectual Property (IP) Core
Design, and High-Level Synthesis (HLS) based core design.

1) THE HDL CORE DESIGN
The HDL core design involves the design of the algo-
rithm using Verilog HDL and VHDL languages [41], [42].
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The design is performed by an individual designer or research
group for their usage or distribution under the open license
agreement. The design has many advantages such as control
over the modification of algorithm, implementable on FPGA
of any vendor, modification of algorithm for utilization for
research purpose, implementing architectural optimization,
no licensing issues, and many more.

2) THE IP-CORE DESIGN
The IP core design involves the design of the algorithm using
the pre-defined IP cores provided by either the FPGA vendor
or by the third party company. The IP cores include the imple-
mentation of famous algorithms along with their optimized
implementation for a specific FPGA family of a particular
vendor. The IP core based design help in quick prototyping
and highly optimized implementation. Besides, the IP core
design is for a specific vendor and cannot be used with
another FPGA vendor; the IP core has limited controllability
in the modification of some parameters. The IP core cannot
be used for research purposes, the architectural modification
cannot be applied, and many more. The disadvantages of
the IP core design have impacted the utility of IP cores for
many applications, including research. Recently, a compari-
son between the HDL core design and the IP core design is
presented for their utility in different applications [43].

3) THE HIGH-LEVEL SYNTHESIS BASED DESIGN
The HLS based design involves the design of algorithms
using software tools such as theMATLAB software. TheHLS
based design is performed by programming an algorithm
using a high-level language such as C language and then
converting the program in C language into HDL.Many FPGA
vendors, including Xilinx, Microsemi Actel, and many more,
have provided their tools to import the code in MATLAB
to be implemented in their FPGAs [44], [45]. The imple-
mentation through such a method can help to implement
a complex algorithm quickly by using a pre-programmed
algorithm from MATLAB and other software on FPGA. The
algorithm provides controllability on algorithm design, the
architectural optimizations can be implemented on the algo-
rithm, and the design can be implemented in any vendors
FPGA whose tool is integrated with MATLAB or provided
by the vendor. Besides, the disadvantage of this methodology
is implementation is not optimized as per the area utilization.
The implementation of different algorithms using the HLS is
presented by various researchers [46], [47].

B. THE ARCHITECTURAL OPTIMIZATION
There are many architectural optimizations presented for
optimization of area utilized, throughput enhancement,
and many other goals as per the area of application.
In this work, we are focused on architectural optimiza-
tion for satellite applications to be utilized in space and
on the ground. The implementation on the ground is quite
similar to generic architectural optimizations, although the

architectural optimization for satellites in space has different
goals. The space environment is affected by vacuum condi-
tions, high pressure, and especially radiation. Therefore the
optimizations are required to be implemented, taking these
effects in mind. The main requirements are to have high data
throughput for fast communication and implementation for
catering the issues in space environment.

1) PARALLEL ARCHITECTURE IMPLEMENTATION
The proposed AE algorithm is parallel in architecture and
using the AES-CTR algorithm, which does not have chain-
ing or feedback mode for providing high data throughput.
The parallel implementation requires fewer clock cycles for
design implementation. Besides, the algorithms with chain-
ing mode or feedback mode are usually optimized using the
pipelining method. The proposed algorithm already has a
parallel implementation, although it will consume more area
for implementation as compared to the serial implementation.
The proposed algorithm requires few clock cycles for the
generation of IV and key, in addition to the clock cycles
needed for the block cipher. The parallel optimization can
pre-compute the keys and IVs using combinational logic for
saving these few clock cycles. As a result the clock cycles
required for generation of key and IV for generation of each
ciphertext are reduced.

2) LIGHTWEIGHT IMPLEMENTATION
The AES algorithm consists of ten rounds and consumes
ten clock cycles for implementation. However, the reduced
clock cycle utilization is also secure as per the analysis
of research in the past [48]. The reduced rounds proposed
are also adopted by my recently proposed AE algorithms
for lightweight operation [34]. Similarly, the data through-
put can be increased by utilizing the less round implemen-
tation of block cipher using the same proposed algorithm
for lightweight implementation. The results for implementa-
tion are discussed in the experimental results section for its
applicability.

3) S-BOX ARCHITECTURE IMPLEMENTATION
The proposed AE algorithm uses the S-Box for substitution
for the AES-CTR algorithm as well as in the implementation
for the IV generation and re-keying algorithm. The conven-
tional method for implementation of S-Box is an implementa-
tion using the pre-generated table stored in memory. Besides,
the memory, specifically SRAM, is affected mostly by the
radiations in space. Therefore, the utilization of memory in
spacewill cause amalfunction in its operation. Themitigation
techniques involve the majority voter algorithm applied to
memory resources, which triplicates the memory resources
utilized [49]. Another approach is to avoid the usage of
memory resources, tower field implementation of S-Box can
be used to avoid memories [50]. This tower field optimization
for the proposed AE algorithm can protect from the effects of
the radiation for satellite application.
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TABLE 1. Resource utilization for implementation of proposed AE
algorithm.

V. THE EXPERIMENTAL RESULTS
This section presents the implementation results obtained by
the implementation of the proposed AE algorithm on FPGA.
The results obtained after applying different proposed opti-
mizations are also provided along with the comparison with
the renowned AE algorithms such as AES-GCM algorithm.
The experiment is performed using Xilinx Virtex-6 FPGA,
and simulation is performed using Modelsim simulation soft-
ware for the validation of results. The test vectors are utilized
from the NIST mode of operation standard [51]. The hard-
ware design is written in Verilog HDL. The experiment is
performed using a different number of blocks of plaintext; the
key size of 128-bits is utilized for experiments. The resource
utilization for implementation for the different number of
blocks of plaintext is shown in Table-1.

The resource utilization is calculated in the form of
Look-Up Table (LUT), registers, Block-RAM (BRAM),
clock frequency, and throughput. The implementation clock
frequency of the proposed design on Xilinx Virtex-6 FPGA
is 318.67 MHz. The throughput is calculated by multiplying
the number of bits with the clock frequency of implemen-
tation and dividing the product with the number of clock
cycles used for implementation. The total implementation
clock cycles for a single block of plaintext with 128-bits
are twelve clock cycles. Where one clock cycle is used
for IV generation and re-keying, ten clock cycles used for
AES block-cipher and one clock cycle to exclusive-OR of
key, plaintext, and keystream. It has been noticed that by
increasing the block of the plaintext of 128-bit increase one
clock cycle for implementation. As the IV generation and
re-keying algorithm work in chaining mode and input of
the next IV are dependent on the output of the previous IV
generated. Similarly, the rekeying algorithm works on the
same phenomena. Hence, the generation of one ciphertext and
authentication tag requires thirteen clock cycles.

The single ciphertext is produced using twelve clock
cycles, combining one clock cycles for key and IV generation,
ten clock cycles for ten rounds of the AES algorithm, and
one clock cycle for exclusive-OR of Key, IV, and keystream.
Besides, the subsequent ciphertext needs the addition of one
more clock cycle for the generation of ciphertext. Therefore,
the generation of ten ciphertexts involves twenty two clock
cycles. The authentication tag requires one more clock cycle
and total twenty three clock cycles are used for generation of
ten blocks. Also, the algorithm provides 128-bits block output
on every clock cycle after a delay of thirteen clock cycles.
This property makes the throughput of the algorithm cumu-
latively to 40.78 Gbps (128∗318.67/1). Figure 3 shows the
simulation results of the proposed algorithm implementation.
The implementation of proposed AE algorithm is performed
using same plaintext (f0f1f2f3f4f5f6f7f8f9000000000000).
It also uses one key for generating more keys from the
re-keying algorithm and for block cipher for the generation of
ciphertext. Also, it utilizes one IV for the generation of IV’s.
Table 2 shows the values of the IVs and keys generated.
The IV and keys generated are tested using the NIST run
and frequency test, the IV’s and keys have passed the run and
frequency test.

A. ARCHITECTURAL OPTIMIZATION
The different architectural optimizations proposed for the
implementation of the proposed algorithm are implemented
on Virtex-6 FPGA for the realization of the pros and cons of
the proposed implementation.

1) PARALLEL ARCHITECTURE IMPLEMENTATION
Although the architecture is parallel, the IV generation and
re-keying algorithms are implemented in chaining mode.
Besides, the algorithm can be utilized in full parallel mode
by pre-computing the IV and keys. The pre-computation is
performed using combinational logic. The pre-computation
of IV and keys for re-keying will save clock cycles and
provide a parallel implementation without the chaining mode
of IV generation and re-keying algorithms. This optimization
will increase the throughput of ten blocks of the plaintext
of 128-bits from 21.28 Gbps to 40.78 Gbps. It is because the
clock cycles for implementation will be ten cycles for AES
block cycle one for exclusive-OR of keys, plaintexts, and key
streams (128∗11∗318.67 /11).
The results of the resource utilization of parallel architec-

ture optimization 1 are shown in Table-3.

2) LIGHTWEIGHT IMPLEMENTATION
The lightweight functionality is desirable for many applica-
tions, including the satellite application. The increase in the
trend of the development of micro and mini satellites has lim-
ited resources on-board. Instead of limiting the functionality,
lightweight algorithms can provide wide applications on less
onboard resources. TheAES algorithm consists of ten rounds,
and as per analysis in the past [48], four rounds are significant
for the provision of security of data. The implementation of
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FIGURE 3. Simulation results of the proposed parallel nonce misuse resistant AE algorithm using Modelsim simulation software on Xilinx
Virtex-6 FPGA.

TABLE 2. Generated IV and keys for re-keying and IV generation
algorithms.

four rounds AES algorithm is used in an algorithm known
as the POET algorithm, which is presented in the CEASAR
competition [34]. In this work, for the proposed AE algo-
rithm, we also propose a lightweight implementation by using
four rounds of AES algorithm. The resource utilization for
this optimization is mentioned in Table-4. Besides, the data

TABLE 3. Resource utilization for implementation of proposed AE
algorithm with parallel architecture optimization.

throughput is increased. The lightweight version requires six
clock cycles for the implementation of a single block of
128-bits size.

Besides the authentication tag require onemore clock cycle
and makes the total clock cycles seven for implementation.
The clock frequency remains the same as for the implemen-
tation of proposed algorithm, but the clock cycles required for
lightweight implementation are reduced.
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TABLE 4. Resource utilization for implementation of proposed AE
algorithm with lightweight implementation optimization.

3) S-BOX ARCHITECTURE IMPLEMENTATION
The third optimization for the proposed algorithm is based on
the utilization of algorithms in the space environment. The
memories such as SRAM are affected by radiations and force
the associated algorithm to malfunction. In the past, the tower
field implementation was implemented [50]. Therefore in the
proposed AE algorithm, to avoid using the memories, a tower
field approach is proposed to be adopted for optimizing the
performance. The tower field implementation implements the
S-Box table on the logic area of FPGA instead of storing
the S-Box table in memory block on FPGA. The imple-
mentation requires more area utilization in terms of Lookup
tables (LUT) and Registers, but it will not utilize the memory.
The resource utilization of the algorithm on the proposed
algorithm is shown in Table 5. The implementation frequency
of the proposed AE algorithm is decreased with optimiza-
tion -3 (i.e. 240.39 MHz). Therefore the data throughput also
reduced as compared to the proposed algorithm.

In addition to the individual optimizations, the combina-
tion of optimizations is very useful for optimizing the perfor-
mance of proposed AE algorithms. The optimization 1 can
be applied in addition to the optimization 2 for lightweight
and parallel implementation of the proposed algorithm. The
results of applying both optimizations (1 and 2) consumes
five clock cycles for any number of the block of 128-bits
size. Similarly, the optimization 2 can be used in addition
to the optimization 3 for lightweight and radiation tolerant
implementation.

The results of using both optimizations (2 and 3) con-
sume seven clock cycles for a single block of 128-bits; the
increase of blocks of plaintext increases the clock cycles by 1.
The implementation frequency also reduced to the same fre-
quency of S-Box optimization. Similarly, the optimization 1
can be applied in addition to the optimization 3 for parallel

TABLE 5. Resource utilization for implementation of proposed AE
algorithm with S-Box optimization.

FIGURE 4. Graph showing the comparison of data throughput between
the proposed algorithm with different optimizations and combinations of
optimization.

and radiation tolerant implementation. The results of using
both optimizations (2 and 3) consume 11 clock cycles for
any number of the block of 128-bits. The implementation
frequency also reduced to the same frequency of S-Box
optimization. Besides, the optimization 1 can be applied
in addition to the optimization 2 and optimization 3 for
parallel, lightweight, and radiation tolerant implementation.
The results of using all optimizations (1, 2, and 3) consume
five clock cycles for any number of the block of 128-bits.
The implementation frequency also reduced to the same
frequency of S-Box optimization. So, the optimizations are
implementable alone as well as with the combinations of
optimization for further improvement. The impact of individ-
ual optimization and a combination of optimizations for data
throughput is shown in figure 4 and for resource utilization
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FIGURE 5. Graph showing the comparison of resource utilization of the
proposed algorithm with different optimizations and the combination of
optimization.

is shown in figure 5. Figure 4 shows different optimizations
results and the combination of different optimizations results
for data throughput. For ten plaintext blocks implementation,
the combination of optimization 1 & 2 gives the highest
throughput, followed by the combination of optimization 1, 2,
and 3. Besides, the data throughput of optimization 3 has the
lowest value. Figure 5 shows resource utilization for different
optimizations and a combination of different optimizations.
The optimization 3, combination of optimization 1 & 3,
combination of optimization 2 & 3, and combination of opti-
mization 1, 2, & 3 give high resources utilization. Besides,
the optimization 1, optimization2, and combination of opti-
mization 1 & 2 give low resource utilization. The analysis
performed shows the combination of optimization 1 & 2
gives high data throughput with low resource consumption,
although it does not avoid SRAM usage for radiation toler-
ance. Therefore, the combination of optimization 1, 2, & 3
provides better features like high throughput and radiation
tolerance but consumes more hardware resources. The space
environment is majorly affected by radiations; therefore,
the combination of optimization 1, 2, & 3 is recommended
for use in satellite applications.

B. COMPARISON OF PROPOSED WORK
There are different AE algorithms with nonce misuse pro-
tection, such as the AES-GCM-SIV algorithm. Also, the
AES-GCM algorithm can provide high throughput imple-
mentation and used in a wide variety of applications. The
CCSDS and ESA standards recommended the AES-GCM
algorithm for satellite application, therefore in this work,
a comparison with the AES-GCM and AES-GCM-SIV is
performed. In the past, the implementation of the AES-GCM
algorithm on FPGA is presented by B. Yang et al. [27].
The implementation provides pipeline optimization for the
increase in data throughput. S. Lemsitzer et al. [29] have
presented his AES-GCM implementation with an empha-
sis on AES implementation optimization using Xilinx

Virtex-4 FPGA. Recently, J. Vliegen et al. [30] showed
an AES-GCM algorithm implementation on Xilinx Virtex
7 FPGA with DPA attack resistant. G. Zhou et al. [53]
implemented his rapid implementation on Xilinx FPGA
using the karatsuba multiplier. L. Henzen et al. [54] have
presented his 100 Gbps implementation of the AES-GCM
algorithm for Ethernet application on Xilinx Virtex 5 FPGA.
K. M. Abdellatif et al. [55], [56] has shown his high-speed
implementation for slow-changing key application and
AEGIS algorithm using Xilinx Virtex 5 FPGA. Besides,
Y. Zhang et al. [52] have presented the high throughput
implementation of the AES-GCM algorithm using pipeline
architecture on Xilinx Virtex-5 FPGA. Koteshwara et al. [12]
implemented the AES-GCM and AES-GCM-SIV and com-
pared their resources along with optimizations on Altera
Cyclone V FPGA.

The proposed AE algorithm resource utilization, along
with the two recommended optimizations for satellite appli-
cation, is compared with previous implementations. The pro-
posed AE algorithm with optimization not only protects
against the side-channel and nonce misuse attacks but pro-
vides high data throughput and better efficiency. Table-6
provides the comparison of area utilization as well as the
data throughput comparison of the proposed algorithm with
different implementations.

VI. THE SECURITY ANALYSIS AND DISCUSSION
The proposed AE algorithm consists of three parts IV gen-
eration, re-keying, and AES-CTR algorithms. The algorithm
responsible for the confidentiality of the proposed AE algo-
rithm is the AES-CTR algorithm; many researchers have
provided the AES-CTR algorithm security analysis for ten
rounds [57]–[59] and four rounds [60], [61]. Besides the
security of AES-CTR depends on the IV, the IV must not
be repeated as using the same key, and IV pair can generate
the same ciphertext. Therefore the most critical inputs for
the AES-CTR algorithm are the key and IV; therefore, in the
proposed algorithm, an IV generation algorithm along with
a re-keying algorithm is used for the randomization of both
vector for enhancing security against linear and differential
attacks.

A. BRUTE FORCE AND FREQUENCY OF LETTER ATTACK
The brute force attack involves trying the possible number
of combinations of key and IV for breaking the security of
the AES-CTR algorithm. The generic AES-CTR algorithm
requires 2128 combinations of IV along with 2128 combina-
tions of plaintext, which make 2256 combinations for a brute
force attack to hold with a constant key.

In the proposed AE algorithm, the IV is randomized, and
the re-keying algorithm generates a randomized key for each
ciphertext. Therefore, for brute force attack, the 2128 combi-
nation of IV, 2128 combination of the key, and 2128 combina-
tion of plaintext will make a total of 2384 combinations with
constant key for the block cipher.
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TABLE 6. Resource comparison with AES-GCM and AES-GCM-SIV algorithms implementations.

TABLE 7. NIST frequency and run test on IV and key.

The frequency of letter attack involves trying the rela-
tionship between the ciphertext letters frequency for guess-
ing the plaintext for breaking the security of the AES-CTR
algorithm. In the proposed AE algorithm, the IV is more
randomized as compared to the generic algorithm, and the
re-keying algorithm generates a more randomized key as well
for each ciphertext. The test of the frequency of letter attack
is performed using the NIST’s statistical tests for random-
ness such as run and frequency tests [62]. The results of
the NIST run and frequency test on the generated keys by
re-keying algorithm and IV using the IV generation algorithm
are shown in Table 7. The IV and key generated using the
proposed algorithm has passed the NIST run and frequency
test.

The re-keying algorithm was designed to generate a new
session key for every ciphertext generated using key and IV
combination. The probability of using the same key with the
same IV and plaintext is very low; therefore, the key is secure
and as OTP. So, we can see that even if a key is repeated,
the chances of the same corresponding IV is negligible.

B. PRE-COMPUTATION ATTACK
In addition to the brute force attack, there are two more
effective attacks based on the pre-computation of a large
database before attacking the algorithm. These attacks are
a key collision attack and Hellman’s time-memory tradeoff
attack. These attacks provide a shorter time as compared to

a brute force attack. Besides, more memory is required for
pre-computation. The attacks do not require any knowledge
of plaintext during the pre-computation. In a key collision
attack, a number of bits of secret keys are n. the key collision
attack efficiency can guess the key size of n-lgM, where M
is the number of secret keys. On the other hand, Hellman’s
attack has a crucial adequate size of 2n/3. The proposed AE
algorithm has an efficiency of 256-lgM for key collision and
170 bits for Hellman’s attack, as compared to the 128-lgM
for key collision and 85 for Hellman’s attack for AES-CTR
algorithm.

However, a block cipher can protect the pre-computation
attacks, the dependence of AES-CTR on IV significantly
effective against the pre-computation attacks. The attacker
computes the value using IV in the pre-computation stage,
and by randomizing the IV, create the computational diffi-
culties for the attacker twofold. Also, by initializing the IV
with a secret vector or using an unpredictable generating
algorithm can protect against the pre-computation attack.
A similar approach is integrated into the proposed AE algo-
rithm by using a secret IV initially the same as a key.
Hence, the pre-computation attacks are ineffective against the
proposed AE algorithm.

C. KNOWN OR CHOSEN PLAINTEXT ATTACK
Let us suppose; the attacker has plaintext known which are
P1and P2 encrypted using key K1. Then the generated cipher-
text using the AES-CTR generic algorithm is

(P1 XOR K1), (P2 XOR K1)
The attackers can XOR the selected sequence S1 and
S2 to get the required information.
(S1 XOR (P1 XOR K1)), (S2 XOR (P2 XOR K1))
(S1 XOR P1)XOR K1), (S2 XOR P2) XOR K1)
(S1 XOR P1), (S2 XOR P2)
Although the proposed AE algorithm also has
re-keying unique key XOR with the plaintext, so it will
make it difficult for the attacker to break the security.
(S1 XOR (P1 XOR K1 XOR Ki)), (S2 XOR (P2 XOR
K1 XOR Ki))
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(S1 XOR P1XORKi)XORK1), (S2 XOR P2XORKi)
XOR K1)
(S1 XOR P1 XOR Ki), (S2 XOR P2 XOR Ki)
Hence the proposed AE algorithm is secure against the
known or chosen-plaintext attack.

D. KNOWN OR COMPROMISED KEY ATTACK
Let us suppose the attacker knows the value of the original
key, so by knowing the key expansion algorithm, he can guess
the generated keys for the AES-CTR algorithm. But on the
contrary, the attacker does not know the initial secret IV, so the
re-keying algorithm output and IV generation algorithm out-
put is not known to him, which intern makes the security
of the proposed AE algorithm intact. Besides, the attacker
does not know the keys from the rekeying algorithm, which
makes the attack weak as by knowing the key, the attacker
cannot guess the re-keying keys using the ciphertext. The
2128 combination of keys from the re-keying algorithm and
2128 combination of IV with a total 2256 combination of input
values are unknown to the attacker. Hence, by knowing a
single key will not help the attacker to guess the plaintext.
Whereas the proposed algorithm uses the key in IV generation
and IV in the key generation makes the problems for attack
twofold.

E. SIDE CHANNEL ATTACK
The side-channel attacks are attacks launched on the elec-
tromagnetic pattern of transmitted ciphertext or the trans-
mitted power analysis of ciphertext such as DPA attack.
Although there are many side-channel attacks apart from the
two methods discussed, the mentioned methods are the most
effective side-channel attacks carried out. The strength of the
side-channel attacks is based on the pattern repetition to guess
the similarity of the pattern. The proposed AE algorithm
has randomized the IV and keys from a re-keying algorithm
which makes the ciphertext to become random as different
from other generated ciphertext. Therefore, the side-channel
attacks, such as the DPA attack, will not be feasible for
breaking the security of the proposed AE algorithm. The phe-
nomena of the provision of new session keys are utilized in the
proposed AE algorithm, which is the essential requirement
for avoiding side-channel attacks.

F. NONCE MISUE ATTACK
The nonce misuse attack includes the use of the same nonce
in the IV for the generation of ciphertext. In the generic
AES-CTR algorithm, the increment operation is performed
for generating a unique IV for a ciphertext. However, still,
the nonce remains the same, and only the counter field is
incremented. The proposed AE algorithm uses the secret IV
for initial IV, and the later IVs are generated using the IV
generation algorithm. The IV generation algorithm makes
IV’s random for generating the ciphertext. Also, the same
nonce is not utilized in the IV for generating the ciphertext.
Therefore, the nonce misuse attack is not effective in the
proposed AE algorithm. Also, the counter field overflow fault

for IV repetition that exists in the generic algorithm does
not apply to the proposed AE algorithm. Also, the replay
attack, such as sending the ciphertext again to the proposed
AE algorithm will not work as the key and IV are changed
every time.

VII. CONCLUSION
This work proposed a parallel AE algorithm with nonce
misuse protection and side-channel attack resistant features.
The proposed algorithm uses the IV generation algorithm
for nonce misuse protection by randomization of secret IV.
Also, the side channels attacks such as DPA attack is ineffec-
tive on algorithm because of using the re-keying algorithm.
Meanwhile, three optimizations are also proposed for achiev-
ing high data throughput, lightweight implementation, and
space radiations protection. The effects of the combination
of the optimizations on hardware implementation are also
discussed. The proposed algorithm is compared with the
previous implementation of AES-GCM and AES-GCM-SIV
algorithms for comparing the effectiveness of the proposed
algorithm. The security analysis of the proposed algorithm is
presented for validation of the proposed algorithm.
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