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ABSTRACT Discrete Fourier transform (DFT), inverse DFT (IDFT), and circular convolution are important
tools for analyzing and designing discrete signals and systems, and are widely used in various industries.
In order to pursue faster operational efficiencies or more accurate operational results, engineering calcula-
tions are often required to be quick and easy. Therefore, it is necessary to reduce the local computational
overhead required to perform DFT, IDFT, and circular convolution. In addition to improving the algorithms
themselves, cloud computing outsourcing is also an optional method. In this paper, in response to the new
challenges brought by cloud computing outsourcing, we design and propose an efficient and secure cloud
computing outsourcing protocol for DFT, IDFT, and circular convolution. Through a theoretical explanation
and simulation experiment, we show the efficiency, security, and verifiability of the proposed protocol.

INDEX TERMS Computing outsourcing, discrete Fourier transform, circular convolution, cloud computing.

I. INTRODUCTION

In the field of signal processing, spectral analysis of signals
and systems is often required. Different from the Fourier anal-
ysis of continuous signals and systems, DFT is discretized in
both time domain and frequency domain, which is suitable
for numerical operation and becomes a powerful tool for
computer to analyze the spectrum of signals and systems.
Therefore, DFT is widely used in digital communication [1],
speech signal processing [2], image processing [3], video
coding [4], power spectrum estimation [5], system analysis
and simulation [6], radar signal processing [7], seismic anal-
ysis [8]. Meanwhile, IDFT and cyclic convolution, as com-
panion algorithms of DFT, are usually used together in the
spectral analysis.

In practical engineering applications, it is often neces-
sary to perform real-time processing on the acquired signals,
which requires the signal processing equipment to operate at a
fast enough speed. Especially with the rapid development of
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high-speed mobile network [9], [10] and Internet of Things
[11], [12], higher speed requirements are imposed on real-
time signal processing. However, the direct calculation of
DFT, IDFT, and circular convolution is proportional to the
square of the transform interval length N, which is too large.
When the output precision is required to be high, the number
of sampling points of the signal must be increased, i.e., N
will become quite large. At this point, it becomes imprac-
tical to use simple devices to process signals in real time.
Hence, in 1965, Cooley et al. proposed a fast algorithm for
DFT in [13]. Since then, the improved algorithms have been
continuously proposed, forming a set of efficient computing
methods, which is now the fast Fourier transform (FFT).
The emergence of FFT greatly improves the computational
efficiency of DFT, which creates conditions for digital sig-
nal processing technology to be applied to real-time pro-
cessing of various signals and enables the simplification of
equipment.

In this paper, we will address the problem from another
perspective, namely, the use of cloud computing outsourc-
ing to improve local computing efficiency. In the cloud
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computing platform, there is a huge data computing and man-
agement system with powerful computing power and various
application software, which provides service to clients in a
leased manner. With cloud computing, clients can offload
computation-intensive computing to the cloud, thereby sav-
ing computing overhead or performing locally unexecutable
operations.

However, the use of cloud computing raises a number
of new challenges. Firstly, since the cloud is untrustworthy,
we need to find ways to fully protect the privacy of our
clients from being stolen by the cloud, i.e., encrypting the
input and output information. Secondly, to save computing
resources or costs, the cloud may return a random error result
and hope that it will not be discovered by the client. Even if
the cloud is honest, the results returned may still be wrong
due to possible software bugs or hardware errors. Thus, it is
essential that the client performs efficient results verification
locally. Thirdly, clients must be able to obtain considerable
savings in computing overhead from outsourcing; otherwise,
they will have no need to perform any computing outsourcing.
That is to say, the computational cost required by the client to
perform encryption, decryption, and verification operations
must be much less than that required for direct local calcu-
lations. In general, cloud computing outsourcing protocols
must be privacy-preserving, verifiable, and efficient.

To meet the above three challenges, we first conduct effi-
cient encryption for the original problem. Hence, the cloud
cannot obtain any private information from the input and
output. Afterwards, Parseval’s theorem and mathematical
definitions of DFT and IDFT are used to efficiently verify the
results returned from the cloud, and the client can detect
the error result with a probability of nearly 1. Finally, since
the encryption, decryption, and verification algorithms used
are all quite efficient, the client can obtain huge computa-
tional savings by outsourcing. Theoretical explanation and
simulation results show that as long as N is not too small,
the computational cost savings achieved by outsourcing are
more prominent than those achieved by FFT.

We summarize our key contributions as follows.

« We propose an efficient and secure cloud computing
outsourcing protocol for DFT, IDFT, and circular con-
volution.

o Theoretical explanation and simulation experiment
show that the proposed protocol can achieve consider-
able overhead savings for the client.

« The proposed protocol not only fully protects the privacy
information of the client, but also can detect the misbe-
havior of the cloud with a probability of nearly 1.

o The proposed protocol not only has no restrictions on
the value of N, but also flexibly adjusts the trade-offs
between security, efficiency, and accuracy.

The rest of this paper is organized as follows. Section II
introduces some essential preliminaries. In Section III,
we describe our proposed outsourcing protocol in detail.
Then, we provide a theoretical analysis of the protocol per-
formance in Section IV. Section V presents our experiment
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results and Section VI overviews the related work. Finally,
the last section gives concluding remarks.

Il. PROBLEM FORMULATION

In this section, we first present the definitions of DFT, IDFT,
and circular convolution, and then the system model, threat
model, and design goals are given.

A. DEFINITIONS OF DFT, IDFT, AND CIRCULAR
CONVOLUTION

1) DFT AND IDFT

Let x(n) be a finite-length sequence of length M, then define
the N-point DFT of x(n) as

X(k) = DFT [x(n)]n
N-—1
=Y xmWy, k=0,1,....N—1, (1)
n=0

where Wy = exp(—j%”), N is called the DFT transform
interval length, and N >M. Afterwards, the IDFT of X (k) is
defined as

x(n) = IDFT[X(k)]n

N—-1
1 _

ZNE X)Wy, n=0,1,...,N—1. (2
k=0

Generally, (1) and (2) are referred to as discrete Fourier
transform pairs and abbreviated as DFT[x(n)]ly and
IDFT[X (k)]y, respectively.

2) CIRCULAR CONVOLUTION

Let x1(n) and x2(n) be two finite-length sequences of length
Nj and N,, respectively, then define the L-point circular
convolution of x;(n) and x> (n) as

ye(n) = x2(n)Ox1(n)
L-1
= [ xam)x1((n — m)LIRL(n), 3)
m=0
where L>max[Ny, N3], L is called the circular convolu-
tion interval length, Ry (n) is a rectangular sequence, and
x1((n — m))r can be regarded as the result of periodic con-
tinuation after cyclic shift of xj(n) [14].

B. SYSTEM MODEL, THREAT MODEL, AND DESIGN GOALS
1) SYSTEM MODEL

As shown in Fig. 1, a client wants to outsource a high-
complexity original problem to the cloud to reduce local
computing overhead. First of all, since the client does not
want the cloud to obtain any relevant private information
from the input and output, the client uses a private key
to efficiently encrypt the original problem locally, result-
ing in the encrypted problem. Afterwards, the client sends
the encrypted problem to the cloud. Once receiving the
encrypted problem, the cloud executes the corresponding
solution algorithm to solve the encrypted problem. The cloud
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FIGURE 1. Secure outsourcing system model.

then returns the result of the encrypted problem to the
client. After receiving the result, the client uses the pri-
vate key to decrypt the returned result locally and obtains
the result to the original problem. Finally, the client per-
forms an efficient result validation algorithm locally to ver-
ify the correctness of the result. If it is correct, the client
receives the result; otherwise, it indicates a computational
error or fraud in the cloud and the client rejects the
result.

2) THREAT MODEL AND DESIGN GOALS

Generally, the threat model faced by the cloud computing out-
sourcing system is divided into two levels: semi-honest cloud
model and malicious cloud model [15]. As described earlier,
we assume that the cloud is malicious in our protocol. In the
malicious cloud model, on the one hand, the cloud attempts
to obtain the privacy of the client from its only known input
and output information; on the other hand, the cloud may
deliberately return a random error result to save costs and
hopes that it will not be detected by the client. For such
a malicious cloud model, we formulate the design goals as
follows.

o Correctness: If the cloud and the client follow the proto-
col carefully, the client must be able to obtain the correct
answer.

« Privacy: The cloud cannot steal any private information
from the protected input and output.

o Soundness: The client can detect the error result
returned by the cloud with a probability of nearly 1.

« Efficiency: The client must be able to obtain consider-
able computational overhead savings from outsourcing.

lIl. PROTOCOL CONSTRUCTION
In this section, we will construct the outsourcing protocols
for DFT, IDFT, and circular convolution, respectively.

A. EFFICIENT AND SECURE OUTSOURCING OF DFT

To protect the privacy sequence x(n) of length M, the client
generates two random real numbers a, b (for better security,
a and b can also be complex numbers) and a random integer
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m (0 < m < M), and perform
y(n) = a-x(n) + b-x((n + m))NRn (n), “4)

where x((n+m))y Ry (n) is the cyclic shift of x(n) and N>M.
Then the client sends y(n) to the cloud, and the cloud solves
DFTy(n)]y after receiving y(n).

According to the time domain cyclic shift theorem and
linear property of DFT [14], we have
DFT[x((n + m)yRy(m)ly = Wy "X k), &)
DFT[y(n)ly

= a-DFT[x(n)]y + b-DFT [x((n + m)NRy(W]n,  (6)

where X (k) = DFT [x(n)]y.

Consequently, we can obtain that

Y (k) = DFT[y(m)]Iy = a-X(k) + b-Wy""X(k),  (7)
where k = 0,1,...,N — 1. Afterwards, the cloud returns
Y (k) to the client. Deformation of (7) gives

Y (k)
a+bwy fam?
where k = 0,1, ..., N — 1. Thus, the client can obtain the
required X (k) by performing (8) to efficiently decrypt the

returned Y (k).
In the case of n = 0, (2) gives

X(k) = DFT[x(nm]y = ®)

N-1
N-x(0) =" X(k). 9)
k=0
Moreover, according to the Parseval’s theorem, we have
N-1 N-1
N-Y T xmPP =D IX K2, (10)
n=0 k=0

where |x(n)| and |X (k)| represent the size of x(n) and X (k),
respectively. Therefore, the client can verify the correctness
of X(k) by (9) and (10). If (9) and (10) are true within the
error tolerance, then the result X (k) is correct; otherwise, it is
wrong.

Algorithm 1 Outsourcing Protocol for DFT
1: Initialization: Input a finite-length sequence x(n) of
length M, the client generates two random real numbers
a, b and a random integer m (0 < m < M);
The client encrypts x(n) by (4) to obtain y(n);
The client sends y(n) to the cloud;
The cloud solves DFT [y(n)]y to obtain Y (k);
The cloud sends the result Y (k) to the client;
The client decrypts Y (k) by (8) to obtain the required
result X (k);
7: The client verifies X (k) by (9) and (10). If X (k) passes
the check, accept it; otherwise, reject it;
8: End.

A A o

We summarize the proposed outsourcing protocol for DFT
in Algorithm 1.
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B. EFFICIENT AND SECURE OUTSOURCING OF IDFT
Similarly, to protect the private X (k), the client generates two
random real numbers c, d (for better security, ¢ and d can also
be complex numbers) and a random integer / (0 < [ < N),
and perform

Y (k) = X (k) + d-X((k + 1))y Rn (k). (11

Then the client sends Y (k) to the cloud, and the cloud solves
IDFT[Y (k)]y after receiving Y (k). According to the fre-
quency domain cyclic shift theorem and linear property of
DFT [14], we have

IDFTX((k + D)yRn(K)Iy = Wilx(n), (12)
IDFTIY (k)ly
= ¢ IDFT[X(k)]y + d- IDFT[X((k + D)NRy(K)]v,
(13)

where x(n) = IDFT[X(k)]n.
Consequently, we can obtain that

y(n) = IDFT[Y (k)ly = c-x(n) +d-Wilx(n),  (14)

wheren =0, 1, ..., N —1. Afterwards, the cloud returns y(n)
to the client. Deformation of (14) gives
y(n)
x(n) = IDFT[X(k)ly = ———, (15)
c+d-Wy
where n = 0,1, ..., N — 1. Thus, The client can obtain the

required x(n) by performing (15) to efficiently decrypt the
returned y(n).
In the case of k = 0, (1) gives

N—-1
X(0) = Z x(n). (16)

n=0

Therefore, the client can verify the correctness of x(n) by (10)
and (16).

Algorithm 2 Outsourcing Protocol for IDFT
1: Initialization: Input X(k), the client generates two
random real numbers ¢, d and a random integer
l(0O<l<N)

: The client encrypts X (k) by (11) to obtain Y (k);

: The client sends Y (k) to the cloud;

: The cloud solves IDFT[Y (k)]n to obtain y(n);

: The cloud sends the result y(n) to the client;

: The client decrypts y(n) by (15) to obtain the required
result x(n);

7: The client verifies x(n) by (10) and (16). If x(n) passes

the check, accept it; otherwise, reject it;
8: End.

AN L RN

We summarize the proposed outsourcing protocol for IDFT
in Algorithm 2.
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C. EFFICIENT AND SECURE OUTSOURCING OF CIRCULAR
CONVOLUTION

According to the time domain circular convolution theorem
[14], we derive the L-point DFT of y.(n) as
Ye(k) = DFT[y.(n)lL

= X|(k)Xa(k), k=0,1,....N—1, (17)
where
Xi(k) = DFT[x1(m)]L, Xa(k) = DFT[x2(m)]. (18)
Performing IDFT on (17) yields
Ye(n) = IDFT[Yc(K)]L. (19)

Thus, we can arrive an outsourcing protocol for circular
convolution as shown in Algorithm 3.

Algorithm 3 Outsourcing Protocol for IDFT

1: Initialization: Input two finite-length sequences x; (n) and
xp(n) of length Ny and N, respectively;

2: The client outsources DFT [x1(n)]; and DFT [x3(n)]; to
the cloud by Algorithm 1, and obtains the results X (k)
and X, (k);

3: The client performs (17) and obtains the result Y.(k);

4: The client outsources IDFT[Y (k)] to the cloud by
Algorithm 2, and obtains the result y.(n);

5: End.

IV. PERFORMANCE EVALUATION

In this section, we present the theoretical analysis of the
proposed outsourcing protocol in terms of privacy, soundness,
and efficiency.

A. PRIVACY ANALYSIS

For the outsourcing of DFT, the client’s input privacy data is
x(n), and the output privacy data is X (k), which are encrypted
by (4) and (7) respectively. In (4) and (7), since the complex
numbers a and b and the integer m are private keys randomly
generated by the client locally, the cloud knows nothing about
them. Considering that a, b, and m can form an extremely
large key space, it is impossible for the cloud to perform a
brute-force attack to crack x(n) or X (k) in polynomial time.
Therefore, it would be impossible for the cloud to recover
x(n) and y(n) from y(n) and Y (k) by trivial means. More-
over, similar to the one-time pad, each group a, b, and m
will be replaced by the client after being used once, which
further enhances the security of our protocol. In this way,
both input privacy and output privacy are protected during
the outsourcing of the DFT. Similarly, we can conclude that
input privacy and output privacy are also well protected in
the outsourcing of IDFT. For the outsourcing of circular
convolution, it can be seen as a simple superposition of multi-
round DFT outsourcing and IDFT outsourcing, so the client’s
input and output privacy information is still safe.
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TABLE 1. The equivalent conversions of computational complexity for different types of calculations.

Calculation types Equivalent conversions I Equivalent conversions I1
Multiplication of two complex 4 multiplications of two real numbers + 2 additions of two 4.2 multiplications of two real
numbers real numbers numbers
- 6 multiplications of two real numbers + 2 divisions of two 10.3 multiplications of two real
Division of two complex numbers .o
real numbers + 3 additions of two real numbers numbers
.. . .2 multiplications of t 1
Addition of two complex numbers 2 additions of two real numbers 0.2 multiplications of two rea
numbers
Multiplication of a complex number s . 2 multiplications of two real
2 multiplications of two real numbers
and a real number numbers
Addition of a complex number and a . 0.1 multiplications of two real
1 addition of two real numbers
real number numbers

Finally, note that there is a trade-off between security and
efficiency in our protocol. If the client has higher security
requirements, a, b, ¢, and d can be set as complex numbers;
otherwise, real numbers.

B. VERIFICATION ANALYSIS

In the proposed protocol, the client verifies the results
returned from the cloud based on the Parseval’s theorem and
the mathematical definitions of DFT and IDFT shown in (10),
(16), and (9), respectively. Therefore, if each result returned
by the cloud is verified, it is easy to know that the client
can detect the wrong result with a probability of nearly 1.
However, considering that in order to pursue more significant
local computing overhead savings, it is also feasible to verify
only the parts of the returned results in actual use. The trade-
off between efficiency and accuracy can be determined based
on different application scenarios.

C. EFFICIENCY ANALYSIS

In this subsection, we first discuss the equivalent conversions
of computational complexity for different types of calcula-
tions, and then analyze the efficiency of the proposed proto-
col from the perspective of client-side overhead, cloud-side
overhead and communication overhead, and compare it with
the case where the client directly uses FFT algorithm. The
following analysis takes a, b, ¢, and d as real numbers and
verifies each returned result.

1) EQUIVALENT CONVERSION DISCUSSION
(20) shows the multiplication of two complex numbers:

(A + Bi)(C + Di) = (AC — BD) + (AD + BC)i.  (20)

Therefore, we can obtain that 1 multiplication of two complex
numbers can be transformed into 4 multiplications of two
real numbers and 2 additions of two real numbers without
changing the computational complexity.

Generally, when the operation data is 8 bits, the computer
is about 10 times slower to calculate the real number multi-
plication than the real number addition, and about 20 times
slower to calculate the real number division than the real
number addition. Based on this relation, we further simplify
and obtain that 1 multiplication of two complex numbers can
be transformed into 4.2 multiplications of two real numbers
without changing the computational complexity.
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Through similar derivations, we obtain the conversion rela-
tionships shown in Table 1.

2) CLIENT-SIDE OVERHEAD

For the outsourcing of DFT, the computational overhead of
the client is concentrated in (4), (8), (9), and (10). Among
them, (4) is used to protect the input privacy sequence x(n)
of the client, (8) is used to decrypt the result Y (k) returned
from the cloud, and (9) and (10) are used to verify the cor-
rectness of the result X (k). If x(n) is a complex sequence,
then (4) requires 2N multiplications of a complex number
and a real number and N additions of two complex numbers,
(8) requires N multiplications of a complex number and a
real number, N divisions of two complex numbers and N
additions of a complex number and a real number, (9) requires
4N + 1 multiplications of two real numbers and 4N — 2 addi-
tions of two real numbers, and (10) requires N — 1 additions
of two complex numbers and one multiplication of a complex
number and a real number. Assuming that the client does not
use outsourcing, directly using the definition to solve DFT
requires N2 multiplications of two complex numbers and N2
additions of two complex numbers, or using the most classical

radix—2 FFT algorithm in FFT, then il lggg multiplications of
two complex numbers and N 10g12V additions of two complex
numbers are required. Finally, we summarize the client-side
overhead as shown in Table 2.

We visualized the equivalent conversion results of radix-2
FFT and computing outsourcing in Table 2 to form Fig. 2.
From Fig. 2, we can clearly see that when N >596, using com-
puting outsourcing can achieve more client-side overhead
savings than using radix-2 FFT. Moreover, the greater the
N, the more obvious the efficiency advantage of outsourcing.
Although the radix-2 FFT algorithm is not the most efficient
in FFT, for example, the split-radix FFT algorithm can reduce
the calculation overhead by nearly one-third compared with
the radix—2 FFT algorithm. However, our outsourcing pro-
tocol can further increase overhead savings by adjusting the
trade-offs between efficiency, security, and accuracy. In addi-
tion, it should be noted that the advantage of outsourcing is
also reflected in the value of N is not limited, but FFT usually
has a limit on the value of N, for example, radix—2 FFT
requires that N must be the power of two.

For IDFT, the client-side overhead of outsourcing or using
IFFT (inverse fast Fourier transform) is almost the same as
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TABLE 2. Client-side overhead in different scenarios.

Calculation types DFT Radix-2 FFT Computing outsourcing

Multiplication of two complex numbers N2 % 0
Division of two complex numbers 0 0 N

Addition of two complex numbers e N 10g§v 2N —1

Multiplication of a complex number and a real number 0 0 3N +1
Addition of a complex number and a real number 0 0 N

Multiplication of two real numbers 0 0 4N + 1

Addition of two real numbers 0 0 4N —2

Equivalent conversions 4.4N? 2.3N logé\’ 21.2N + 2.6

3 < 10¢ . . . ; :
— Radix-2 FFT
Computing outsourdng ,/

® o2r ,/'/:-" b
L - 4
= A
u.)
=
o
o 15} b
O
s
=
2
o 1r N

05F b

0 200 400 600 800 1000 1200

N

FIGURE 2. Efficiency comparison between radix-2 FFT and computing
outsourcing.

for DFT. For circular convolution, the client-side overhead of
outsourcing or using (I)FFT is about three times that of DFT.
When x(n) is a real sequence, both the outsourcing method
and the FFT method can reduce the client-side overhead
equally by utilizing the conjugate symmetry of the DFT [14].
Due to space limitations, the detailed discussion is omitted
here.

3) CLOUD-SIDE OVERHEAD

In the proposed protocol, the encrypted problem that the
client sends to the cloud is still a DFT problem or an IDFT
problem. Therefore, the cloud can directly use FFT (or IFFT)
to solve them. In other words, our protocol will not bring addi-
tional computing overhead to the cloud. Due to the powerful
computing power, the speed of solving DFT in the cloud is
particularly fast, so it will not drag down the running speed
of the client’s local device.

4) COMMUNICATION OVERHEAD

For the outsourcing of DFT, the client only needs to send
the encrypted sequence y(n) and receive the result Y (k), that
is, the communication overhead is only two vectors. For the
outsourcing of IDFT, the communication overhead is the
same as outsourcing DFT. For the outsourcing of circular
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convolution, the communication overhead is only six vectors,
i.e., the vectors formed after the encryption of xy(n), x2(n),
X1(k), X2(k), yo(n) and Y (k). Therefore, we can conclude
that the communication overhead is particularly small in the
proposed protocol.

V. EXPERIMENT RESULTS

In this section, we implement our proposed protocol in a
numerical experiment to evaluate its performance. The exper-
iment is performed using Matlab 2016b on a PC with an Intel
Core i5 processor and § GB RAM simulating a client. We sep-
arately simulate the client’s use of the definition method,
the radix—2 FFT method and the outsourcing method to
solve DFT, and compare their execution time on the client
side. To measure efficiency, we define the following three
parameters:

o Iprr represents the time taken by the client to solve DFT
using the definition method.

o tadix—2 FFT Tepresents the time taken by the client to
solve DFT using the radix-2 FFT method.

e ltowsourcing T€PrEsents the time taken by the client to solve
DFT using the outsourcing method.
IDFT

i Toutsourcing p
radix—2 FFT

to the client using the definition method, and insomraing TEP"
resents the performance gain compared to the client using
the radix-2 FFT method. In the experiment, we also set a,
b, c, and d as real numbers, and verify each returned result.
For different values of N, the experimental results are shown
in Table 3.

As can be seen from Table 3, the outsourcing method can
significantly reduce the local computing overhead compared
with the definition method. Compared with the radix-2 FFT
method, when N is not too small, the outsourcing method also
has an advantage in terms of efficiency. Moreover, the larger
N is, the more obvious this advantage will be. For example,
the client can obtain an overhead savings of more than x 1.50
when N>10192. This is consistent with the results of previ-
ous theoretical analysis, and also reflects the practicality of
our outsourcing protocol.

Hence represents the performance gain compared

VI. RELATED WORK

Cloud computing outsourcing has attracted considerable
research efforts both from theoretical cryptographers and
security engineers. The theoretical cryptography commu-
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TABLE 3. Simulation experiment results.

Dimension | tppT(msec) | tradix—2 FFT(mMSsec) | toutsourcing(msec) tou:stou::cing (msec) mﬁ (msec)
256 2.6978 0.0466 0.0532 50.7105 0.8759
512 10.2014 0.0963 0.0997 102.3210 0.9659
1024 43.6563 0.2079 0.1804 241.9972 1.1524
2048 160.6058 0.4689 0.3720 431.7360 1.2605
5096 680.7852 1.3077 0.9483 717.9007 1.3790
10192 2608.5201 2.9276 1.9475 1339.4198 1.5033

nity usually focus on designing generic protocols cover-
ing all problems, mainly based on Yao’s garbled circuits
[16], [17] and Gentry’s fully homomorphic encryption (FHE)
scheme [18]. Their basic idea of encryption is to model any
polynomial time computation using a circuit, for example,
[19], [20]. Due to the extremely high complexity of the
FHE operation and the pessimistic circuit sizes, the generic
protocols are quite complicated and inefficient that seems to
be far from practical. In contrast, the security engineering
community typically focuses on designing different outsourc-
ing protocols for specific problems. Early outsourcing pro-
tocols usually allowed privacy leaks and the verification of
returned results were also ignored, for example, [21]-[23].
Later, the malicious cloud model was accepted by most
outsourcing protocols and proposed a series of secure and
efficient outsourcing algorithms. Among them, there are the
outsourcing of matrix inversion [24], the outsourcing of linear
programming [25], and the outsourcing of support vector
machine (SVM) [26]. Recently, efforts have been made to
apply cloud computing to specific real-world scenarios, and
the corresponding research results appeared in [27]-[29].

The fast algorithm for DFT is an important research topic in
the field of signal processing. Since Cooley et al. proposed the
radix-2 FFT algorithm [13], there are many fast algorithms
that have been proposed, such as split-radix FFT [30], discrete
Hartley transform (DHF) [31], radix-4 FFT [32], radix-r FFT
[33], and mixed-radix FFT [34]. Among them, split-radix
FFT algorithm has the highest efficiency, and its complex
multiplication times are close to the theoretical minimum
value of FFT. Moreover, new improved algorithms are still
being proposed. In the encrypted domain, Bianchi et al.
investigated the implementation of the DFT on a vector of
encrypted samples [35], [36] and the implementation of the
FFT on a vector of encrypted samples [37], both of which rely
on the homomorphic properties of the underlying cryptosys-
tem. However, due to the huge computational complexity
of homomorphic encryption scheme, they are not suitable
for practical applications. Instead, from the perspective of
security engineering community, the proposed outsourcing
protocol for DFT, IDFT, and circular convolution pay more
attention to the efficiency and therefore are closer to practical
applications.

VIl. CONCLUSIONS
In this paper, we have presented a secure and efficient cloud
computing outsourcing protocol for DFT, IDFT, and circular

60132

convolution. The proposed protocol successfully implements
the design goals under the malicious cloud model. Through
theoretical analysis and simulation experiments, it is found
that as long as N is not too small, cloud computing has
more obvious efficiency advantages than FFT algorithm.
Moreover, unlike FFT, cloud computing does not impose any
restrictions on the value of N. In addition, the trade-offs
between security, efficiency, and accuracy can be flexibly
adjusted depending on usage. Therefore, in an application
scenario with cloud computing conditions, using computing
outsourcing to speed up the operation of local signal process-
ing equipment is also an alternative method.
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