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The technological advancements in the Internet of Things (IoT) and related technologies lead to revolutionary advancements in
many sectors. One of these sectors, is the industrial sector red that leverages IoT technologies forming the Industrial Internet of
Things (IToT). IIoT has the potential to enhance the manufacturing process by improving the quality, trace-ability, and integrity
of the industrial processes. The enhancement of the manufacturing process is achieved by deploying IoT devices (sensors) across
the manufacturing facilities; therefore, monitoring systems are required to collect (from multiple locations) and analyse the data,
most likely in the cloud. As a result, IIoT monitoring systems should be secure, preserve the privacy, and provide real-time
responses for critical decision-making. In this review, we identified a gap in the state-of-the-art of secure IIoT and propose a set
of criteria for secure and privacy preserving IIoT systems to enhance efficiency and deliver better IloT applications.

1. Introduction

The Internet of Things (IoT) has gained enormous popular-
ity in the last decade, which consists of interconnected
devices such as mobile phones, computers, sensors, and
many more. These devices helped to develop and improve
many sectors, such as Smart Cities, Smart Homes, and
Healthcare [1]. The significant improvement added to these
sectors encouraged the industrial sector to introduce IoT into
the manufacturing paradigm. As a result, this led to a new
industrial revolution: Industry 4.0. A new term Industrial
Internet of Things (IIoT) has been used to collectively refer
to proposed IoT solutions in this space [2].

The applications of IIoT can be classified into four cate-
gories (Figure 1). The first class includes production flow,
quality control, and energy consumption. This class is aimed
at improving production processes. The second class is
operation-oriented management, which includes supply
chain and enterprise decision management. The third class
focuses on the allocation and collaboration of resources. This
class includes collaborative manufacturing and customiza-
tion technology. Finally, the last class mainly focuses on

product life cycle management. Additionally, it focuses on
service optimization, such as remote maintenance and prod-
uct traceability [2].

The growing population has led to an increasing demand
for products, which has saturated the manufacturing indus-
try and even more so in the recent COVID crisis. As a result,
the manufacturing segment is expected to have the highest
and fastest-growing market segment by end-user at a com-
pound annual growth rate (CAGR) of 27.94%. To meet the
growing demand, an efficient manufacturing system has
become mandatory. This demand can only be achieved by
the integration of the latest technologies, such as IoT within
the manufacturing process [3]. However, the stringent regu-
latory requirements (COMAH, IEC, and SIL) for safety must
be satisfied for this shift to become usable in real-world
applications.

To demonstrate the relevance of IIoT and its ability to
meet regulatory requirements, we present two examples of
manufacturers currently using IIoT schemes [4]. The first
one is Airbus, the European aircraft manufacturer. Airbus
currently integrates IoT technologies into its products and
its workers’ tools in the manufacturing process. Also, Airbus
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is harnessing IoT technologies to clear a backlog of orders
and boost revenues. It is clear that IoT is transforming the
aviation industry by enabling a more seamless passenger
journey, increasing operational efficiency, and driving a
new age of “connected aviation.” The second example is the
global tech firm Client Global Insights (CGI). CGI has
teamed up with Microsoft to deliver a predictive mainte-
nance solution for elevators by leveraging IoT. CGI claims
that it has developed a solution which securely connects
thousands of sensors and systems within elevators and mon-
itors everything from motor temperature to shaft alignment.
The data are collected and processed on the cloud using
Microsoft’s cloud-based Azure Intelligent Systems Service.
These elevators enable technicians to use real-time IIoT data
to spot defects and repair them before a breakdown occurs.

Thus IIoT, such as monitoring systems, help industries
improve their resources and meet their clients’ needs while
ensuring high-quality production. IIoT achieves this by pro-
viding ubiquitous connectivity, efficient data analytics tools,
better decision support systems, and applications [5, 6]. As
IIoT applications deal with complicated processes, these appli-
cations have a critical impact on several parties. For example, a
failure in an IToT application may put the employees’ lives in
the factory at severe risk. Similarly, the business resources
may be at risk which has cost implications [7]. Therefore,
the accuracy, precision, and risk impact of application-failure
metrics of IIoT applications should be higher than in IoT
applications. Moreover, IIoT applications must fulfil the strin-
gent requirements of real-time processing and feedback, time
synchronisation, and regular communication [8].

The three essential components of security are confiden-
tiality, integrity, and availability, which are known as the CIA
triangle. Confidentiality ensures that only authorised users
can read the data of a system. Integrity ensures that no
changes are made to the data, and availability means that
all services and data are available [9]. Availability and integ-
rity of data are considered more essential than confidentiality
for industrial environments. This, however, does not dimin-
ish the need for confidentiality. With the internet-
connected systems of IIoT, all three aspects should be
brought up to an acceptable level. Thus, in the development
of new IIoT and Industry 4.0 systems that leverage the exist-
ing network and cloud infrastructure, confidentiality and
integrity should be weighed equally to availability [10].

IIoT applications, such as monitoring systems in smart
factories, work by collecting data from multiple locations
and analysing the data on the cloud. However, collecting
and processing data on the cloud compromise the data pri-
vacy and security, leading to sensitive information leakage
[11, 12]. Data-at-rest must be securely stored and processed
on the cloud without compromising its security and privacy

[11, 13]. This goal is challenging as it requires processing
the encrypted data (not the plaintext) on the cloud. More-
over, some IToT applications require access control (AC) pol-
icies to allow specific users, such as a manager or a third-
party contractor to access and query the data. This AC
requirements adds a more significant challenge [14, 15]. To
highlight the need for data confidentiality and integrity in
IIoT applications, the authors in [16] demonstrated how col-
lecting air-quality-related data on unsecure servers can mis-
inform the public or mislead policymakers. The authors
showed that any modification to the sensors’ data can lead
to false-negative emergency alerts or wrong decisions. An
example of wrong decisions is triggering the evacuation
alarm or stopping a production line. Therefore, it is crucial
for IIoT applications to secure the collected data. This can
be achieved by encrypting the collected data during transmis-
sion and at-rest [17].

The degree of severity in relation to violating privacy on
the IIoT differs from that of the IoT. In IoT, unauthorised
access may lead to privacy problems such as data theft. On
the other hand, violating privacy on IIoT may lead to a disas-
trous decision that can cause the entire system to fail [7]. IoT
and IToT may share similar security threats. Yet, there is a
substantial difference between the degree of severity in the
event of a security breach in both IoT and IIoT [18]. In other
words, authenticating an illegitimate device may cause a nor-
mal IoT system to experience some problems, such as privacy
invasion. On the other hand, a similar scenario in an IIoT
system could cause serious consequences. For example, dis-
rupting the network or forcing the network to take hazardous
actions. Thus, IIoT requires a higher level of security. To do
so, there are several factors to consider, such as the applica-
tions’ requirements, the type of IloT devices, and a recovery
technique in the case of cybersecurity attack [19].

In addition to the previous security and privacy require-
ments, factories need to share the data with other parties,
such as insurance or/and consulting companies, customers,
and/or employees. To control and manage data access, IIoT
systems must deploy AC mechanisms on the encrypted data
on the cloud [20].

Several recent studies have addressed the security and
privacy issues for IIoT, from different perspectives. For
example, the authors of [17] categorised the security chal-
lenges for both IoT and IIoT. The authors also specified
whether these challenges are applicable to IoT or IIoT or
both. On the other hand, the study demonstrates the security
challenges in the ITIoT and stresses the need to design practi-
cal solutions. Also, the study shows that various ITIoT scenar-
ios require application-specific designs. However, solutions
to the challenge of appropriate designs are not suggested by
the authors.
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In [21], the authors analysed the security challenges of
IIoT and provided a comparative analysis of the available
solutions. This study set out to identify some open research
problems related to system integration, communication,
energy factor, preventive and detective measures, authorisa-
tion, and architecture of IIoT. However, the study does not
suggest feasible and practical solutions. Similarity, Tange
et al. [10] provide a systematic literature review of IIoT secu-
rity requirements. The authors demonstrate how fog com-
puting can address these requirements. Additionally, the
authors identified some research opportunity to use secure
fog computing for IToT.

uilding on existing findings from [10, 17, 21], in this arti-
cle, we examined the practical considerations of embedding
security and privacy solutions to IIoT system architectures
moving away from the cloud paradigm to minimise exposure
to threats. Thus, we focus on combining searchable encryp-
tion and access control methods in a cloud-Edge architecture
to assess their suitability and efficiency from the privacy,
security, and response time perspectives.

2. Objectives

In the context of IIoT, privacy refers to protecting the confi-
dentiality of the IToT device and its collected readings (data).
For example, exposing the sensor’s location is considered a
security and safety threat. The lack of privacy preservation
causes security threats, such as in the case of utility monitor-
ing, which will affect the network’s process [19]. To address
the aforementioned requirements for security and privacy
in IToT monitoring systems, we must consider the following
challenges:

(1) The Limited Resources in IIoT Devices, such as Low
Computational Power, Low Power Consumption,
and Low Storage. Therefore, deploying and running
encryption algorithms on these devices may add sig-
nificant performance overhead.

(2) The Adaptation of Searchable Encryption (SE). Search-
ing the encrypted data on the cloud requires adapting
and enhancing searchable encryption (SE) algorithms
to work on both the cloud and IIoT devices.

(3) The Critical Real-Time Requirement for IIoT Systems.
IIoT monitoring systems should fulfill the critical
real-time requirement, which significantly affects
the decision-making process. Thus, each component
in the system should be optimised to reduce the over-
all execution time.

The security aspects and requirements in IIoT can be
identified as follows [22]:

(i) Impact of Attack. A successful attack on an IIoT sys-
tem has a high impact due to the critical nature of
this industry.

(ii) Secure Communication. It is important to maintain a
secure connection between IIoT parties. Unsecure

communication channels sensitive

information.

can expose

(iii) Authentication and Authorisation. 1IoT requires
authentication and authorisation for all connected
devices. This includes but not limited to, sensors,
internal users, and external users.

(iv) Accountability. It is important to keep track of all
actions and incidents in an IIoT system to identify
and recover from any possible incidents. According
to [23], the main security concerns are authentica-
tion and access control. The reason is that users with
improper access rights can severely affect these
systems.

In this paper, we aimed to examine the state-of-the-art in
security and privacy of IIoT application systems and focus on
the combination between searchable encryption and access
control methods applied on Edge computing to assess their
suitability and efficiently from a privacy, security, and
response time perspective. Hence, the present article is aimed
at fostering scientific discussion regarding IIoT from the pri-
vacy and security perspective under constraints by revealing
the current state of research as well as identifying areas to
be addressed by future research efforts. By doing so, the fol-
lowing research questions are pursued:

(i) RQI. Which research areas and methods have
addressed the security, privacy, and efficiently perfor-
mance of IToT and to what extend so far?

(ii) RQ2. Which research areas or methods can be pro-
posed to further security and privacy improvement
in the future of smart factories?

To answer the abovementioned questions, a systematic
review of relevant literature is applied as presented in Section
3. The results of the literature search are presented in Section
4 where we taxonomise relevant research. A discussion of the
findings along with open challenges and suggested areas of
further research is presented in Section 5 with conclusions
presented in Section 6.

3. Methods

We selected a list of publications related to IIoT systems to be
included in the comparative analysis. The databases and sources
used in this systematic review include (1) IEEE, (2) Springer, (3)
websites of smart factories found through a generic Google
search, and (4) Google Scholar (including ResearchGate).

We focused on several topics, including security in IIoT,
enhanced searchable encryption algorithms, and a combina-
tion between searchable encryption, and access control
methods. The search keywords alongside the number of
results are presented in Table 1.

As the above combination of data sources and keywords
returned a vast amount of results, we selected the following
inclusion criteria to identify the most relevant sources: (1)
language: English, (2) date range: within the past five years
(2017-2020), (3) the article presents a review or a survey
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TaBLE 1: Results of the literature search.
. L Number of
Topic Online library results
IEEE 2,845
Industrial Internet of Things Springer 44,937
applications Google search 53,000
Google Scholar 100,000
IEEE 9
. Springer 8
Searchable encryption for IloT
Google search 124
Google Scholar 120
IEEE 101
Spri 898
Access control for IIoT PrInger
Google search 5,600
Google Scholar 5,000
IEEE 19
Privacy preserving for I[IoT Springer 114
applications Google search 1,000
Google Scholar 1,110
IEEE 89
Edge computing in IToT Springer 483
application Google search 3,150
Google Scholar 3,000
IEEE 238
Springer 1,057
Requirements of IIoT pring
Google search 5,000
Google Scholar 4,580
IEEE 105
Searchable encryption with Springer 1,168
access control Google search 2,300
Google Scholar 10,000
IEEE 125
o . Springer 967
Monitoring system using IloT
Google search 5,200
Google Scholar 15,100
IEEE 197
Springer 853
Security of IIoT applications pring
Google search 4,600
Google Scholar 5,030

related to IToT, and (4) relevance: searchable encryption with
access control for Edge-based IIoT application is necessary.
The exclusion criteria are as follows: (1) nonrelated to the rel-
evance inclusion criteria, (2) implicitly related the relevance
inclusion criteria, (3) duplicate articles that appear multiple
times in one or more databases, and (4) nonresearch article.

Those four exclusion criteria and four inclusion criteria
as illustrated above improved the objectivity of this review
paper. A filtering process was carried out to exclude those
articles that fulfill the exclusion criteria. The remaining arti-
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cles were classified according to the four inclusion criteria,
and data of interest was collected.

4. Results

The literature search returned a total of 268,507 results.
Opverall, we read 235 sources, as we excluded the majority
by reading the abstracts. A total of 54 sources remained for
analysis and were taxonomised as seen in Figure 2.

4.1. State-of-the-Art in IloT with Embedded Security
Mechanisms. IIoT systems can benefit from the massive
amount of collected data to generate a useful approach. This
approach can improve the performance of the system and
minimise unplanned downtime [24]. IIoT systems utilise
cloud servers to store and process the generated massive data
[24]. However, the data need time to be transferred to central-
ized data centres, which degrades the IIoT system efficiency.
This implies that processing data on an Edge server could help
the IIoT system meet real-time requirements and reduce the
decision-making latency [25]. The survey presented in [17]
identified two constraints when protecting data confidentiality
in IToT systems through data encryption. One of these con-
straints is related to the limited resources of IIoT devices.

Gebremichael et al. [19] describe the privacy challenges in
IToT based on the levels of the architecture as follows: device,
platform, and application layers. The solutions provide access
control methods, authentication mechanisms, data encryp-
tion, and secure channels to ensure the privacy at the device
layer, for example, protecting Edge nodes against a fake node
insertion attack. They also describe several points that devel-
opers need to consider when designing privacy solutions for
the IToT. These points can be described as follows:

(i) Cryptographic mechanisms are generally employed
to enforce privacy policies. The challenge is to design
a lightweight privacy-enhancing cryptosystem suit-
able for IToT devices. These IIoT devices have limited
resources. Thus, it is crucial to prevent heavy compu-
tations to meet the IToT real-time requirement

(ii) Further research is needed to provide lightweight
cryptosystem solutions with anonymised data
methods. Also, advanced data analytics tools to pro-
cess the collected data

(iii) Reducing the amount of data collected by Edge
devices to the minimum data points that are
required for system operations while continuing to
provide anonymisation techniques on user data

(iv) Illustrating data access policies and implementing
appropriate access control methods that are capable
of identifying authorised users that have access
rights to Edge node data

Several solutions can protect IIoT systems’ privacy, such
as encryption, access control, processing data on the Edge,
and anonymisation. Privacy in IIoT systems is challenging
as these systems usually store and process data in third-
party cloud services.
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Yu et al. state that the data generated by IoT devices has
increased dramatically. At the same time, Cisco predicted
that the volume of data generated by IoT devices would reach
500 ZB by 2019 [26]. However, massive data need time to be
transferred directly to the cloud for processing, which adds
computation overhead. This computation overhead increases
the latency, bandwidth, and may even lead to the unavail-
ability of IIoT applications [2]. To address this issue, the
concept of Edge/fog computing has been defined, and data
can now be processed much closer to the source. This is
because some cloud services are brought to the Edge of the
network. In this context, fog computing differs from Edge
computing in that it uses the interconnection between end-
points. Edge computing, on the other hand, focuses on iso-
lated endpoints [26]. This implies that processing data on
the Edge server helps the ITIoT system to meet the real-time
requirement and reduce decision-making latency, especially
for delay-sensitive applications [2]. Edge computing is
applied to manufacturing based on IoT to meet these
requirements [27].

Many researchers introduced improvements to search-
able encryption algorithms that would make them light-
weight for IIoT, such as [28]. Yet, this method is not tested
for its applicability in industrial plants. Wazid et al. [29]
review the access control in IToT such as a monitoring system
of an industrial plant. They state that authentication is the
most important security requirement in cloud-based IIoT
while this requirement is still needed to improve the pro-
posed solution.

The following subsections will discuss data analtyics,
searchable encryption, and access control state-of-the-art
methods that have the potential to address the challenges
identified in this subsection.

4.2. Edge Data Analytics for IloT Applications. Data analytics
is the most important step in the monitoring system’s life
cycle. IoT data analytics improves fault detection, disaster
forecasting, service, and smart decision-making [30]. More-
over, they help the smart factory extract the knowledge from
raw data with the support of IIoT applications, for example,
to better understand technological enabler behaviour or to

relate issues derived from combined and statistical data pro-
cessing [31]. The usage of feature extraction methods pro-
vides more accurate data analysis results. Besides, meeting
the real-time requirement for IIoT manufacturing applica-
tions, for instance, a robust incremental feature extraction
method based on PCA (Principal Component Analysis) is
proposed to meet the real-time requirement [30]. Extracting
data features from the data by applying such techniques
allows Edge servers to take smart decisions for delay-
sensitive applications [27]. Applying Edge analytics directly
reduces the volume of data to be transmitted to the cloud.
This, in turn, reduces the information that must be
encrypted, which makes the encryption overhead minor.
However, this reduction introduces other challenges in terms
of accuracy and traceability, especially in regard to the route
cause fault finding capabilities. Thus, appropriate Edge data
analytics methods must be identified to optimise the trade-
off between benefit and side effects.

4.3. Searchable Encryption. Searchable encryption (SE) is a
cryptographic technique that allows secure searching over
encrypted data [32]. SE allows a user (or an automated pro-
gram) to perform a secure query for a specific event without
compromising the data confidentiality. For example, using
SE to encrypt data on the cloud prevents the cloud provider
or any unauthorised person (including the system adminis-
trator) from accessing or querying the encrypted data. There
are two SE schemes [33]; one of these schemes is Symmetric
Searchable Encryption (SSE). SSE requires a private key to be
distributed between users, which is not suitable for multiple
user scenarios [34]. The other scheme is Public Key Encryp-
tion with Keyword Search (PEKS) [35]. PEKS is a public-key
cryptosystem that allows search over encrypted data using a
public key instead of private keys, allowing multiple parties
to query the data without compromising the data owner’s
private key.

4.4. Access Control Methods. There are several known AC
mechanisms, including but not limited to attribute-based,
key-policy-based, role-based, and trust-based [36]. However,
the most commonly used AC mechanisms with PEKS are



role- and attribute-based access control. Table 2 summarises
the difference between these two AC mechanisms, based on
two recent publications [37, 38]. The following subsections
will further discuss those approaches and their capacity to
be combined with SE and critically compare them in the con-
text of IIoT.

4.5. Role-Based Access Control (RBAC) with PEKS. RBAC is a
security mechanism that allows users to access data based on
their roles within an organisation [39]. The authors in [40]
introduced RBAC to PEKS using free bilinear, as bilinears
have high computational cost. The authors used the RBAC
mechanism to simplify the frequent user’s permission assign-
ment within a large organisation. However, using RBAC with
PEKS makes it hard to manage third parties’ access policies
(users outsides the organisation), which is an essential
requirement for a monitoring system in the IIoT. Besides,
using RBAC with PEKS is inflexible as it must be painstak-
ingly managed.

4.6. Attribute-Based Encryption (ABE). Attribute-based
access control (ABAC) is a security mechanism that allows
organisations to grant access to users based on some attri-
butes, such as their division or title [41]. On the other hand,
Attribute-Based Encryption (ABE) combines searchable
encryption with the ABAC approach [42]. In ABE, a message
is encrypted for a specific receiver using a set of attributes.
Thus, only the person who holds a key for the matching attri-
butes can decrypt the message [39]. ABE has two paradigms:
Key-Policy ABE (KP-ABE) and Ciphertext-Policy ABE (CP-
ABE). In KP-ABE, the user’s private key is associated with a
specified access policy, and the ciphertext is encrypted under
a set of attributes. The user can decrypt the ciphertext if the
attributes in ciphertext satisfy the access policy in the user’s
key. Thus, KP-ABE mechanism answers the following ques-
tion, “what type of data should the user access?”. Differently,
the CP-ABE answers the question, “What attributes must a
user have to access the encrypted data?”. Typically, CP-ABE
is considered an adjustable scheme because it guarantees
more control to the user over the encrypted data [43].

Rasori [43] improved ABE and reduced the communica-
tion overhead by 35 per cent compared with existing ABE for
medical applications. This novel CP-ABE is more efficient
and could be a suitable solution for low-power communica-
tion protocols in IIoT. Sathya and Kumar [44] proposed a
medical system that collects patient’s data during emergen-
cies and shares the data with the doctors. The authors’ pro-
posed system combines blowfish encryption and an ABE
scheme. The authors evaluated their proposed system using
several symmetric encryption algorithms, encryption time,
decryption time, and total computation time. Their evalua-
tion shows that the blowfish algorithm has better perfor-
mance to encrypt data when used with CP-ABE to grant
the authorised users’ access to medical data. The main advan-
tage of this work is the fast transmission of medical data,
while the main disadvantage of using the blowfish algorithm
is the linear relationship between the size of ciphertext and
the number of attributes. When the number of attributes
increases, so does the size of ciphertext.
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Miao et al. [45] proposed a higher security level PEKS
with CP-ABE approach that supports access control with
multiple permissions as well as hidden access policies. Also,
the authors employed traceability techniques to prevent dis-
honest data users from leaking their private key to others.
Their evaluations show that the computation costs for
encryption and decryption increase linearly as the number
of user attributes does.

Yang et al. [46] proposed a system to monitor the
patient’s status with two access control modes. The first
mode is for normal situations where the doctors, nurses,
and technical staff have access under an access policy. The
second mode is for emergencies where the first-aider needs
access to the patient’s historical data. To achieve these con-
trolled access modes, the authors applied ABE for normal
access and break-glass algorithm for emergency access. How-
ever, their approach provides data security but does not pro-
vide a revocation mechanism to the emergency access policy,
once the situation is resolved.

4.7. Attribute-Based Keyword Search (ABKS). In the
Attribute-Based Keyword Search (ABKS) scheme, the key-
words are encrypted by an AC policy and the data with attri-
butes. The user can generate a trapdoor that can be used to
search over encrypted data [47]. The ABSE (attribute-based
searchable encryption) scheme has exactly the contrary
where the owner transmits the valid search query to the user
and allows them to decrypt the data when its attributes satisfy
the access policy [48]. However, ABKS schemes provide effi-
cient search operations which allow retrieving encrypted data
for multiple authorised users with flexible access policy [49].

Guo et al. [50] proposed a new ABKS to support encryp-
tion for both keyword and messages where most existing
ABKS encrypts the keyword. In their proposed ABKS, there
is no need for a secure channel to transmit the search tokens
to the cloud. Also, it is a robust scheme against resisting off-
line keyword guessing attacks by inside attackers (i.e., the
honest-but-curious servers). This scheme is evaluated and
applied to a telemedicine system that is used to support
healthcare services at multiple locations. However, the com-
munication time in this scheme is high and is not suitable
for time-sensitive applications.

4.8. Combining Searchable Encryption with Access Control.
To achieve strong confidentiality, SE must be combined with
access control [51, 52]: if a ciphertext appears as a search
result, we learn something about the underlying document,
even if the access control does not allow us to access the doc-
ument. This illustrates the need for a linked search and access
control, so that search results present to users only data to be
accessed by the users [53]. Thus, the SE protects data confi-
dentiality, and AC schemes protect user access privileges [54].

It is essential to protect data that travels through the IIoT
network. Thus, SE covers cryptographic protection across all
networks by (1) protecting the Edge and cloud networking
and (2) protecting endpoint connectivity [9]. Encryption
techniques protect the privacy of big data in the data storage
phase. Confidentiality, the first consideration when the
encrypted data is stored in cloud servers can be secured by
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TaBLE 2: Comparing role and attribute-based access control.

Feature

Role-based access control (RBAC)

Access control mechanism
Attribute-based access control (ABAC)

Access control granularity

Coarse-grain access control

Fine-grain access controls

Creating access control groups defined as roles
with presetup privileges. Users can be added
into the group for their desired access privileges.

User addition mechanism

Users are assigned attributes to describe their
properties. The access control system needs to
focus on the required access control policies that are
described by a set of attributes to check the user’s
privileges to decide if the access should be
granted or not.

Structure of access policy

Policies are assigned (operation/object pairs) to
groups before the access request is made.

Using Boolean rule structure to express the policies.

Users are assigned to roles and inherit the

permissions assigned to the roles they have.

Roles are often organised in a role hierarchy,

which defines the inheritance of permissions
between roles.

The input of authorisation decisions

They are used as input for authorisation decisions
with many criteria, such as department, job code,
time of day, IP address, and user location.

Decision level

Only related to functionality

Relate to access in both the data level and the
field level, but also to functionality.

Access level

Do not allow access for nonemployees to
organisation assets.

Allow limited access for third parties to
organisational assets.

One of the main problems is that it is not an

automatic model, needs to be painstakingly
managed, and often involves significant
manual intervention. The role-based mechanism,
by itself, is inadequate to address the dynamic

Model status

The ABAC model is a dynamic model. The system
dynamically deploys access control by using
attributes, i.e., a flexible access control approach.

requirements of cloud-based IoT.

efficient encryption techniques. However, when the data user
sends the request to retrieve the data from the cloud, the cloud
server cannot reply to the user’s request, because it cannot
decrypt the encrypted data or search over encrypted data.
Searchable encryption schemes could address these challenges.

While the Attribute-Based encryption (ABE) methods
might secure information transmission and the fine-grained
sharing of encrypted IIoT data, they additionally need to
overcome new application deterrents in IloT-cloud frame-
works: (1) restricted resource IoT devices; (2) difficulty in
encrypted data recovery at cloud servers: the encrypted
records limit the adaptability and accuracy of information
recovery, leading to unessential or incorrect outcomes; (3)
lack of successful key administration: once CA is compro-
mised, all previously encrypted files can be leaked because
of the keys generated by a central authority (CA). To address
the above difficulties, a novel lightweight searchable encryp-
tion method is needed for IIoT-cloud frameworks [55].

4.9. Searchable Encryption with Access Control in IloT
Applications. The literature survey of Zhou et al. [33], which
spanned 2014 to 2019, identified schemes that combined
PEKS with Attribute-Based Encryption (PEKS-ABE) for
cloud-based applications. Moreover, this survey demon-
strated that the PEKS-ABE provides efficient data sharing
and searching ability, but it needs to improve the privacy of
user keys. However, they do not also apply it to IloT wherein
to improve the privacy of the user keys, an Edge processing
and storage approach could be utilised.

The following two works focus on improving either SE or
AC for IIoT environments, but they do not combine them.
Chen et al. [28] proposed lightweight searchable encryption
for cloud-based IIoT applications with security improve-
ments. In [56], published in 2020, they improve CP-ABE in
many aspects:

(1) Using a Hybrid Cloud Infrastructure. Public cloud to
store encrypted IoT data and the private cloud to exe-
cute CP-ABE tasks over the data

(2) Guaranteeing Data Privacy at the User Level against
the Private Cloud. The author achieved this by pro-
posing two encryption techniques. These techniques
work by protecting IoT data privacy at the item level
and preventing the user-key leakage problem.

(3) Enabling the private cloud to execute CP-ABE
encryption/decryption tasks in batches and executing
the CP-ABE reencryption tasks regardless of the size
of IoT data, thus improving the performance of IIoT
applications

Chen et al. [28] proposed lightweight searchable encryp-
tion for cloud-based IToT applications with security improve-
ments. To achieve more precise data retrieval, Miao et al. [57]
proposed an improved ABE scheme with multikeyword
search to support simultaneous numeric attribute comparison,
thereby greatly enhancing the flexibility of ABE encryption in
a dynamic IoT environment. Furthermore, attribute-based



multikeyword search schemes were also investigated in [58].
Nevertheless, this CP-ABE scheme inevitably concentrates
on the single authority environment in which a CA essentially
controls all attributes” authorisation. The single authorisation
cannot effectively generate and manage the public/secret keys
in the IToT.

However, these studies did not improve the bandwidth of
data that is outsourced to the cloud, which is important to
minimise the computational cost. Zhang et al. [55] proposed
a lightweight SE-AC scheme by providing lower computa-
tional complexity. Moreover, their framework enhanced pri-
vacy by preventing leakage during data outsourcing to a
cloud server. In summary, they provide fine-grained AC,
multikeyword search, lightweight decryption, and a multi-
authority environment. They provide low latency as well as
improved security against the chosen-keyword attack and
the chosen-plaintext attack. Their LSABE and LSABE-MA
schemes can support single keyword and multikeyword
searching while maintaining the lightweight decryption on
many practical testing platforms (PC, mobile phone, and
Raspberry Pi models). Moreover, their schemes meet the
low-latency requirement of IIoT applications. Therefore,
their schemes are suitable for practical IIoT environments.
However, their work did not consider the accuracy and data
bandwidth, which is regarded as requirements of IIoT applica-
tions. In addition, the encryption time for their schemes is 24
seconds. Simultaneously, latency is an important metric in the
encryption phase for the real-world IIoT environment. Thus,
encrypted privacy-sensitive data must upload to the cloud
immediately. Hence, we identify a gap in extracting the useful
information from the raw data before encrypting them to min-
imise the encryption time and the bandwidth and to improve
the overall performance to meet IIoT requirements.

5. Discussion

Several studies have combined SE with AC to query
encrypted data with different AC policies. However, studies
that combined PEKS and AC mechanisms, such as CP-
ABE, still suffer from low privacy for user keys, high volumes
of data transmission, or a high ratio of error for returned data
(reduced accuracy). Some studies combined these algorithms
in the medical domain to improve the privacy of medical data
and the security level against external and internal attacks.
Furthermore, some systems still have a high computational
cost, which is not practical for a computationally restricted
environment such as IIoT. This high computational cost
prevents studies from meeting the real-time requirement
for the time-sensitive IIoT applications. Therefore, IIoT
applications must minimise the computational cost and
improve performance to meet the near real-time require-
ments. Gebremichael et al. [19] discussed the further
research that needs to be considered in the IIoT applications.
The authors argue that using SE or homomorphic encryption
(HE) can maintain security and privacy for systems that rely
on cloud providers. Besides, SE provides fast and secure data
delivery from the cloud for time-critical applications. Lead-
ing from the above discussion, we identify four research
questions and open challenges as follows:
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(i) RQIL. How do we adopt and deploy a lightweight
version of the Public Key Encryption with Keyword
Search (PEKS) algorithm on both the IIoT devices
and the cloud to achieve a near real-time perfor-
mance that is suitable for time-sensitive IIoT
systems?

(ii) RQ2. How can we introduce, investigate, and evalu-
ate the combination of PEKS and CP-ABE mecha-
nisms in the cloud versus Edge architecture while
achieving the best performance for time-sensitive
IIoT systems?

(iii) RQ3. How do we investigate the performance over-
head for deployment on the Edge vs. the cloud server
on various IToT applications and identify the proper
architecture for each application type?

(iv) RQ4. How to design and develop a framework with
an efficient CP-ABE mechanism and PEKS algo-
rithm tailored to a suitable cloud and Edge deploy-
ment for IIoT systems to provide a secure and
privacy-preserving solution for IIoT systems with
AC support?

6. Conclusions

This study provided an unambiguous literature review that
specifically focused on SE with AC for IIoT in a systematic
manner. We demonstrated that the existing approaches and
articles do not meet all the requirements of IIoT to support
smart factory needs. Our review highlights the efficient com-
bination between AC or CP-ABE and SE or PEKS to preserve
privacy and minimise the execution time. These improve-
ments can assist in taking smart decisions, specifically if
deployed in an cloud-Edge architecture. However, the
remaining open challenges need to be addressed to evaluate
if these solutions can provide an efficient and reliable frame-
work for IToT applications.
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