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and Future Directions
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Abstract

The Internet of Things (IoT) is currently rapidly being incorporated into many
fields, but there are still some fields, such as healthcare, where IoT adoption is much
slower. Medical IoT refers to a range of medical devices and people that rely on
wireless communication to enable healthcare data exchange, remote monitoring,
and patient rehabilitation for a better quality of life for the patient. Medical IoT can
provide better medical care and rehabilitation services under the careful supervision
of the physician, resulting in more cost-effective systems for hospitals as well as for
the patient. Due to the regulatory, ethical, and technological challenges of biomedical
hardware, the growth of medical IoT is still inhibited. The chapter provides an over-
view of the various technologies and protocols used for the Internet of Medical Things
(IoT), with an overview of the current technologies, applications, and challenges.

Keywords: wearable technology, medical devices, remote patient monitoring,
healthcare, protocols

1. Introduction

The Internet of Things (IoT) is a network of individually identifiable connected
things (sometimes referred to as devices, objects, and items) that offer services for
intelligent computing [1]. IoT objects are also referred to as “smart things,” which
make it possible to carry out routine tasks in a logical manner. The Internet of Things
also benefits human communication in good ways. The Internet of Things (IoT)
includes a variety of technologies, such as pervasive computing, sensor technology,
embedded systems, communication technologies, sensor networks, Internet pro-
tocols, etc., which ultimately support the economic development of contemporary
civilizations [2]. IoT’s basic tenet is the provision of seamless, all-pervasive connectiv-
ity between objects and people.

Given the commonalities between similar technologies and the confluence of three
distinct ideas, it is difficult to establish a specific definition of IoT. In a nutshell, IoT is
a system in which things are linked in such a way that they may intelligently interact
with one another and with people. However, in order to better grasp the Internet of
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Things, a number of standard organizations and development groups have estab-
lished their own definitions [3].

1.1 Evolution of the IoT concept

The evolution of IoT with reference to technological progress in the conception of
the Internet is presented in Figure 1. The concept of IoT, or the Internet of Things,
refers to the interconnectivity of physical devices that are embedded with sensors,
software, and network connectivity, allowing them to communicate with each other
and with other systems over the Internet [4]. IoT has evolved over the years as a result
of advancements in several areas of technology, including embedded systems, M2M
communication, CPS, WSN, and the WoT.

These advancements have enabled the development of devices that can collect
and transmit data, analyze and respond to that data in real time, and interact with
other devices and systems. The development of the Internet itself has also played a
critical role in the evolution of IoT. As the Internet has become faster, more reli-
able, and more widely available, it has made it possible to connect more devices
and systems and to transmit larger amounts of data more quickly [5]. Overall, the
evolution of IoT has been closely tied to technological progress in a range of areas,
and it will likely continue to evolve as new technologies and capabilities become
available.

These capabilities will be expanded through interactions with a wide range
of electronic devices, according to the concept of the new IoT trend. In general,
Internet-centric and Internet-centric items can be thought of as the IoT vision.

The improvements of all technologies connected to the idea of “Smart Things” are
included in the thing-centric vision. The Internet-centric vision, on the other hand,
calls for the development of network technology to connect interactive smart objects
with the storage, integration, and management of created data. These perspectives
allow the IoT system to be understood as a dynamic dispersed network of intelligent
objects that can generate, store, and consume the necessary information [6].

1.2 Application areas of the Internet of Things

Applications based on the Internet of Things (IoT) are expanding quickly, which
is causing the world to change [7]. IoT’s expansion has been a wonderful development
in recent years. IoT is the interconnection of physical and digital items that have been
titted with sensors, software, and other technologies [8]. It entails using the Internet
to communicate and exchange data with other systems and devices all around the
world. IoT also resembles a group of network-capable gadgets that do not include
desktop and laptop computers or servers. IoT has impacted a wide range of industries,
starting with the healthcare industry. It is now implantable, wearable, and portable,
creating a pervasive and interactive world [9]. It transforms the inanimate objects in
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our immediate environment into intelligent objects, resulting in the creation of an
information environment that raises the standard of living for people.

IoT devices, for instance, monitor and gather vital measurements (such as blood
pressure, blood sugar level, pulse, etc.) in real time, enabling emergency alerts to raise
the patient’s likelihood of survival [10]. Furthermore, autonomous and self-driving
cars assist drivers in getting where they are going by preventing them from going
off the road or getting into accidents. Additionally, these definitions are expanded
to include automatic emergency alerts for the closest roads as well as medical aid in
the event of an accident. The Internet of Things also includes a wide range of con-
temporary industries, including the manufacturing, assembly, packaging, logistics,
smart city, and aviation sectors [11]. Figure 2 depicts a few of the most important
IoT-based application sectors in the fields of health, business, communication, and
entertainment.

Internet of Things (IoT) has numerous applications in the medical field, rang-
ing from patient monitoring and diagnosis to drug development and supply chain
management. Some of the medical application areas of IoT are:

* Remote patient monitoring: IoT can be used to remotely monitor patients’ health

conditions, vital signs, and medication adherence, allowing healthcare provid-
ers to deliver personalized care and intervene quickly if necessary. This can be
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Important application areas of the Internet of Things.
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especially useful for patients with chronic conditions or those who live in remote
areas.

e Wearable medical devices: IoT-enabled wearable devices, such as smartwatches,
fitness trackers, and health monitors, can track patients’ activity levels, sleep
patterns, and other health metrics. This information can be used to provide
personalized health recommendations and alerts and to help patients manage
chronic conditions.

* Connected medical devices: IoT can connect medical devices such as blood glucose
meters, blood pressure monitors, and ECG machines, allowing healthcare provid-
ers to remotely monitor patient data and provide real-time interventions when
necessary.

* Telemedicine: IoT can be used to enable remote consultations between patients
and healthcare providers, allowing patients to receive care from anywhere with
an Internet connection. This can improve access to care and reduce healthcare
costs.

* Drug development: IoT can be used to track drug efficacy and patient outcomes
in clinical trials, allowing researchers to optimize drug development and acceler-
ate the drug approval process.

 Supply chain management: IoT can be used to track the temperature, humidity,
and other environmental factors that affect the quality and safety of pharmaceu-
ticals and medical supplies during transportation and storage.

Overall, the medical application areas of IoT have the potential to improve patient
outcomes, increase efficiency, and reduce costs in the healthcare industry [12-14].

2.10T in biomedicine: Medical IoT

In the medical field, IoT can be useful in remote patient monitoring (monitoring
blood pressure, checking heart rate, checking biometric parameters, or even checking
hearing aids), it can be used in the management of diseases in chronic patients or in
case of medical emergencies. The advantages of IoT systems used in medicine are that
they can continuously and reliably monitor patients and facilitate the digital storage
of patients’ personal health information. This type of technology helps in the forma-
tion of medical databases and their interconnection for a much better management of
patient care. Studies show that at this moment, IoT technology will lead to the great-
est advances in medicine and will generate revolutionary treatments for patients [15].

IoMT or the Internet of Medical Objects represents the Internet of Things used in
healthcare applications. This relatively new market is in continuous growth world-
wide with a valuation of over 150 billion dollars in the year 2022 and an increase of
$357.45 billion from 2022 to 2028. There are several IoMT solutions on the market but
also at the study level that include sensors, wearable systems, including remote access
to medical services and monitoring systems of daily activities or hospital systems that
increase the quality of patient care, thus fully covering the need for patient care [16].
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2.1 Technologies

At this moment in the market, when it comes to healthcare Internet of Things
technology, there are several companies that are changing the way IoT is used in
medicine. IoMT includes medical devices but with assault and monitoring of public
health services, chronic patient care, and distance [17].

In the following lines, we will describe the main IoMT technologies and their
principles.

2.1.1 Integrated platforms

Software and hardware integrations for multiple data extractions between medical
devices are a real necessity at this point. In this direction, those at Elemental Machines
have developed LabOps, a hardware and cloud-based software platform that helps
laboratory operations for research and development, clinical laboratories, quality
control, and diagnostics of the type [18].

Those from Philips have developed the Phillips Capsule Platform that allows the
easy integration of devices used in patient monitoring, thus allowing much easier
access to medical data [19].

Also, data about the environment in which we live can help medicine to detect
and prevent diseases. Aclima is a platform created in partnership with Google, the
Environmental Defense Fund, and researchers from the University of Texas at Austin,
to measure air quality in big cities. A series of factors such as transport, energy
consumption, and weather are taken into account. The collected data can thus be used
in the prevention and management of cardiovascular and respiratory diseases [20].

2.1.2 Remote temperature store monitoring for vaccines

In less developed countries, IoMT tries to solve some apparently trivial problems,
such as improving health conditions by creating conditions for storing and admin-
istering vaccines. This is how the ColdTrace System was developed, which provides
remote temperature monitoring for refrigerators where vaccines are stored in rural
clinics and health facilities. This way healthcare workers can safely administer life-
saving vaccines [21].

Not only in less developed countries did this need to use IoT for monitoring the
temperature in storage refrigerators appear. Even large pharmaceutical companies like
Pfizer have adopted IoT in many ways. It has partnered with IBM and implemented
IoT to help produce and distribute COVID-19 vaccines. Thus, Pfizer used IoT sensors
to track and monitor shipments of COVID-19 vaccines and ensure safe temperatures
over long distances [22].

2.1.3 Remote patient monitoring

The most common application of IoT devices for healthcare is remote patient
monitoring security using sensors that can automatically collect biometric status
values. Thus, the need for patients to travel to health centers or to collect the neces-
sary parameters for correct monitoring was eliminated [23].

Remote patient monitoring using Al takes various forms; starting from simple
systems that follow the sleep and breathing patterns of a baby (https://systemone.id)
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and reaching systems that are capable of providing over 10 million diagnostic results
for tuberculosis, Ebola, HIV by transmitting medical diagnostic data in real time [24].

Biometric data such as oximetry or blood pressure values obtained from patients
can be uploaded to platforms such as Honeywell’s Genesis Touch, which aims to keep
patients connected with care providers through remote locations [25].

The IoT application in monitoring vital parameters is useful in collecting data
about patients and assisting them in case of accidents. The software applications
used are based on algorithms that can be used to analyze the data so that a treatment
can be recommended or to generate alerts. The same principle is applied in their
case of continuous and automatic monitoring of glucose levels in patients. They
automatically record glucose values and can alert patients when glucose levels are
problematic [26].

2.1.4 Depression and mood monitoring

There are numerous challenges related to monitoring a patient with depression
or a bad emotional state because they are not always aware of the state they are in.
In these situations, IoT devices can gather information about patients’ depression
symptoms and general mood by collecting and analyzing data such as heart rate,
blood pressure, or eyeball movement [26].

A new method of monitoring these states was launched by the Abilify MyCite
from Otsuka. They made an aripiprazole tablet (an antipsychotic drug used to treat
various mental and mood disorders) embedded with an ingestible event marker
(IEM) sensor. So the sensor sends data to a mobile app that allows users to then review
“data on medication intake and activity level, as well as self-reported mood and rest
quality” These data can be accessed through a secure web portal, by the attending
physician, or by family members and friends [27].

2.1.5 Other examples of IoT/IoMT

IoT sensors manage to achieve continuous monitoring of Parkinson’s patients’
symptoms, giving patients the freedom to lead their lives in their own homes.

Apart from the portable devices presented, there are also devices in the IOMT
that actually provide the patient’s treatment. Some examples include devices for
Hand hygiene monitoring, connected inhalers that can alert patients when they leave
inhalers at home, ingestible sensors that collect information from digestive and other
systems in a much less invasive way, or smart contact lenses [28].

Robots used in surgery represent an important branch of IOMT because with their
help surgeons can perform complex procedures, thus reducing the size of incisions
and faster healing for patients [29].

As a summary of what was previously presented, at this moment, according to the
specialized literature, we can classify IoT in Biomedicine Technologies as follows:

¢ JoT-enabled biosensors

* Wound healing monitoring systems

IoT-based disease monitoring systems

* Internet of nano-things healthcare applications
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Wearable IoT sensors for healthcare applications

Degradable IoT sensors for healthcare applications

IoT in medical implant manufacturing

IoT in rehabilitation devices

IoT-enabled medical robotics

IoT in genomics

IoT devices in pharmaceutical industries
2.2 Applications

The Internet of Things (IoT) has revolutionized the way we live our lives, yet
studies show medical IoT modules are still not being used to their full potential. What
is known for sure at this moment is that the Internet of Things can help transform the
way health systems work and the way they provide patient care [29].

IoT in medicine is in a continuous development process and today manages to
solve many medical care problems involving several levels.

Facilitating hospital management is made by room control systems, equipment
monitoring and fault warning, management of equipment, medicines, and consum-
ables, personnel performance analysis, and regulation of the flow of patients.

Improving the quality of medical services by using IoT in monitoring the vital
signs of patients’ health in operating and postoperative wards or online diagnostics
through telemedicine solutions.

Improving the quality of the doctor-patient relationship by checking health
indicators during the day with fitness bracelets, glucometers, and cuffs for measuring
pulse, sending automatic reminders for activities, medications, or doctor visits, and
notification of changes in vital signs with data [30] (Table1).

Therefore, IoMT is a valuable technology for all players active in the health field,
including public hospitals, private clinics, medical professionals of various profiles,
insurance companies, and, of course, patients.

2.3 Challenges

Because we are talking about a new technology, it also faces many challenges in its
application in the medical field. The main challenge is data security.

Remote patient monitoring devices cannot currently secure the collection of
personal medical data. Data collected by medical devices qualifies as protected health
information under HIPAA and similar regulations. As a result, IoT devices could be
used as gateways for data theft if they are not secured. According to the latest studies,
approximately 82% of healthcare providers report that they have experienced attacks
against IoT devices.

Solutions would be the development of secure IoT hardware and software systems.
Another challenge given the fact that no one at the moment can ensure that IoT
devices in the health field are well managed, there is no protection system in place so
that these devices are not used for other purposes than those that were created.

7
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No Application Description Problem-solving

1. Patient care IoT manages to ease the workflow for patient care with the Improving the
help of innovative technologies that enable connectivity quality of medical
between medical devices saving money and time by services
reducing unnecessary travel of medical personnel [31, 32].

2. Patient record The medical history part is time-consuming for the doctor, Improving the
so IoT can transmit critical health data through sensors so quality of medical
that doctors can detect vital signs of deadly diseases in real services
time [33].

3. Medical IoT helps the patient follow the medication plan correctly by Improving the
assistance in issuing alarms when it is time to take their medication [34]. quality of the
medication doctor-patient
administration relationship

4, Real-time The use of sensors and the creation of intelligent medical Improving the
patient systems that can be connected to a smartphone application quality of medical
monitoring is possible thanks to IoT technology. Thus, the data are services

easily collected and stored in the cloud in order to be able to
monitor the patient’s condition in real time [32].

5. Health Data Medical data circulates and can be easily accessed using IoT Improving the

Transmission devices. Thus, there are interconnected medical devices quality of medical
capable of transmitting a large amount of data in real-time services
applications, with IoT being responsible for constant data
connectivity [35, 36].

6. Preventing Environmental monitoring systems, hygiene control as well Improving the
and reducing as pharmacy inventory tracking with the help of IoT can quality of medical
the rate of significantly reduce the distribution of infection among services
intra-hospital patients as well as in the hospital environment [37].
infection

7. Making the IoT systems help the doctor in the relationship with the Improving the
work of patient, relieving him of repetitive work and leaving him quality of medical
doctors more more time for the patient. Thus there are systems that services
efficient record information about the patient with the help of voice

commands and ease the doctor’s work [38].

8. Telemedicine Remote care and real-time monitoring are possible today Improving the
due to the integration of IoT in medicine and the creation quality of medical
of a new field—telemedicine. Thus, doctors and nurses in services
hospitals are relieved of a large number of patients who can Improving the
be monitored and cared for at home [39]. quality of the

doctor-patient
relationship

9. IoT Hospital IoT-based hospital information and management systems Facilitating
Management are designed to remotely manage medical staff, medical hospital
Systems supplies, and patient activities in the hospital. Medical management

staff analyze the data, which is then interpreted by hospital
information and management systems. These systems

are centered on the patient to increase the quality of the
medical act [40].

10. Rapid IoT systems used in monitoring can issue alerts when Improving the

diagnosis significant changes occur in patients’ vital parameters. In quality of medical
this way, patients in real need of assistance can be easily services
identified and care teams can be directed. Thus, there is a Improving the
simplification of medical procedures useful for the patient, quality of the
doctors, and medical care staff [41]. doctor-patient
relationship
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No Application Description Problem-solving
11. Al and Deep Deep Learning is an Al technique used in the medical field Improving the
Learning to analyze collected data and facilitate diagnosis. The use quality of medical
of deep learning techniques and the mining of personal services

medical data collected by remote healthcare devices and
sensors has revolutionized medical treatment and disease
prevention [42].

Table 1.
Different monitoring applications with the help of IoT.

It is also not legal to decommission patient monitoring devices that have an older
version of software or firmware that makes data theft possible.

The solution to these challenges would be to correctly discover and classify all IoT
devices in a healthcare provider’s network. Thus, once networks of IoT devices are
identified, classified, regulated, and secured in an established manner, managers can
track device behavior to identify anomalies, perform risk assessments, and segment
vulnerability against mission-critical devices [43, 44].

At this moment, an important challenge is represented by the final cost of medical
devices. That is why studies are directed toward the design of IoT devices with sensors
at affordable prices, easy to install, and maintain [45].

The general conclusions regarding the implementation of IoT in healthcare will
be based on the existence of a clear and robust code of practice for data management,
privacy, and cyber security. At this moment, IoT in medicine is limited to applica-
tions in the form of research projects in the field of health. The results of the current
studies provide an excellent opportunity for healthcare systems to proactively predict
health problems and diagnose, treat, and monitor patients both in and out of the
hospital.

It is predicted that in the future, more traditional healthcare delivery practices
will be supplemented or replaced by the IoT, as the adoption of technology-enabled
healthcare services increases and enables healthcare systems to offer flexible models
of care. In the context of lIoT-enabled medical service delivery, more research is
needed on the efficiency of blockchain storage compared to centralized cloud-based
storage solutions (Figure 3).

Clinical guidelines on digital health prescriptions and the adoption of sound poli-
cies on the remuneration of primary and secondary care services delivered through
IoT also need to be legislated.

All these aspects must be supported through research, in order to finally obtain a
rate of acceptability and increased digital literacy of consumers and clinicians in the
context of IoT use [46].

Another important aspect is that the technical preparation necessary for the imple-
mentation of IoT by those who offer medical services was not taken into account, even
though the complete digitization of the medical sector is being attempted. Also, medi-
cal clinics must solve the cyber security problem and cover the lack of an adequate
infrastructure for the implementation of IoT in health systems [32].

2.4 Future directions

The Internet of Things (IoT) is a fascinating technology and the possibilities of
application in the medical field are limitless.

9
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Figure 3.
Introducing medical IoT challenges.

At this moment, future research directions focus on the development of ingestible
sensors and nanotechnologies that can help collect medical data in real time.

Robotic surgery has already been used in specific healthcare applications that
require stable and long operational procedures.

Another field in which IoT will find applicability is the field of health insurers who
will use IoT devices to calculate risk premiums with a long-term effect on patients
with chronic diseases.

Companies like Google have already filed patents for contact lenses and other
healthcare IoT technologies.

Health systems can be improved with the help of IoT, which can bring many
benefits: simplifying decisions, reducing costs, creating better and personalized treat-
ment plans, more efficient results, and, finally, a healthier life.

These benefits will also come with challenges such as building secure and
easy-to-use IoT devices with the right software and a secure system in terms of data
security [32].

3.I0T in biomedicine: Rehabilitation IoT

Health sciences are fields of study related to life and include several branches such
as medicine, biomedicine, nursing, speech therapy, clinical criticism, pharmacy,
physical health, dentistry, psychology, occupational therapy, nutrition, and physi-
cal therapy. All these fields consider the use of science, technology, engineering,
or mathematics to provide medical care to human beings. Many people experience
physical and/or motor limitations associated with a variety of reasons, whether due
to problems at birth, work-related accidents, or restrictions caused by aging. Older
people are more affected by motor impairments that make even simple daily tasks
difficult, such as lifting an object without difficulty, eating alone, or even dressing.
Such consequences can restrict personal activities and avoid the full participation of
the elderly in the community, which has a negative effect on their daily work and life
in general [47].
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Currently, the Internet of Things (IoT) has a significant impact in the field of
medical rehabilitation as well. By connecting devices and sensors to the Internet,
IoT facilitates the collection and analysis of real-time data, thereby enabling medical
staff to monitor patients more effectively and provide personalized treatments. Some
examples of the importance of IoT in medical rehabilitation are:

1. Patient monitoring: 10T devices can be used to constantly monitor patients’ vital
parameters such as blood pressure, heart rate, and blood oxygen level. This data
can be transmitted in real time to doctors and nurses, allowing them to track the
patient’s progress and intervene if changes or problems arise [48].

2. Remote therapy: 10T technologies can enable the delivery of remote therapy
through Internet-connected devices. For example, patients can use wearables or
mobile apps to guide them through rehabilitation exercises and collect data on
their performance. Therapists can access this data and provide real-time feed-
back to adjust treatment and monitor patient progress.

3. Assistive and assistive devices: 10T can facilitate the use of assistive and assistive
devices, such as smart prosthetics or robotic rehabilitation devices. These devices
are equipped with sensors and can be connected to the Internet to enable data
collection and real-time adjustment of operating parameters. Thus, patients can
benefit from more effective and personalized rehabilitation.

4. Inventory and equipment management systems: In a medical environment, IoT can
be used to monitor equipment and drug stocks and automatically send alerts
when restocking is required. This can help to streamline processes and ensure
uninterrupted operation of medical services.

5.Data analysis and research: By collecting and analyzing data from IoT devices,
researchers and doctors can gain valuable information about the evolution of
patients over time, the effectiveness of different treatments, and the factors
that influence the rehabilitation process. This information can contribute to the
improvement of medical practices and the development of new technologies and
approaches in the field of medical rehabilitation [49].

3.1 Technologies

The architecture of an IoT (Internet of Things) system for medical rehabilitation
usually involves the integration of different components and technologies to monitor,
collect, and analyze data related to the rehabilitation process. A high-level architec-
ture overview is described below:

3.1.1 Sensors and wearables

These are the physical devices that capture data about the patient’s movements,
vital signs, and other relevant information. Examples include motion sensors, accel-
erometers, heart rate monitors, electromyography (EMG) sensors, and wearable
devices such as smartwatches or fitness trackers. These sensors and devices are worn
by the patient and communicate wirelessly with the IoT system [50, 51].

11
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3.1.2 Data acquisition and communication

Data collected by sensors and wearable devices is transmitted to a gateway
device or directly to the cloud for processing and analysis. This communication can
be done using different wireless protocols such as Wi-Fi, Bluetooth, or Zigbee. The
gateway device acts as a bridge between the sensors and the cloud, relaying the data
securely.

3.1.3 Cloud platform

The cloud platform serves as a central hub for data storage, processing, and
analysis. It receives data from sensors and wearable devices and stores it in a secure
and scalable way. The cloud platform also provides the computing resources required
for real time or batch processing of the data, depending on the requirements. Popular
cloud platforms such as Amazon Web Services (AWS) or Microsoft Azure are often
used to host IoT infrastructure.

3.1.4 Data processing and analysis

Collected data is processed and analyzed to obtain meaningful information
about the patient’s rehabilitation progress. This can involve various techniques, such
as signal processing, machine learning, or statistical analysis. The data processed
may include metrics such as range of motion, muscle activity, exercise adherence,
or performance indicators. This information can be used to tailor rehabilitation
programs, track progress, and provide feedback to the patient and healthcare
professionals.

3.1.5 Application and user interface

Processed data are made available to various stakeholders, including patients,
caregivers, and health professionals, through user-friendly applications and inter-
faces. These interfaces can be web portals, mobile apps, or specialized software used
in rehabilitation clinics. They provide real-time feedback, visualizations, and progress
reports to help monitor and manage your rehabilitation process.

3.1.6 Security and privacy

Given the sensitive nature of medical data, security and privacy measures are
crucial in a medical rehabilitation IoT system. This includes encryption of data dur-
ing transmission and storage, access control mechanisms, user authentication, and
compliance with relevant data protection regulations such as the United States’ Health
Insurance Portability and Accountability Act (HIPAA). IoT architecture should
ensure that patient data is handled securely and that the system is resilient to potential
cyber security threats (Figure 4) [52].

It is important to note that the specific architecture may vary depending on the
requirements of the rehabilitation program, the type of medical condition being
treated, and the available technologies. The architecture presented above provides a
general framework for understanding the key components involved in an IoT system
for medical rehabilitation.
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Figure 4.
System overview of the home-based rehabilitation system.

3.2 Applications

The use of IoT (Internet of Things) in medical rehabilitation can improve the
effectiveness, efficiency, and convenience of rehabilitation programs. IoT data can be
used to tailor rehab programs to the specific needs of individual patients. Data col-
lected from wearables and sensors can be used to identify areas of strength and weak-
ness, and rehabilitation programs can be designed to target these areas. Personalized
approach can help patients achieve better results and reduce the risk of injury.

An example of a BSNCare+ system is where IoT-based rehabilitation equipment
is embedded for both the patient and the involved environment as an end-to-end
device. The nurse can use the mobile gateway to collect data in real time and offer
better-quality medical services to the patient. All detection data will be transmitted
to the BSN-Care server and maintained for the purpose of further data analysis and
analysis of patient needs [53] (Figure5).

Body Sensor Networks (BSN) take the concept of wearables to the next level. BSNs
consist of a network of wearable sensors that can communicate with each other and

oy

Nurse with Mobile Gateway Acces Point

e-Nursing Server

IoT based Rehabilitati

Figures.
Proposed IoT-based communication architecture for BSNCare+.
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Figure 6.
Portable medical and healthcare devices worn on body parts used in medical rehabilitation IoT systems.

with other devices. BSNs can provide real-time monitoring of multiple physiological
parameters, making them useful for a wide range of applications, including medical
rehabilitation [54] (Figure 6).

IoT devices can be used to create virtual rehabilitation environments simulating
real-world activities. Virtual reality headsets, for example, can be used to create immer-
sive experiences that can help with the rehabilitation process. Virtual rehab can also
allow patients to practice their rehab exercises in a safe and controlled environment.

Gamification is using game design principles to motivate and engage patients in
their rehabilitation program. IoT devices can be used to create gamified experiences
that make rehab more fun and engaging. For example, sensors can be used to track a
patient’s movements during an exercise, and the data can be used to control a video
game. This can make rehabilitation more enjoyable and increase patient adherence
(Figure 7).

IoT devices can be used to provide remote guidance and support to patients during
their rehab program. Video conferencing tools, for example, can be used to connect
patients with rehabilitation professionals who can provide guidance and feedback on
their exercise. This can be particularly useful for patients who live in remote areas or
have limited access to health professionals [55].

Overall, the application of IoT in medical rehabilitation has the potential to trans-
form the way patients receive rehabilitation services. By providing real-time data,
personalized programs, and remote coaching, IoT can improve patient outcomes,
reduce costs, and increase patient satisfaction.
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Figure7.
Brain-computer interfaces (BCIs) and IoT for stroke rehabilitation using gamification.

3.3 Challenges

While the use of IoT (Internet of Things) in medical rehabilitation brings many
benefits, there are also some challenges that need to be addressed. The accuracy and
reliability of data collected by IoT devices are crucial for effective decision-making
in rehabilitation. However, there may be situations where IoT devices produce
inaccurate or inconsistent data due to device limitations, calibration issues, or user
error. Adequate calibration, regular maintenance, and validation processes should be
implemented to ensure the accuracy and reliability of loT-generated data.

Privacy is provided by standardized data security protocols (such as encryption,
authentication, and key distribution) during the data collection phase. In cases
where security protocols are not suitable for IoT devices or cannot meet the applica-
tion requirements, specific encryption, authentication, or key distribution algo-
rithms are proposed. In these situations, there may also be issues related to indirect
privacy leaks, such as finding user behavior patterns and protecting user anonymity.
In the data transmission and storage/sharing phases, the individual system design
must be made according to specific policies or rules that provide privacy to system
users [56].

IoT devices and associated applications should be user-friendly and intuitive to
ensure compliance and patient engagement. Complex user interfaces or difficult-
to-use devices may deter patients from actively participating in their rehabilitation
programs. Designing devices and interfaces with the end user in mind, conduct-
ing usability tests, and collecting user feedback can help improve the overall user
experience.

IoT devices collect and transmit sensitive patient data, including personal health
information. Ensuring the security and confidentiality of this data is crucial to
protecting patient privacy. Healthcare providers must implement robust security
measures such as encryption, secure data storage, access control, and regular system
updates to protect patient data from unauthorized access or cyber threats [57]. The
solution is to develop uniform data quality standards. In this way, it can be managed
more efficiently across countries, organizations, and departments, thereby facilitat-
ing the storage, delivery, and sharing of data and reducing errors in judgment and
decision-making due to data incompatibility, data redundancy, and data deficiencies.
Since IoT systems are distributed in nature, the use of international standards can
have a positive effect on improving the performance of business processes by aligning
different organizations with the same foundation, addressing interoperability issues,
and ultimately working in a seamless manner [58].
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IoT devices in medical rehabilitation collect extensive data about patients’
movements, health conditions, and activities. Healthcare providers must address
ethical concerns about data ownership, consent, and use. Patients must be informed
about the data collected, how it will be used, and have control over their data.
Implementing clear data governance policies and complying with relevant privacy
regulations are essential. Implementing IoT in medical rehabilitation may require
significant investments in hardware, software, infrastructure, and ongoing main-
tenance. Healthcare providers need to assess the cost implications and ensure the
availability of necessary infrastructure and resources to support IoT implementation
effectively [59].

Addressing these challenges requires collaboration among healthcare providers,
technology developers, regulatory bodies, and other stakeholders. By addressing
security concerns, promoting interoperability, ensuring data accuracy, and prioritiz-
ing user experience, IoT can realize its potential to transform medical rehabilitation
while providing safe and effective patient care.

3.4 Future directions

The future direction of IoT (Internet of Things) in rehabilitation is poised to bring
significant advances and benefits to the field.

Here are some possible evolutions and trends:

Smart devices and sensor technology: IoT-enabled smart devices and sensor devices
will continue to play a crucial role in rehabilitation. These devices can monitor and
collect real-time data about patients’ movements, muscle activity, heart rate, and
other vital signs. This data can be analyzed to provide customized feedback, track
progress, and optimize rehabilitation programs.

Adaptive and personalized vehabilitation: The IoT can contribute to adaptive and
personalized rehabilitation programs. By integrating sensors into rehabilitation
equipment, IoT systems can automatically adjust resistance, range of motion, or
intensity based on the patient’s capabilities and progress. This personalized approach
can optimize the efficacy of therapy and improve patient outcomes.

Data analytics and machine learning: The large amount of data generated by IoT
devices in rehabilitation presents opportunities for data analytics and machine learn-
ing. By analyzing large datasets, patterns and insights can be identified to improve
rehabilitation protocols, predict patient outcomes, and optimize treatment plans.
Machine learning algorithms can also help automate rehabilitation progress assess-
ment and provide personalized recommendations.

Gamification and virtual reality: IoT can use gamification and virtual reality (VR)
technologies to make rehabilitation engaging and motivating. loT-enabled devices can
connect to VR platforms, allowing patients to interact with immersive environments
that simulate real-life scenarios. Gamified experiences can increase patient participa-
tion, therapy adherence, and overall motivation, leading to improved rehabilitation
outcomes.

Collaborative ecosystems: The future of IoT in rehabilitation will involve developing
collaborative ecosystems. Different stakeholders, including healthcare providers,
device manufacturers, software developers, and researchers, will work together to
create integrated solutions. These ecosystems will promote interoperability between
devices, secure data sharing, and standardized protocols, encouraging innovation and
progress in rehabilitation practices.
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Ethical and security considerations: As IoT becomes more widespread in rehabilita-
tion, it is critical to address ethical and security concerns. Patient confidentiality, data
security, and informed consent must take precedence. Robust security measures, such
as encryption and authentication protocols, should be implemented to protect sensi-
tive patient information from unauthorized access [60, 61].

Overall, the future of IoT in rehabilitation has a great potential to transform the
way rehabilitation is carried out. Using IoT technologies, healthcare professionals can
provide more personalized, efficient, and accessible rehabilitation services to improve
patient outcomes and quality of life.

4, Conclusions

In the medical field, IoT enables remote patient monitoring, which improves the
ability to diagnose and treat various conditions. Wearable devices equipped with
sensors can collect real-time data on vital signs, medication adherence, and physical
activity, providing healthcare providers with valuable information about patient
health. This data can be analyzed to detect early warning signs, prevent complica-
tions, and facilitate timely interventions. IoT also enables telemedicine and virtual
consultations, allowing healthcare professionals to connect remotely with patients,
provide guidance, and monitor their progress.

In addition, IoT plays a crucial role in rehabilitation. Connected devices can help
physical therapy by tracking movements, providing feedback, and guiding patients
through exercises. This real-time monitoring helps to ensure correct form and
adherence to prescribed regimens. IoT-based rehabilitation tools also enable remote
rehabilitation, allowing patients to receive therapy from the comfort of their homes,
thus increasing accessibility and convenience. Not only does this save time and cost, it
also promotes patient engagement and adherence to treatment plans.

Despite these challenges, integrating IoT into medicine and rehabilitation holds
immense promise for transforming healthcare delivery. It improves patients, improves
outcomes, and revolutionizes how healthcare is practiced. As technology continues
to advance and healthcare systems embrace IoT solutions, we can expect to see new
advancements and innovations in this area, ultimately leading to a more connected
and patient-centric healthcare ecosystem.

Conflict of interest

The authors declare no conflict of interest.

17



Internet of Things — New Insights

Author details
Robert Fuior'?, Alexandru Silceanu’, Citilina Luca® and Cilin Corciovi®*

1 Faculty of Electrical, Energy and Applied Informatics Engineering, “Gheorghe
Asachi” Technical University of Iasi, Romania

2 Faculty of Medical Bioengineering, “Grigore T. Popa” University of Medicine and
Pharmacy of Iasi, Romania

*Address all correspondence to: calin.corciova@bioinginerie.ro

IntechOpen

© 2023 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/3.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided

the original work is properly cited.

18



Application of Internet of Things (IoT) in Biomedicine: Challenges and Future Directions

DOI: http://dx.doi.org/10.5772/intechopen.113178

References

[1] Al-Fuqaha A, Guizani M,
Mohammadi M, et al. Internet of things:
A survey on enabling technologies,
protocols, and applications. IEEE
Communication Surveys and Tutorials.
2015;17(4):2347-2376

[2] Gubbi J, Buyya R, Marusic S, et al.
Internet of things (IoT): A vision,
architectural elements, and future

directions. Future Generation Computer
Systems. 2013;29(7):1645-1660

[3] Holdowsky J, Mahto M, Raynor ME,
et al. Inside the Internet of Things (IoT).
Deloitte University Press; 2015

[4] Parnian AR, Parsaei MR, Javidan R,
et al. Smart objects presence facilitation
in the internet of things. International

Journal of Computer Applications.
2017;168(4):25-31

[5] Weyrich M, Ebert C. Reference
architectures for the internet of things.
IEEE Software. 2016;1:112-116

[6] Atzori L, Iera A, Morabito G.
Understanding the internet of things:
Definition, potentials, and societal role
of a fast evolving paradigm. Ad Hoc
Networks. 2017;56:122-140

[7] Jha AV, Appasani B, Ghazali AN.
Performance evaluation of network
layer routing protocols on wireless
sensor networks. In: Proceedings of

the 2019 International Conference on
Communication and Electronics Systems
(ICCES), July 17-19, 2019. Coimbatore,
India; 2019. pp. 1862-1865

[8] Tiwary A, Mahato M, Chidar A,
Chandrol MK, Shrivastava M,

Tripathi M. Internet of things (IoT):
Research, architectures and applications.
International Journal of Future

19

Revolution Computer Science and
Communication Engineering.
2018;4:23-27

[9] Gonzélez-Zamar MD, Abad-Segura E,
Vazquez-Cano E, Lépez-Meneses E. [oT
technology applications-based smart

cities: Research analysis. Electronics.
2020;9:1246

[10] Internet of Things in Healthcare:
Applications, benefits, and challenges.
Available from: https://www.peerbits.
com/blog/internet-of-things-healthcare-
applications-benefits-and-challenges.
html [Accessed: March 6, 2023]

[11] Cvar N, Trilar J, Kos A, Volk M,
Stojmenova Duh E. The use of IoT
technology in smart cities and smart
villages: Similarities, differences, and
future prospects. Sensors. 2020;20:3897

[12] Chen L, Thombre S, Jirvinen K,
Lohan ES, Alén-Savikko A,

Leppdkoski H, et al. Robustness, security
and privacy in location-based services
for future IoT: A survey. IEEE Access.
2017;5:8956-8977

[13] Shin H, Lee HK, Cha HY, Heo SW,
Kim H. IoT security issues and light
weight block cipher. In: Proceedings

of the International Conference on
Artificial Intelligence in Information and
Communication (ICAIIC), February
11-13, 2019. Okinawa, Japan; 2019.

pp. 381-384

[14] Gamundani AM. An impact
review on internet of things attacks.

In: Proceedings of the International
Conference on Emerging Trends

in Networks and Computer
Communications (ETNCC), May
17-20, 2015. Windhoek, Namibia; 2015.
pp. 114-118



Internet of Things — New Insights

[15] Javaid M, Khan IH. Internet of
Things (IoT) enabled healthcare helps

to take the challenges of COVID-19
Pandemic. Journal of Oral Biology
Craniofactory Research. 2021;11(2):
209-214. DOI: 10.1016/j,jobcr.2021.01.015

[16] IoT in Healthcare: How is IoT used in
MedTech? Available from: https://www.
koombea.com/blog/iot-in-healthcare/
[Accessed: March 2, 2023]

[17] IoT in Healthcare: 16 Examples of
Internet of Things Healthcare Device
and Technology. Available from: https://
builtin.com/internet-things/iot-in-
healthcare [Accessed: March 2, 2023]

[18] LabOps platform [Internet].
2020. Available from: https://
elementalmachines.com/ [Accessed:
March 4, 2023]

[19] IGT Systems and devices Philips
[Internet]. 2022. Available from:
https://www.usa.philips.com/healthcare
[Accessed: March 4, 2023]

[20] Measure air. Drive solution
[Internet]. 2022. Available from: https://
www.aclima.io/ [Accessed: March 7,
2023]

[21] Medical Equipment Program
[Internet]. 2020. Available from: https://
nexleaf.org/ [March 9, 2023]

[22] Internet of things devices [Internet].
2022. Available from: https://builtin.
com/internet-things [Accessed: March
14, 2023]

[23] Ordr platform [Internet]. 2019.
Available from: https://ordr.net/article/

iot-healthcare-examples/ [Accessed:
March 14, 2023]

[24] Miku Smart Baby Monitor [Internet].
2021. Available from: https://mikucare.
com/ [Accessed: March 20, 2023]

20

[25] Innovative solution [Internet]. 2020.
Available from: https://www.honeywell.
com/us/en#healthcare [Accessed:
March 3, 2023]

[26] Ordr Clinical Defender [Internet].
2022. Available from: https://ordr.
net/article/iot-healthcare-examples/
[Accessed: March 24, 2023]

[27] Products and Medical Information.
[Internet]. 2022. Available from:
https://www.otsuka-us.com/
[Accessed: March 3, 2023]

[28] Technologies and services [Internet].
2022. Available from: https://ordr.
net/article/iot-healthcare-examples/
[Accessed: March 3, 2023]

[29] Technologies and services [Internet].
2022. Available from: https://ordr.
net/article/iot-healthcare-examples/
[Accessed: March 4, 2023]

[30] Software Development [Internet].
2020. Available from: https://intellisoft.
io/healthcare-software-development-
services/ [Accessed: April 6, 2023]

[31] Alshammari H, El-Ghany SA,
Shehab A. Big IoT healthcare data
analytics ramework based on fog and

cloud computing. Journal of Information
Processing Systems. 2020;16(6)

[32] Javaid M, Haleem A, Singh RP,

Rab S, Haq MIU, Raina A. Internet of
things in the global healthcare sector:
Significance, applications, and barriers.
International Journal of Intelligent
Networks. 2022;3:165-175. DOI: 10.1016/j.
1jin.2022.10.002.

[33] Princi E, Kramer NC. Out of
control-privacy calculus and the
effect of perceived control and moral
considerations on the usage of IoT
healthcare devices. Frontiers in



Application of Internet of Things (IoT) in Biomedicine: Challenges and Future Directions

DOI: http://dx.doi.org/10.5772/intechopen.113178

Psychology. 2020;11. DOI: 10.3389/
fpsyg.2020.582054. ISSN: 1664-1078

[34] Hao P, Wang X. A PHY-aided secure
IoT healthcare system with collaboration
of social networks. In: IEEE 86th

Vehicular Technology Conference
(VTCFall). 2017. pp. 1-6

[35] Mutlag AA, Abd Ghani MK,
Arunkumar NA, Mohammed MA,
Mohd O. Enabling technologies for fog
computing in healthcare IoT systems,

future Generat. Computing Systems.
2019;90:62-78

[36] Heo SP, Noh DH, Moon CB, Kim DS.
Trend of IoT-based healthcare service.
IEMEK Journal of Embedded Systems
and Applications. 2015;10(4):221-231

[37] Kotha MM. Tech care: An efficient
healthcare system using IoT, in. In:
Emerging Research in Data Engineering
Systems and Computer Communications.
Singapore: Springer; 2020. pp. 655-667

[38] Kumar PM, Lokesh S, Varatharajan R,
Babu GC, Parthasarathy P. Cloud and IoT
based disease prediction and diagnosis
system for healthcare using Fuzzy neural
classifier. Future Generating Computing
Systems. 2018;86:527-534

[39] Igbal N, Ahmad S, Kim DH.

Health monitoring system for elderly
patients using intelligent task mapping
mechanism in closed loop healthcare
environment. Symmetry. 2021;13(2):357

[40] Kaur H, Atif M, Chauhan R. An
internet of healthcare things (IoHT)-
based healthcare monitoring system. In:
Advances in Intelligent Computing and
Communication. Singapore: Springer;
2020. pp. 475-482

[41] Luo E, Bhuiyan MZ, Wang G,
Rahman MA, Wu J, Atiquzzaman M.
Privacyprotector: Privacy-protected

21

patient data collection in
IoT-based healthcare systems.
IEEE Communications Magazine.
2018;56(2):163-168

[42] Available from: https://www.
koombea.com/blog/iot-in-healthcare/
[Accessed: April 08, 2023]

[43] Available from: https://ordr.
net/article/iot-healthcare-examples
[Accessed: April 8, 2023]

[44] Available from: https://intellisoft.io/
the-internet-of-things-iot-in-healthcare-
medicine/ [Accessed: April 12, 2023]

[45] Al-Rawashdeh M, Keikhosrokiani P,
Belaton B, Alawida M, Zwiri A. IoT
adoption and application for smart
healthcare: A systematic review. Sensors
(Basel). 2022;22(14):5377. DOI: 10.3390/
s22145377

[46] Kelly JT, Campbell KL, Gong E.
Scuffham P the internet of things: Impact
and implications for health care

delivery. Journal of Medical Internet
Research. 10 Nov 2020;22(11):e20135.
DOI: 10.2196/20135. PMID: 33170132;
PMCID: PMC7685921

[47] Forecast unit shipments of
wrist-worn wearables worldwide
from 2019 to 2024. [Online]. Available
from: https://healthtechinsider.
com/2020/10/26/idcforecasts-double-
digit-weables-growththrough-2024

[48] Dian FJ, Vahidnia R, Rahmati A.
Wearables and the internet of things
(iot), applications, opportunities, and
challenges: A survey. IEEE Access.
2020;8:200-211

[49] Lounis K, Zulkernine M. Attacks
and defenses in short-range wireless
technologies for IoT. IEEE Access.
2020;8:88892-88932



Internet of Things — New Insights

[50] Gravina R, Fortino G. Wearable
body sensor networks: State-of-the-art

and research directions. IEEE Sensors
Journal. 2020;21(11):12511-12522

[51] Brida P, Krejcar O, Selamat A,
Kertesz A. Smart sensor technologies
for IoT. Sensors. 2021;21:5890.

DOI: 10.3390/s21175890

[52] Balakrishnan A, Medikonda J,
Namboothiri PK. Analysis of the effect
of muscle fatigue on gait characteristics
using data acquired by wearable sensors.
In: IEEE International Conference on
Distributed Computing, VLSI, Electrical
Circuits and Robotics (DISCOVER).
2020. pp. 137-140

[53] Yeh K-H. BSNCare+: A robust
IoT-oriented healthcare system with
non-repudiation transactions. Applied
Sciences. 2016;6:418. DOI: 10.3390/
app6120418

[54] Available from: https://www.
iotcentral.io/blog/wearables-body-
sensor-networks-smart-portable-devices

[55] Jochumsen M, Hougaard BI,
Kristensen MS, Knoche H. Implementing
performance accommodation
mechanisms in online BCI for stroke
rehabilitation: A study on perceived
control and frustration. Sensors.
2022;22:9051. DOI: 10.3390/s22239051

[56] Yang G. An overview of current
solutions for privacy in the internet of
things. Frontier in Artificial Intelligence.
2022;5:812732. DOI: 10.3389/
frai.2022.812732

[57] Renard Y, Lotte F, Gibert G,
Congedo M, Maby E, Delannoy V, et al.
Openvibe: An open-source software
platform to design, test, and use
brain—computer interfaces in real and

virtual environments. Presence Teleoper:
Virtual Environment. 2010;19:35-53

22

(58] Zhang L, Jeong D, Lee S. Data quality
management in the Internet of things.
Sensors (Basel). 2021;21(17):5834.

DOI: 10.3390/s21175834

[59] Papan ], Segec P, Yeremenko O,
Bridova I, Hodon M. Enhanced multicast
repair fast reroute mechanism for smart
sensors [oT and network infrastructure.
Sensors. 2020;20:3428

[60] Zikria YB, Ali R, Afzal MK, Kim SW.
Next-generation internet of things (IoT):
Opportunities, challenges, and solutions.
Sensors. 2021;21:1174. DOI: 10.3390/
s21041174

[61] Atzori L, Iera A, Morabito G. The
internet of things: A survey. Computer
Networks. 2010;54(15):2787-2805



