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In the presented article, the results of the research of the spreading spectrum technology are
given and its use in communication systems based on the data transmission over power lines is
considered. One of the currently existing problems of data transmission systems over power
lines is the absence of a compromise solution in ensuring the required data transmission rate
and communication range. Ready-made solutions existing on the market provide either high
data transmission rates over short distances or a communication long-range with rates not
exceeding several tens of kilobits per second. The purpose of the article is to research the appli-
cation of spread spectrum technology in data transmission systems over power lines. In the
course of the experiment, it was found that the joint use of OFDM technology and the spread
spectrum technology makes it possible to form a solution that provides communication over
power lines over a distance of tens of meters with a data transmission rate of at least 5 Mbps.
This article compares the TP-Link 500 Mbps modem for broadband high-speed data transmis-
sion, and the NWEPLC-1-G3M modem for narrowband low-speed data transmission. The
results of modeling a communication system with different lengths and types of spreading
sequences for BPSK and QPSK modulations are presented. An assessment of the interference
protection was carried out. The results of an experimental research of the spectrum spreading
technology on a model of a data transmission system over power lines in terms of range and
transmission rate in comparison with existing devices on the market are presented. The results
obtained can be used in the design of communication systems over power lines.
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Introduction 

Every year, more and more new developments in the field of 
telecommunication technologies become an integral part of the 
life of every person. The growing demand for broadband com-
munications requires the development of new technologies. To-
day, "radio frequency" has become a resource that has either to 
be paid a heavy price or to use license-free frequency bands, 
which, in most cases, are narrow-band. On the territory of the 
Russian Federation, unlicensed use is permitted in two ranges, 
such as PMR (Personal Mobile Radio) and LPD (Lower Power 
Device) [1].  

In addition, it is not always possible to organize communica-
tion via wireless communication systems. For example, the de-
sign of internal communication systems in spacecraft, ships, and 
aircraft is subject to strict requirements for electromagnetic 
compatibility. As a result, the possibility of using additional 
wireless communication systems is excluded. One possible solu-
tion to the problem of unwanted radio emission in this case is 
the use of data transmission technology over power lines (Power 
Line Communication, PLC). Another advantage of using this 
technology is no need to lay additional wire communication 
lines. In turn, this makes it possible to lighten the design of 
ships, reduce the cost and reduce technical operating costs, 
which is most relevant for the space industry. 

Currently, PLC technology has found its application in sev-
eral areas of human activity. One of the applications of PLC 
technology is monitoring and control in power grids. This field 
of application is aimed at solving such problems as: remote 
reading of electricity meters, remote control of electrical equip-
ment at substations, etc. Another application is to organize a 
high-speed Internet connection at home, in industrial facilities 
and office buildings. The main advantages of this technology are 
the availability of infrastructure, easy scalability of the power 
line and no need for additional cable connections in the room. 

Data transmission systems over power lines are divided into 
two main groups: narrow-band (Narrowband over Power Lines) 
and wide-band (Broadband over Power Lines) [2]. 

Narrowband PLC systems are focused on low-speed data 
transmission and are used in power lines that do not require 
large amounts of transmitted information. Narrowband PLC 
systems are used in home automation, in the control of simple 
household appliances, in industrial automation, in the monitor-
ing and control of energy networks. The data transmission rate 
in the systems of this group is from 0.1 to 100 Kbps [3]. 

Broadband PLC systems are focused on high-speed data 
transmission, are used in the creation of home and office net-
works that serve to organize high-speed Internet connections, 
broadcast streaming video, video conferencing and video sur-
veillance systems, digital telephony. The data transmission rate 
in the systems of this group is from 1 to 200 Mbps [4]. In this 
case, PLC technology can be considered as an alternative to 
broadband wireless technologies such as Wi-Fi. 

Currently, there are two main standards in the PLC technolo-
gy (HomePlug AV2 for broadband data transmission systems 
and G3 PLC for narrowband data transmission systems). The G3 
PLC standard provides data transmission over long distances, 
but at a low transmission rate (up to 50 kbps) [5, 6], while the 
HomePlug standard provides hundreds of megabits per second, 
but the range of the system is much shorter than G3 PLC stand-

ard in real conditions. The transmission rate and range character-
istics provided by these standards limit their application, since 
such communication systems either provide too low data trans-
mission rates or operate over a very limited distance. At the 
moment, there is no intermediate solution on the market that 
provides communication over a distance of tens of meters, and at 
the same time provides a data transmission rate sufficient for 
broadcasting streaming video and exchanging large flows of 
information (at least 5 Mbps).  

Most of the PLC standards use orthogonal frequency-
division multiplexing (OFDM) technology. The use of this tech-
nology in conjunction with the spreading spectrum technology 
makes it possible to get form a solution that provides communi-
cation over power lines at a distance of tens of meters and a data 
transmission rate of at least 5 Mbps. This article demonstrates 
the possibility of using spread spectrum technology in data 
transmission systems over power lines. 

Description of the data transmission channel 
on the power lines 

As stated earlier, two-wire power transmission lines used in 
household power supply systems are used as the physical medi-
um for signal propagation in the PLC channel. Such power lines 
are an unfavorable medium due to active interference and fre-
quency selective distortion. The presence of a large number of 
devices connected to the power line has a negative effect on the 
reliability of a connection. In addition, the characteristics of such 
systems are highly dependent on the quality of the power line 
realization in the room and the building as a whole. 

When considering the transmission of signals at high fre-
quencies (above 1 MHz), the power lines are distributed-
constant lines. As a medium for signal propagation, its main 
characteristic is characteristic impedance [7]. 

Characteristic impedance for two-wire signal propagation 
lines is calculated by the formula (1). 

,
120 2

ln
D

Z
d

(1) 

where  – is the dielectric constant of the medium or material 
where the conductors are located; D – is the distance between 
the conductors; d – is the diameter of the conductors. 

As stated earlier, the PLC channel is an unfavorable medium 
for signal propagation. A complex interference situation is ob-
served in the channel. Interference is generated by most of the 
connected electrical devices to the mains. During signal propa-
gation, the power of a signal decreases depending on the dis-
tance between the receiver and transmitter and the carrier fre-
quency of the transmission.  

Multipath in the communication channel occurs due to the 
passage of one signal through different paths and reflections 
from different loads due to mismatch. Multiple rays of the same 
signal arrive at the receiver with different delays and power lev-
els. As a result, the signals come either in phase or in antiphase. 
This leads to a significant decrease in the total signal level on 
the receiving side, which it impossible to carry out error-free 
signal processing. This effect is called signal fading. 

The multipath parameters in the PLC channel are directly 
dependent on the physical topology of the network. 
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Power transmission technology 

As noted above, most devices to provide data transmission 
via power lines are based on two main communication stand-
ards: standard G3 PLC for narrowband modems and standard 
HomePlug AV2 for broadband [5, 6]. These standards have a 
similar physical layer structure and use similar algorithms to 
generate the signal. In addition to these standards, we considered 
other standards PLC technology. For example, PRIME, 
LonWorks, KNX, etc. The Figure 1 shows a common block dia-
gram of the transmitter based on the algorithms described in 
considered standards. Block diagram of the transmitter includes 
the following blocks: scrambler, encoder, interleaver, mapper, 
IFFT block, cyclic prefix adding block, frame-forming block. 

Data QAM  
modulator

Mapper IFFT CP adder Frame ADC

Pilots
Preambula

Scrambler Encoder Interliver

FEC

Figure 1 Common block diagram of the PLC transmitter 

At the physical layer, the information bit stream comes at the 
scrambler block. Scrambling the data provides a random distri-
bution of the transmitted information. It allows equalize the en-
ergy spectrum of the signal and reduce the peak factor (ratio of 
maximum signal power to average) [11]. 

As mentioned earlier, the complex interference situation in 
the power line, caused by impulse interference from connected 
devices, multipath propagation and strong attenuation affect the 
high requirements for system noise immunity. Therefore, most 
standards use cascading coding methods with great redundancy. 
In G3 standard used cascading coding. This coding includes the 
Reed-Solomon (RS) encoder and a convolutional encoder 
(171,133) [6]. In broadband communication, standards 
(Homeplug AV), in addition to Reed-Solomon and convolution-
al codes (CC), turbo codes and low-density parity-check code 
(LDPC) are used [10]. 

To deal with packet errors, the subsequent bit stream is inter-
leaved. That is, in the packet, the bits of the encoded information 
are distributed according to a pseudo-random law. On the re-
ceiving side, the reverse operation is carried out according to the 
same pseudo-random law. 

In the modulator, the digital stream is converted into a modu-
lated data stream by means of well-known types of quadrature 
modulation. Low-speed standards (G3 PLC, etc.) support data 
transmission using BPSK, QPSK, DPSK and D8PSK [6]. Some 
wideband standards use QAM modulation with an index from 1 
to 1024, which allows transmission of 1 to 10 bits per modula-
tion symbol [10]. 

Common to most PLC standards is the use of OFDM tech-
nology. This technology is used in many wireless standards: 
LTE, WiMAX, Wi-Fi, etc. OFDM has a number of advantages 
that have made it possible to transmit data over power lines. 
Firstly, OFDM modulation has high spectral efficiency. Chan-
nels called subcarriers in OFDM modulation arranged orthogo-
nally to each other. Therefore, in OFDM modulation, the subcar-
riers can be located closer than in the case of BPSK, QPSK, M-
QAM without OFDM. For the lack of the Doppler Effect in the 
wire channel, subcarriers can arrange much closer to each other 
in comparison with the radio channel. Secondly, the long dura-
tion of the OFDM symbol using a guard interval in the time do-
main (cyclic prefix) provides good protection against symbol 
interference and fading resulting from multipath propagation. 
The structures for generating OFDM symbols are different for 
each standard. The number of subcarriers ranges from 68 per 
symbol (G3) to 4096 per symbol (Homeplug, IEEE 1901.1) 
[10]. Signal forming is implemented in the frequency domain. 
Therefore, the inverse fast Fourier transform is used to transfer-
ence from the frequency domain to the time domain. This intro-
duces some restrictions. Therefore, the size of the Fourier trans-
form must be a multiple of the power of two. However, it also 
allows simplifies the calculation procedure, because of the prop-
erties of the fast Fourier transformation. 

In the time domain, a cyclic prefix is added. In PLC systems, 
the cyclic prefix size ranges from 1/16 to 1/2 of the total symbol 
duration. Cyclic prefix large size is used in protected modes. The 
large size of the cyclic prefix used to protect against reflected 
signals from the far ends of the power lines. The main characteris-
tics of the PLC communication standards are given in Table 1 
[5, 6, 8-10]. 

Table 1 
Characteristics of Standards 

Standard Frequency range Modulation FEC Transmission rate
G3 35-91 kHz OFDM (DQPSK, DBPSK) RS, RC, CC 5.6-45 kbps 

RIME kHz4PRIME OFDM (D8PSK, DPSK, 
DQPSK) CCC 21.4-128 kbps

Homeplug AV2 2-86 MHz OFDM (QPSK) Turbo CC, 100-200 Mbps 
X-10 120 kHz On Off Keying  –––– 24-120 bps 
LonWorks  120-140 kHz BPSK/NRZ  –––– 3.6-5.4 kbps 
KNX 125-140 kHz S-FSK/NRZ  –––– 1200 bps 
G.hn 80-100 MHz OFDM (1-4096 QAM) CC, RS 1-56 Mbps 
IEEE 1901.1 2-12 MHz OFDM RS, turbo CC, LDPC <100 Mbps 



T-Comm Tом 14. #10-2020
48

ELECTRONICS. RADIO ENGINEERING

Description of spreading spectrum technology 

Power lines are an unfavorable environment, a source of ac-
tive interference, the cause of frequency-selective distortion. The 
large number of devices connected to the power line negatively 
affects the reliability of communication. Also, the characteristics 
of such systems depend heavily on the quality of network per-
formance in the room and the building. 

This section describes the encoding method in spread spec-
trum communication systems to increase the interference protec-
tion of the system. This method allows the use of a few subcarri-
ers for transmitting one bit of information. It increasing the ener-
gy spent on transmitting one bit. The block diagram of the ap-
proach under consideration is shown in Figure 2. 

QAM 
modulator

Interpolation 
symbols Encoder Mapper IFFT

Spreading spectrum block

Figure 2 Block diagram of the spreading spectrum block 

In fact, the method under consideration is an MC-CDMA 
technology [12], for one user. This technology uses orthogonal 
codes. These codes are sets of sequences with the cross-
correlation of any two combinations taken separately where cor-
relation is zero [12]. There are many types of orthogonal codes: 
Walsh codes, Barker codes, M-sequences, etc.  

When choosing a code sequence to extend the spectrum in 
this case, the determining factor is the length of the sequence, 
because it provides the higher energy in the receiver.  

The autocorrelation properties of the code combination do 
not have an important role, because the temporal synchroniza-
tion on these sequences in the method under consideration is not 
performed. We do not use orthogonal codes for synchronization 
purposes. This is confirmed by the simulation results. In the case 
of multi-user mode, the code sequences used should be orthogo-
nal.  

On the transmitting side, when encoding, the input stream of 
modulation symbols after the modulator is multiplied with the 
code sequence (2). 

Y (i N ) [Walsh(N ) A(i)], (2) 

where Y(i) – coded modulation symbols; Walsh(N) – a coding 
sequence of length N; A(i) – modulation symbols. 

As a result, the input symbol of the modulation is aligned 
with the sequence of symbols.  

On the receiving side, correlation processing of the received 
modulation symbols is implemented in the frequency domain 
(3). 

)) ) ,(i)
1

N
X F (F(Y ' (i N)) F(Walsh(N  (3) 

where X(i) – decoded modulation symbols; F-1 – Inverse Fourier 
Transform; F – Fourier Transform. 

Figure 3 shows a block diagram of a correlation receiver per-
forming demodulation on the receiving side. 

Demapper QAM 
demodulatorCorrelator Decimation 

symbols

Correlation receiver

FFT

Figure 3 Block diagram of the correlation receiver 

Simulation of Spreading Spectrum Technology 
with Different Lengths of a Coding Sequence 

The simulation of the communication system for determining 
the efficiency of using the spreading spectrum technology was 
carried out in the MATLAB software package. The initial objec-
tive was to determine the type of coding sequence and its length. 

Figure 4 presents a structural diagram of the simulation. 

Bit 
generator

BPSK 
modulator

Spreading
spectrum block Mapper IFFT

FFTDemapper

Correlation 
receiver

BPSK 
demodulator

BER 
counter

Channel

AWGN

Figure 4 Block diagram of the simulation 

A channel with additive white Gaussian noise is the most 
common channel model used in the calculating and modeling of 
information transmission systems. This type of noise is character-
ized by a uniform spectral power density in the range of all fre-
quencies, a normal distribution and an addition action, that is, 
summation with a useful signal [13]. 

The main characteristics of signal formation during modeling 
are shown in Table 2. 

Table 2 
Signal characteristics 

Parameter Value

Size of the Fourier transform 1024 

Cyclic prefix size 1/32 smpl. 

Number of information subcarriers 823 

Guard interval 200 smpl. (10%) 

Figure 5 shows the spectrum of the generated OFDM sym-
bol. 
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Figure 5 Spectrum OFDM symbol 

During the simulation, various types of orthogonal codes 
with different autocorrelation properties were checked. Table 3 
shows the source data for modeling coding. 

Table 3 
Initial Data 

Code 
length Type of Modulation Type of code 

2 BPSK, QPSK Walsh 2 (1 -1) 

4 
BPSK 

Walsh 4 (1-1-11) 
Barker 4 (111-1) 
PRBS 4 (1-111) 

QPSK Walsh 4 (1-1-11) 

8 BPSK, QPSK Walsh 8 (1-1-111-1-1) 

Figure 6, Figure 7 and Figure 8 present the simulation 
results. 

Figure 6 BPSK with different types of code sequence 
with a length of 4 

Figure 7 BPSK with different lengths of Walsh code sequence 

Figure 8 QPSKs with different Walsh code sequence lengths 

After analyzing of the graphs presented in Figure 6-8, we can 
conclude that the use of various codes does not affect the inter-
ference protection of the system. The reason for this is that we 
only use the maxim correlation value. The correlation peak de-
pends on the length of the coding sequence, but does not depend 
on the type of sequence. As a result, the Walsh, Barker, and M-
sequence codes of the same lengths gave the same result. Only 
the length of the codes used affected the interference protection 
of the system. 

In connection with the presented modeling in an experi-
mental study, it was decided to use BPSK modulation with 
spreading of the spectrum using a Walsh code with a length of 4. 

Comparison of homeplug and G3PLC PLC Modems 
with a Modem Using Spread Spectrum Technology 

in Terms of Speed and Transmission Distance 

For the experiment, we purchased the TP-Link 500 Mbps 
modem, for broadband high-speed data transmission, and the 
NWEPLC-1-G3M, for narrowband low-speed data transmission. 

We carried out the experiment at the university, where lec-
ture rooms, computer rooms, laboratories were located. 
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The map of the experiment is shown in Figure 9. For the ex-
periment, the working time was chosen in order to provide a real 
possible load on the power lines. 

RX NWE 
PLC

RX VG

RX TP-
Link

TX TP-Link;
TX VG;

TX NWE 
PLC.

Figure 9 Map of the experiment 

First, we tested the range of already ready commercial mo-
dem solutions: TP-Link. 

The experiment was carried out according to the schema pre-
sented in Figure 10. 

PC TP-Link 1

PLC 
channel

PC TP-Link 2

Figure 10 Scheme of the TP-Link modems communication 
range experiment  

A connection between two points was detected when two 
devices were connected through a PLC channel. The transmis-
sion rate was measured using the Iperf program. 

Table 4 presents the results for the maximum range and 
transmission rate for each of the modems. 

Table 4 
Experiment Results 

Modem 
Maximum Communication 

Range 
Maximum  

transmission 
Rate, Mbps Distance, m Rate, Mbps Distance, m

TP-Link 11 12 34-56 2-4
NWEPLC 0,023 56 0,046 2-35 

tanStand 36 21 2-4

In the course of the experiment, data was transmitted in one 
direction. In this case, the position of the transmitting devices 
during the experiment was unchanged, in Figure 9 it is denoted 
"TX". "RX" is the receiving devices, where the establishment of 
the connection between the devices was recorded using a per-
sonal computer. 

The maximum transmission range for TP-Link modems was 
12 m. The actual communication range has been taken into ac-
count, but not the line length. From this, we can conclude that 
modern PLC modems are a good option for solving the problem 
of organizing high-speed communications in one room, at home. 
But if there is a need for organizing communications in office 
buildings with large areas, in order to provide high-speed Inter-
net throughout the territory, it will be necessary to organize a 
network with a large number of relay devices. It will affect the 
cost of the network. 

For narrow-band NWEPLC-1 modems, the structure of the 
experiment repeated the scheme of the previous experiment 
(Figure 11). The results of the experiment are shown in Table 4. 

PC NWE PLC 1

PLC 
channel

PC NWE PLC 2

Figure 11 Scheme of the experiment for determining 
the communication range of NWEPLC-1 modems 

As expected, a narrowband PLC modem allows you to or-
ganize communication on the entire floor, but provides low-
speeds even taking into account its maximum possible. 

To implement the data transmission through power lines us-
ing the technology of spreading the spectrum, a laboratory stand 
was assembled. The block diagram of the laboratory stand is 
shown in Figure 12. 

As a result, the input symbol of the modulation corresponds 
to a sequence of characters. 

PC Vector 
generator

Isolation and 
protection 

device

PLC 
channel

Isolation and 
protection 

device

Signal 
analyzer PC

Figure 12 Block diagram of the laboratory stand of the transmission  
of data on power lines  

The stand is transmitting and receiving parts, which include: 
A personal computer, to form a data array, control the

communication system algorithm and traffic; 
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A vector generator that acts as a signal source and gain
control; 

Isolation and protection device at the receiving and
transmitting parts; 

A signal analyzer used as a receiving device;
A personal computer at the receiving part, which is

used to process the received signal. 
On the transmitting side, a signal was generated with the pa-

rameters presented in Table 5. The transmission received the 
same signal power as the TP-link modems gave. 

Table 5 
Signal parameters 

Parameter Value
FFT size 1024 

P 1/CP
Bandan MHz

Type of Modulation BPSK 
Spectrum expansion Walsh(4) 

The results of the experiment are presented in Table 4. The 
prototype of the data transmission via the power lines made it 
possible to transmit to a maximum distance of 36 meters with a 
transmission rate of 5.2 Mbps. Within one room, using it, it was 
possible to organize a connection with a transmission rate of 
15-21 Mbps. 

Conclusion 

Thus, we can infer that the technology of spreading the spec-
trum by encoding subcarriers allows for compromise between 
two commercial solutions of broadband and narrowband com-
munication. This technology made it possible to organize com-
munication at a distance three times greater than that of modems 
for broadband PLC communications, in particular the TP-link 
500 Mbps modem. In terms of communication range in compar-
ison with NWEPLC-1-G3M, the presented model of the data 
transmission system over power lines significantly inferior, 
since it belongs to the broadband as a result of which a large 
signal attenuation in conditions of the same power does not al-
low achieving the same results in terms of communication dis-
tance. 
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Аннотация

Приведены результаты исследования технологии расширения спектра и рассмотрена возможность её использования в системах связи, основан-
ных на передаче данных по цепям электропитания. Одна из имеющихся на данный момент проблем систем передачи данных по цепям электро-
питания заключается в отсутствии решения-компромисса в обеспечении необходимой скорости передачи данных и дальности связи, так как су-
ществующие на рынке готовые решения обеспечивают либо высокую скорость передачи данных на небольших расстояниях, либо хорошую
дальность связи, но со скоростями, не превышающими несколько десятков килобит в секунду. Цель работы заключается в исследовании приме-
нения технологии расширения спектра в системах передачи данных по цепям электропитания. В ходе эксперимента было установлено, что совме-
стное использование технологии OFDM с технологией расширения спектра позволяет сформировать решение, обеспечивающее связь по цепям
электропитания на расстояние в десятки метров со скоростью передачи данных не менее 5 Мбит/с. Приведены результаты сравнения модемов 
TP-Link 500 Mbps, для широкополосной высокоскоростной передачи данных, и NWEPLC-1-G3M, для узкополосной низкоскоростной передачи
данных. Представлены результаты моделирования системы связи с различной длиной и типами расширяющих последовательностей для модуля-
ций BPSK и QPSK. Проведена оценка помехозащищенности. Приведены результаты экспериментального исследования технологии расширения
спектра на макете системы передачи данных по цепям электропитания с точки зрения дальности и скорости передачи по сравнению с существу-
ющими устройствами на рынке. Полученные результаты могут быть использованы при проектировании систем связи по линиям электропередачи.

Ключевые слова: линия электропитания, OFDM, расширение спектра, PLC канал, передатчик, стандарты связи, модем TP-Link 500 Mbps, 
модем NWEPLC-1-G3M.
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