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Abstract 

In this paper, a high-performance face recognition 
terminal for access control systems is described. The 
terminal is specially designed to acquire stable face 
patterns for reliable recognition. To determine de- 
sign of an image input device, we evaluate similarity 
values and their changes for three types of lighting 
apparatuses. Our basic experiment indicates that a 
combination of the upper-right lamp and the lower 
lanip accomplishes the best performance. Though 
an experiment using 100 individuals, we explain that 
the face recognition terminal achieves a competitive 
performance compared with other biometrics devices 
and offers better user-interfaces such as contact-less 
verification and remote monitoring. 

1 Introduction 

Biornetrics is becoming important to assuring ac- 
cess control systems. Fingerprint verification is one 
of the major techniques, however, there are some 
problems for user interfaces. There is a disadvan- 
tage of being intrusive [I]; users must touch a sensor 
device to rise fingerprint verification. Further, a fin- 
gerprint pattern is difficult to be confirmed by the 
human vision. To solve these problems, face recogni- 
tion techniques have been applied to access control 
systems [2]. 

Many techniques of face recognition are re- 
ported to achieve high performance biomet- 
rics [2] [3] [4] [5] [6]. Face-It developed by Visionics 
Corporation [7], which uses algorithm of Rockefeller 
University, describes its performance as 0.68% of the 
equal error rate (EER) ' that is competitive with 
fingerprint verification devices. 

As it is known that face recognition has a prob- 
lem to be affected by variation of illumination [8], 
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'EER is a cross point where the  false acceptance rate 
(FAR) and the false rejection rate (FRR) have a same value. 

researchers propose algorithm to eliminate the in- 
fluence. However, when variation of illumination 
makes a pattern of a person equal to one of others, it 
is difficult to discriminate them using any algorithm. 

In this paper, we investigate effective lighting to 
capture facial patterns. Based on the investigation, 
we design a face recognition terminal with lighting 
apparatuses for access control systems and evaluate 
its performance. 

The rest of the paper is organized as follows. In 
Section 2, a basic experiment is described to deter- 
mine arrangement of lighting apparatuses. We cx- 
plain the face recognition terminal in Section 3 and 
its performance in Section 4. In Section 5, we dis- 
cuss the merits of face recognition and the terminal 
for access control systems. 

2 Influences of illumination 

To design a lighting apparatus for face recog- 
nition, we evaluate three arrangements of light- 
ing; without lighting, with t l ~ e  upper and tlie lower 
lights, and with the right-upper and the lower lights. 
A lighting apparatus consists of a fluorescent lamp 
and a diffuser. We change the condition of external 
illumination switching a ceiling light, and evaluate 
similarity values for each arrangement using four in- 
dividuals. The method to calculate similarity values 
is described in Section 3 and the similarity value 
of 1000 indicates perfect matching. The dictionary 
data is captured with the ceiling light. 

Table 1 shows average, maximum and minimum 
similarity values for four individuals with the same 
individual's dictionary. Without any lighting appa- 
ratus, the average similarity value becomes less than 
900 under different illumination condition from en- 
rollment (i.e. without the ceiling light). 

Using lighting apparatuses, difference of the av- 
erage similarity against the change of illumination 
becomes smaller and the maximum similarity value 
is higher. Compared two arrangements of lighting, a 
combination of the upper-right and the lower lamps 
performs better than the upper and the lower lamps. 



Table 1: Changes of similarity by illumination. The dictionary data is captured with estc~rnnl lighting 
Lighting apparatus Illumination condition Average hlin. ,IIas. 
w/o lighting equivalent to enrollment 937.75 865 972 

different with enrollment 896.00 874 919 
upper and lower equivalent to enrollment 971.75 958 978 

different with enrollment 955.50 933 97-1 - 
upprr-right and lowcr equivalent to enrollment 975.00 962 983 

different with enrollment 973.00 961 978 

Figure 1: Effccts of lamps. Without lamps (left) and 
using an upper-right lamp and a lower larnp(right). 

Figure 1 shows an imagc captured using the 
upper-right and the lower lamps. The upper-right 
lamp makes the right side of a face image with shad- 
ing and the left slde of an image without shading. 
The right side rrprrsrnts plane face features and 
the left side represents three-dimensional features 
of a face. Although, a face pattern is symmetry 
and includes redundant data, this lighting apparatus 
makes input images urlsymmetrical and significant. 

3 Face recognition terminal 

3.1 Hardware platform 

According to the results obtained in Section 2, 
we have designed a face recognition terminal. The 
terminal consists of a video camera, lighting appara- 
tuses, a wireless card reader, a PC, a display device, 
and a door-control device. The lighting apparatus 
which consists of a fluorescent lamp and a diffuser, is 
placed a t  the upper-right position and a t  the lower 
position as shown in Figure 2. Tall walls are also 
established around the terminal to eliminate exter- 
nal illumination such as ceiling lights. The display 
device shows the input image to make users stand 
at the same position. 

Wireless memory cards and a reader are associ- 
ated with the terminal to perform contact-less ver- 
ification. The terminal receives an ID of wireless 
memory card and prepare one of the dictionary data 
for each intlividual. According to the recognition re- 
sults, the PC  sends a command to the door-control 
device 

Figure 2: Face recognition trrminal 

3.2 Face recognition software 

The face recognition process is totally i~r~plc- 
mented by software without using any special hard- 
ware. A face area is detected using the subspace 
method and facial feature points are detected to ex- 
tract a facial pattern using a separability filter [9]. 
The separability filter consists of two regions defined 
by concentric circles and a mask. Although sepa- 
rability filter detects many feature points including 
pupils, nostrils, mouth edges, and eye blows, four 
feature points corresponding to pupils and nostrils 
are selected based on constrains. 

The extracted facial pattern is pre-processed to 
compensate angles and normalized in size of 30 x 
30 pixel. Then, normalization of the gray level and 
pre-processing to emphasize horizontal lines are ap- 
plied. The pre-processed pattern includes 15 x 14 
pixels. The extracted patterm are collcctetl a111011g 
ten sequential video frames to calculate the sr~t~space 
of input images. The Mutual Subspace AIethod [6] 
is applied for calculating a similarity value between 
subspaces of input images and dictionary data. The 
subspace consists of the ten-dimensional vector data. 

The dictionary data has been captured using the 
same terminal for each person. U'hile capturing dic- 
tionary data, instruction signs are displayed to col- 
lect various angles of the face pattern. Using a PC 
(Pentium 111, 500MHz), 5 frames/sec can be cap- 



Table 2: Statistical properties of similarity distributions 
Illumination condition Dictionary Average Standard deviation 
equivalent to enrollment genuine 974.7 21.497 

impostor 698.3 88.77 
with external lighting genuine 969.0 21.633 

impostor 694.1 88.86 

tured and processed for face recognition. 

4 Performance of the terminal 

We evaluate a performance of the face recogni- 
tion terminal using 100 individuals. The dictionary 
data is produced using 100 frames and, in another 
test process, 50 frames are captured for recognition 
of each individual. Since the similarity value is cal- 
culated for ten frames, 40 similarity values can be 
obtains for 100 frames. If feature points cannot be 
detected in a frame, the frame is not used for calcula- 
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naries, respectively. We evaluate two kinds of in- 
put data; data captured under the same illumina- 

Figure 3: FAR and FRR curves for with and without 
tion condition of dictionaries and under the differ- 

external lighting. 
ent condition with external lighting such as ceiling 
lights. The dictionary data is captured without ex- 
ternal lighting. among face recognition systems and can be intro- 

In the same illumination condition of enrollment, duced into practical access control systems, 
a threshold value for the similarity is set 903 to per- 
form 0.1% of FAR and the  value is 2.02% at 
the threshold. In the condition with external light- 5 Applications for the access control 
ing, a threshold level for the similarity value is set as 
903 to perform 0.1% of FAR and the FRR value is 
0%. The EER values of two illumination conditions 
are 0.9% and 0.05%, respectively. 

Although, the EER value of the same illumina- 
tion as enrollment should be better, two samples 
of false rejection appear on the lower similarity as 
a skirt portion of the curve in Figure 3. Excepting 
this portion, the FRR curve of the same illumination 
condition is totally better than one of the condition 
with external lighting. Table 2 explains average and 
standard deviation values for the distribution of the 
similarity. The average of FRR distribution for the 
same condition of enrollment is higher and the stan- 
dard deviation for the same condition is smaller than 
ones of the condition with changes of illumination. 

The designed lighting apparatus works well to 
compensate influences of external lighting and 
achieve stable face recognition. Totally, the face 
recognition terminal has one of the best performance 

5.1 Contact-less and Distributed verifi- 
cation 

As considered that most computer system de- 
mands an ID and a password for access control, 
the combination use of ID and biornetrics is accept- 
able for access control of the real world including 
door control. Since these procedures might frus- 
trate users, a simple operation such as contact-less 
verification is demanded. As face recognition has 
an advantage t,o realize contact-less verification itnd 
a wireless card reader is applied to get the ID of 
an individual, the terminal achieves contact-less 1:l  
verification. 

As designed to achieve robust facial recognition 
against changes of illumination, the terminal has can 
be placed at various kinds of area. In other words, 
multiple terminals are available for the large secu- 
rity area using t h ~  common dictionary data. The 
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Figure 4: A screen-shot image of remote monitor- 
ing. Video monitoring (upper) and face recognition 
results (lower). 

common dictionary data can be distributed to the 
terminals. 

5.2 Remote monitoring 

To assure the security control of the large scale 
area using multiple face recognition terminals, the 
terminal includes remote monitoring function that 
supervisors can confirm recognition results from r e  
mote PCs. Facial images and related surveillance 
videos are broadcasted and are viewable as shown 
in Figure 4. 

The monitoring system can also control the doors 
through the network by the supervisor. Since any 
biometric method is not perfect, another mean to 
control users' access is needed. Consequently, re- 
mote monitoring has abilities to  improve total us- 
ability and securities. 

Face recognition has an advantage for the human 
interface. In general, a face is easy to be recog- 
nized by the human vision. For instance, people can 
identify an individual through a image captured by 
the face recognition terminal. However, using fin- 
gerprint images, particular skills are demanded to 
discriminate individuals by the human vision. Our 
lighting apparatus makes appropriate facial images 
not only for face recognition but also for remote 
monitoring. 

6 Conclusions 

recognition compared with other biometrics and of- 
fers better user-interfaces such as contact-less verifi- 
cation and remote monitoring. 
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We have developed a high-performance face 
recognition terminal with effective illumination. The 
terminal is designed to acquire stable face patterns 
against changes of illumination and achieve higher 
performance for access control systems. Remote 
monitoring function is also developed to confirm the 




