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Abstract

With the advancement of IPv6 support in constrained wireless nodes, the new
networking paradigm has emerged which is known as the Internet of Things. This
paradigm is open to many threats because of its open and constrained nature. Routing
attacks are one of the major threats to the Internet of Things which aim to disrupt normal
routing operations of the network. In this paper, we analyze some well-known routing
attacks (Sinkhole, Blackhole, Selective forwarding, Sybil, Clone 1D, HELLO flooding and
Local Repair) and show their effect on network throughput. Simulation of routing attacks
is done using the state-of-the-art Internet of Things simulator, NetSim tool.

Keywords: Routing attack, 6LOWPAN, RPL, Security, Simulation, Internet of Things,
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1. Introduction

The Internet of Things (IoT) [1], as it’s clear by the term itself, is a growing network of
smart objects. It refers that the physical objects are capable of exchanging information
with other ones. The connected smart devices use data that they have collected without
any help from a human and then transfer to each other over the internet. In the modern
technical world, a large number of devices are connected to the network, including
smartphone, computer, tablet, cars, smart watches, Nest Smart Thermostat, Smart Bulb
which contain different sensors. Things in the 10T are uniquely identifiable objects which
sense the physical environment and communicate this data to the Internet. IPv6 [2] with
its potentially unlimited address space can connect billion or even trillions of these
devices with the IoT. IoT introduces various services such that human’s routine life
becomes easier. 10T is known for its scalability which comes from its open nature. It
enables various smart devices to connect to existing network in just a few time. This
property is because of IPv6 support provided by IPv6 over Low-Power Wireless Personal
Area Networks (6LOWPAN) [3], a standard which allows the devices which are heavily
constrained to connect to IPv6 network in loT. Using auto-configuration tendency of IPv6
new nodes can connect to existing 10T network easily. This attracts various insider and
outsider attackers to hamper loT network and disrupt normal routing operation. IoT is
based on Low Power and Lossy Networks (LLNSs) [4] in which routing is one of the major
tasks as it requires a power efficient routing protocol. This problem is solved by Routing
over Low Power and Lossy Networks protocol (RPL) [5]. RPL was proposed by Internet
engineering task force (IETF). It suffers from loopholes which make it a very good target
for attackers. The 10T requires security solutions where the communication is secured
with integrity, confidentiality and authentication services. The network is protected
against intrusions and disruptions. Also, the data inside a sensor node is stored in an
encrypted form. Therefore, the challenge of ensuring secure communication in the loT
network needs to be addressed. The 10T network is secured with authentication and
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encryption. It cannot be protected against cyber-attacks. Routing attacks have been a very
powerful tool for attackers to disrupt wireless networks. These attacks completely or
partially affect the network throughput which is a serious issue in case of low power and
lossy networks.

IoT uses RPL protocol on its network layer. The RPL protocol is vulnerable to the
routing attacks against the IoT as well as to the attacks against the Wireless Sensor
Network (WSN). The devices in the loT are resource constrained in battery power,
memory and processing capability and extremely heterogeneous [6]. As IoT is globally
connected thus it is much more challenging to secure the 10T. The constrained devices in
the loT are prone to attacks from wireless devices within 6LoOWPAN networks and from
the Internet. Therefore, a detailed analysis and simulation of such attacks against RPL are
worth doing before creating a new light-weight Intrusion Detection mechanism [7] for
RPL-based networks. In this paper, we have analyzed the effect of routing attacks on
network throughput in loT. We intend to develop a dataset by collecting the traces of
simulated attacks which can be used for the development of effective network intrusion
detection systems. In this paper we have analyzed the effect of various routing attacks on
RPL networks. We investigate how the network throughput is affected by routing attacks.

1.1.1ssues and Challenges in 10T

With each passing day, the internet is becoming an integral part of our lifestyle. The
day is not far away from where everything from watches to transportation will be
digitalized. A world is very near where possibly every physical thing will have a unique
digital entity. IoT is making this possibility of future to be true. According to IDC [8], by
2020 there will be projected 30 billion connected things worldwide. 10T technology
expected worth will cross $6 billion by the end of this quarter. The same can also be
explained by the need of sensors in cars connectivity by 2020 which is expected to rise to
90%. But the major challenges that lie ahead are the security issues of the loT. The
protocol being used for the loT, that is RPL, doesn't have any proper security model.
There are security issues related to the 10T devices as well. The attacks are present not
only on network layer but also on the application, support and perpetual layers. The
perceptual layer is present on the first level of the architecture of the 10T. It consists of all
the physical devices like sensors, actuators, smart devices etc. This layer must be
preserved as the sensors are the main source of data, thus the accuracy of this layer is very
important. The next layer of the architecture is the network layer. This layer is responsible
for the transmission of data, thus it is one of the important layers of IoT. As its
functionality is made possible by the use of the Internet in most of the cases, it is very
vulnerable to attack and effects the secure transmission of data. The middle layer that is,
the Support layer is responsible for the processing of the data. All the intellectual steps are
taken on this layer thus, sometimes data is present even in the plain text form. Hence,
security of this layer is one of the major concerns. The topmost layer, Application layer
deals with the end-users or customers. Thus the responsibility of this layer is to ensure the
security and privacy of the user. The enhanced security study is needed to preserve the
authenticity of the layer. There are various issues on WSN of loT like Jamming (on the
Physical layer), resource exhaustion (on Data Link layer), Sybil attack, Sinkhole attack
etc., (on Network layer) and issues like Flooding (on Transport layer) [9].

2. Recent Work

The research by Mukrimah et al., [10] on 10T gives a complete insight into the
components of 10T, its vulnerabilities and how attacks take place at home appliances etc.
loT can be referred as the interconnection of devices which have sensors and contextual
awareness. The main four components of loT i.e., persons, intelligent object,
technological ecosystem and process. There are many security issues related to 10T in the
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smart home environment, health-care and transportation domain. The reliability,
confidentiality and auto-immunity are some of the criteria that are needed to be valued to
ensure the security of 10T system in the smart home environment. In the smart home
appliance, the access is given to only authorize users. In healthcare domain, the values to
be evaluated are automatic data collection and sensing. In case of attacks in the healthcare
domain, doctors may end up giving wrong treatments to the patients. There are attacks
based on properties of devices like low-end device class attack and high-end class attack.
Also, there are attacks based on the access level such as passive attack and active attack.
The attacks like internal attacks and external attacks fall under the category of attacks
based on adversary location. 10T also has attacks based on host and protocol. Pongle et
al., [11], presented a survey on possible attacks on IoT on top of RPL protocol. As
6LOWPAN is a compressed form of IPv6 header thus it is very easy to attack. There are
many attacks possible on RPL protocol of IoT like Sinkhole attack, Wormhole attack,
Black-hole attack, Sybil attack etc. There are many types of Denial of Service attacks
(DoS) such as Alteration and Spoofing Attack which can be implemented by Local Repair
attack, Rank attack etc. These attacks lead to the formation of an un-optimized path and
thus attracting the network towards them. Version attack may even lead to the reduction
of the delivery ration of packets by 30%. The attacks like Local Repair lead to the energy
exhaustion unnecessarily. Some attacks may even lead to the formation of the loops in the
path. Attacks like black-hole increase the instability of the network by increasing the
number of DIO messages in the network. There are many other attacks under which this
rank based protocol can possibly go down. The survey [11] is based on the simulation of
loT attacks on Cooja simulator [12]. The research by Wallgren et al., [13] on the routing
attacks of 10T is done on Contiki Operating System [14] which is shown on the Cooja
simulator. During simulation of attacks on 10T, the re-distribution of ranks takes places.
In case of routing topology failure, node or link failure the RPL protocol follows the Self-
healing mechanism. In case of one node or link failure the RPL performs the local repair
mechanism whereas, in case of many failures, global repair mechanism is executed in
which the complete DODAG is re-built. There can be many types of inconsistencies in
DODAG of RPL protocol. For example, a loop is detected in case of loop detection in the
network or when a node joins the network or changing of the rank of a node within a
network. To handle such inconsistencies the protocol uses the trickle timer. The trickle
timer interval is large enough in case of normal functioning whereas it becomes very less
in case of inconsistencies and a large number of DIO messages are sent in the vicinity.
The attacks like Selective Forwarding attack, Sinkhole attack, Hello Flooding attack, and
Wormhole attack fall under the category of routing attacks. There is no definite measures
countermeasure these attacks. Thus, there is a need to find light-weight IDS. Medjek et
al., [15] presented an analytical evaluation of Sybil attacks under mobility. This was the
first theoretical study by the authors and no simulation results were provided. Further
Medjek et al., [16] analyzed the effect of Sybil attacks using mobile nodes by simulating
the environment and nodes using Cooja. They concluded that mobile Sybil nodes can
disrupt the packet delivery ratio and lead to higher energy consumption. Mayzaud et al.,
[17] studied the effect of RPL DODAG version attacks. Aris et al., [18] presented an in-
depth analysis of RPL version number attacks. They presented the effects of the attacks
based on some network performance metrics i.e., Average packet delivery ratio. Average
latency, control traffic overhead and average power consumption. There have been many
studies done on the analysis of the datasets used for the development of defense
techniques for network-based attacks. Verma et al., [19] statistical analysis of CIDDS-001
dataset have been presented. Their motive was to analyze the performance of distance
based machine learning classifiers on the dataset. Tavallaee et al., [20] presented the
detailed analysis of KDD CUP 99 dataset. They showed the performance of various
classifiers on the dataset in terms of accuracy
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3. Routing Attacks Description

1. Sinkhole Attack: This attack is implemented by creating a malicious node and adding
this node to the existing network. The rank of the malicious node is made such that all the
network traffic is directed to the malicious node. Usually, it is assigned the next highest
value possible after the gateway. The malicious node advertises a different routing path
thus attacking many nearby nodes to attract the traffic. So, the malicious node can misuse
those packets which were transmitted to them in any way. This attack alone can’t harm
the system much but when complemented with other attacks, can have adverse effects
[13].

2. Blackhole Attack: Blackhole is referred as a place where incoming data is discarded in
such a way that source never comes to know that information doesn’t reach the
destination. In the same way, in RPL protocol a node is made malicious. This malicious
node drops the packets which are directed through it. This attack, when combined with
the sinkhole, can have more adverse effects [13].

3. Sybil Attack: Sybil is also called as the “single node with multiple identities” attack.
The malicious node can be at multiple places at the same time and it looks like an
ordinary node. In other words, the malicious node shows different id at a different time,
due to that other nodes will take this node as multiple nodes. This attack degrades the
performance of the system [16].

4. HELLO Flooding Attack: The HELLO message is the message a node sends initially
before joining the network’s DODAG i.e., HELLO message is DIO message. In Hello
Flooding attack, the attacker sends a message with a favorable routing metrics. The
malicious node in this attack introduces itself as the neighbour to many nodes. However,
to some nodes trying to add to the attacker, the attacker might seem very far and the
information is lost [13].

5. Clone ID Attack: In this attack, the attacker copies the ID of one logical node onto
another. Thus the data which is sent to victim node is now send to malicious node. This
attack is carried out to get access to a large network and data [13].

6. Local Repair Attack: The local repair attack uses the poisoning mechanism for its
implementation. Attacker maliciously removes the nodes from the network. During this
attack, the node makes its rank to be infinite and broadcast this message to the whole
network. Now, the node which was children to that removed nodes, have to find a
different parent for reaching to the root. This attack degrades the performance of the
system as for every node change, the topology is to be updated [13].

7. Selective Forwarding Attack: The selective forwarding attack is a special case of
Blackhole. The malicious node drops some of the packets from the incoming traffic and
forwards some of them, according to the hash function applied to it. This attack disrupts
the routing paths of the system [13].

4. Implementation of Routing Attacks

In this section, we present the methodology used for the implementation of various
routing attacks. We have presented pseudo code for each attack. Some attacks have been
coupled with another attack so as to generalize their effect on 10T network more clearly as
some attacks alone don’t affect network performance.
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4.1. Sinkhole Attack with Blackhole Attack

For implementing Sinkhole attack with Blackhole attack on RPL protocol, we defined
a macro of malicious rank and malicious node. Whenever a Network In Event takes place
at Malicious Node ID, the details of the node are changed i.e., the node is assigned the
Malicious Rank. Now onwards, all the traffic comes to Malicious Node and all the
packets coming on Malicious Node is dropped. So whenever a Network In Event takes the
attack logic is executed overtime. Pseudo code of Blackhole attack is illustrated in
Algorithm 1.

1. If event == Network_In_Event

2. then,

3. if packet == control_packet

4. then,

5. check if node == Malicious Node

6. then,

7. set rank of the current node = Malicious Rank
8. else

9. process the message

10. else

11. if node == malicious node and packet is not empty
12. then,

13. drop the message

Algorithm 1. Pseudo Code for Implementation of Sinkhole with Blackhole Attack

4.2. Sybil Attack with Blackhole Attack

Pseudo code for implementation of Sybil attack with Blackhole attack is illustrated in
Algorithm 2.

1. A malicious node is taken, which is defined as a macro with its ID as well as rank.
2. Hash function is used to randomly generate the rank for the malicious node.

3. So whenever, a Network-in event takes place at Malicious Node and DIO message
is being passed, the random rank generated is assigned to the Malicious Node

4. I1f randomly generated rank is 1 then, we increment it because rank 1 is always of
gateway of the system.

5. If data packets are coming on malicious node then, those packets are dropped thus
decreasing the throughput of the system

Algorithm 2. Pseudo Code for Implementation of Sybil Attack with Blackhole
Attack

4.3. Selective Forwarding Attack

Selective Forwarding Attack is a special case of Blackhole attack. In this
implementation we made a node malicious node and forwarded some selective data. For
selectively forwarding the data, we implemented a hash function. Hash Function is
illustrated in Algorithm 3.
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1. It generates a random value every time a network-in event takes place at malicious
node.

2. If the randomly generated value is divisible by 2, then packet was not allowed to be
forwarded. Otherwise, it was forwarded normally.

Algorithm 3. Pseudo Code of the Hash Function used in Selective Forwarding Attack

4.4. HELLO Flooding Attack

In this attack, HELLO messages are forwarded continuously by a malicious node to
other nodes to show them that it is the neighbour of all the other nodes. In RPL, Hello
messages are DIO messages. So for implementing the attack used methodology is shown
in Algorithm 4.

1. Whenever a network-in event takes place at malicious node it keeps on forwarding
DIO messages for a finite number of time.

2. In that time it will be added to the neighbour list of other nodes.

Algorithm 4. Pseudo Code of HELLO Flooding Attack

4.5. Local Repair Attack

In this attack the rank of node is made infinity such that children have to find the new
parent. In this attack to avoid the situation where all the nodes' rank become Infinity, the
rank and ID of previous node are stored. Initially there are null values in previous node ID
and rank. So whenever a network-in event takes place the attack logic is executed. Pseudo
code of Local Repair attacks is illustrated in Algorithm 5.

4.6. Clone ID Attack

In this attack, the ID of a node is cloned with another ID. Pseudo code of Clone ID
attack is depicted in Algorithm 6.

1. if event == NETWORK_IN_EVENT

2.then,

3. if packets == control packets and are DIO messages
4. then,

5. if previous node is not null

6. then,

7. 1D and rank of previous node are restored to its previous values

8. The rank and ID of current are stored in prev_node_id and prev_node_rank
respectively.

10. The rank of current node is changed to INFINITY.

11. if packets == data packets and current node has rank == INFINITY

12. then, drop the message

Algorithm 5. Pseudo Code of Local Repair Attack

1. A node is made malicious node and whenever a network-in event takes place at this
node, the ID of this malicious node is cloned with a another node.

2. This attack creates confusions in the network. This attack results in the changing of
rank of both malicious node as well as with whom the malicious node is being cloned.

Algorithm 6. Pseudo Code of Clone ID Attack
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5. Simulation Results and Description

The simulation is done on the Desktop computer having Intel(R) 7700 CPU (clock
speed of 3.60GHz) with 8GB main memory. The tool used for the simulation of routing
attacks is done using NetSim v10.0 [21]. Results have been presented in the form of link
throughput graphs to show the clear effect of attacks on the simulated 6LoWPAN
network. All the graphs depict throughput (Mbps) on the y-axis and time (ms) on the x-
axis. Various link used in the simulated topology as considered for the analysis. Network
topology considered for the analytical study is shown in Figure 1.

=

I )

Figure 1. 10T Network Topology for Analytical Study

5.1. Normal Scenario

In Normal Scenario, there will be no malicious node, so initially throughput will
increase because of increase in transmission of control data packets which will further
decrease with time because number of control packets transmitted decreases as topology
becomes stable. The effect of this scenario is illustrated in Figure 2. Initially there is a
sudden rise in network throughput and then it goes on a stable state further. This increase
is due to initial broadcast of control messages for setting up topology. Once the topology
is setup the throughput decreases and comes to a stable state.
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Figure 2. Link Throughput in No Attack Scenario

5.2. Network Throughput in Case of Sinkhole and Blackhole Attack

In Sinkhole attack, a malicious node modifies it rank to be the fake destination and
when data packets are transmitted to this malicious node, it will drop the packets which in
turn will drop the packets due which leads to decrease in throughput with time. In the
Link_1 Throughput graph, Throughput is lesser as compared to original one. The scale of
throughput is of the order of 10*. In the normal scenario it is of the order of 10 The
effect of this attack is shown in Figure 3.
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Figure 3. Link throughput in Sinkhole with Blackhole Attack Scenario

5.3. Network Throughput in Case of Clone ID Attack

In Clone ID, Malicious nodes clone the details of other nodes, so that it can get access
to data packets of that network and use those data packets for malicious activities which
in turn will decrease the throughput. In the Link_1_Throughput graph, Throughput is
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lesser as compared to original one. The scale of throughput is of the order of 10, In the
normal scenario it is of the order of 1073, The effect of this attack is presented in Figure 4.
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Figure 4. Link Throughput in Clone ID Attack Scenario

5.4. Network Throughput in Case of HELLO Flooding Attack
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Figure 5. Link Throughput in HELLO Flooding Attack Scenario

In Hello Flooding Attack, throughput is decreasing because data and control packets
are not transferred to the destination because of the over flooding of Hello Messages or
DIO Control Messages in RPL transmitted by Malicious Node and throughput curve is
very steep in this case. On Link_3_Throughput Graph initially throughput decreases at
lower rate than the original one due to increase in the DIO message (Hello Message
Flooding). The effect of this attack is presented in Figure 5.
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5.5. Network Throughput in Case of Selective Forwarding Attack
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Figure 6. Link Throughput in Selective Forwarding Attack Scenario

In Selective Forwarding, Malicious node transmits only some selective data packets
because of which there is constant drop of data packets from Malicious node in the
network and this is the reason for very steep curve in throughput of Selective forwarding.
The effect of this attack is shown in Figure 6.

5.6. Network Throughput in Case of Sybil Attack

In Sybil attack, a node pretends to be many nodes by transmitting different ranks to
other nodes which will decrease the throughput because of unnecessary data packets
transmission that is why throughput is decreasing in the above plot. In the
Link_1 Throughput graph, Throughput is lesser as compared to original one. The scale of
throughput is of the order of 10*. In the normal scenario it is of the order of 10-%.and due
to unnecessary packet transmission Link 3 _Throughput is increasing. The effect of this
attack is displayed in Figure 7.

5.7. Network Throughput in Case of Local Repair Attack

In Local Repair when rank is changed to infinity, the nodes find a new parent and this
requires the resource exhaustion and thus, decreases the throughput. In the
Link_1 Throughput graph, Throughput is lesser as compared to original one. The scale of
throughput is of the order of 10*. In the normal scenario it is of the order of 103, The
effect of this attack is illustrated in Figure 8.
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6. Conclusion and Future Work

In this paper, the effect of various routing attacks on the 6LOWPAN network is
analyzed. It can be concluded from the simulation results that routing attacks disrupt
network throughput badly. Hence, the increasing number of attacks on the Internet of
Things may disrupt the whole network of smart devices. We need to have a defense
system that detects the attacks major routing attacks like Sinkhole, Blackhole, Selective
Forwarding, Sybil and Clone ID etc. Traditional Intrusion Detection Systems are heavy-
weight and thus unsuitable to be used for Internet of Things security. Our future work
includes to the creation of a network intrusion traffic dataset for the evaluation of
Network Intrusion Detection Systems for 6LOWPAN networks and develops a
collaborative lightweight hybrid network Intrusion Detection System to detecting routing
and Distributed Denial of Services attacks on the Internet of Things.
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